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Abstract

Elliptic Curve Cryptography (ECC) has emerged as a cornerstone of modern crypto-

graphic systems, offering unparalleled efficiency and robust security with significantly

smaller key sizes compared to traditional RSA-based schemes. This thesis provides a

comprehensive introduction to ECC, beginning with its mathematical foundations—

focusing on the structure of elliptic curves over finite fields and the hardness of the

Elliptic Curve Discrete Logarithm Problem (ECDLP). We explore core cryptographic

protocols, including Elliptic Curve Diffie-Hellman (ECDH) for secure key exchange

and the Elliptic Curve Digital Signature Algorithm (ECDSA), underpinning blockchain

technologies like Bitcoin.

A critical analysis of ECC’s security is presented, examining known attacks (e.g.,

MOV, Pollard’s Rho) and mitigation strategies, alongside performance benchmarks

demonstrating ECC’s superiority in resource-constrained environments (e.g., IoT de-

vices). The discussion extends to standardized curves (NIST P-256, Curve25519) and

optimizations such as projective coordinates and side-channel-resistant algorithms.

Finally, we address post-quantum challenges, evaluating isogeny-based and lattice-

based alternatives, and highlight emerging applications in zero-knowledge proofs and

scalable blockchain systems. This work bridges theoretical rigor with practical insights,

serving as a primer for researchers and practitioners navigating the evolving landscape

of asymmetric cryptography.
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Chapter

Generalities and basic
definitions

1
1.1 An overview of the groups, rings and fields

1.1.1 Groups
Definition 1.1: Group

A group (G ,∗) consists of a set G with a binary operation ∗ on G satisfying the
following three axioms:

1. Associativity: The group operation is associative. That is,

a ∗ (b ∗ c ) = (a ∗ b ) ∗ c for all a , b , c ∈G .

2. Identity element: There is an element 1 ∈G , called the identity element,
such that

a ∗1= 1 ∗a = a for all a ∈G .

3. Inverses: For each a ∈G there exists an element a−1 ∈G , called the inverse
of a , such that

a ∗a−1 = a−1 ∗a = 1.

A groupG is abelian (or commutative) if, furthermore,

a ∗ b = b ∗a for all a , b ∈G .

[5]

Definition 1.2

A group G is finite if |G | is finite. The number of elements in a finite group is
called its order.
[5]

Example 1. (a) The set of integers Zwith the operation of addition forms a group.
The identity element is 0, and the inverse of an integer a is the integer −a .

(b) The set Zn , with the operation of additionmodulo n , forms a group of order n .

1



Chapter 1. Generalities and basic definitions

The setZn with the operation ofmultiplicationmodulo n is not a group, since not
all elements havemultiplicative inverses. However, the set Z∗n is a group of order
ϕ(n ) under the operation of multiplicationmodulo n , with identity element 1.

[5]

Definition 1.3

A groupG is cyclic if there exists an element a ∈G such that for each b ∈G , there
is an integer i with

b = a i .

Such an element a is called a generator ofG .
[5]

1.1.2 Rings
Definition 1.4: Ring

A ring (R ,+,×) consists of a set R with two binary operations, arbitrarily denoted
+ (addition) and × (multiplication), on R , satisfying the following axioms:

1. (R ,+) is an abelian group with identity denoted 0.

2. The operation× is associative. That is, a×(b×c ) = (a×b )×c for all a , b , c ∈R .

3. There is a multiplicative identity denoted 1, with 1 ̸= 0, such that 1× a =
a ×1= a for all a ∈R .

4. The operation × is distributive over +. That is,

a × (b + c ) = (a × b ) + (a × c ) and (b + c )×a = (b ×a )+ (c ×a )

for all a , b , c ∈R .

A ring is a commutative ring if a × b = b ×a for all a , b ∈R .
[5]

Example 2. (a) The set of integers Zwith the usual operations of addition andmul-
tiplication is a commutative ring.

(b) The set Zn with addition andmultiplication performedmodulo n is a commuta-
tive ring.

[5]

Definition 1.5

An element a of a ring R is called a unit or an invertible element if there is an
element b ∈R such that a b = b a = 1.
[5]

The set of units in a ring R forms a group under multiplication, called the group of
units of R .
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1.1. An overview of the groups, rings and fields

Example 3. The group of units of the ring Zn is Z∗n .
[5]

1.1.3 Fields
Definition 1.6

A field is a commutative ring in which all non-zero elements havemultiplicative
inverses.
[5]

Definition 1.7

The characteristic of a field is 0 if

1+1+ · · ·+1
︸ ︷︷ ︸

m times

̸= 0 for any m > 1,

where the sum has m terms. Otherwise, the characteristic of the field is the least
positive integer m such that

1+1+ · · ·+1
︸ ︷︷ ︸

m times

= 0.

[5]

Finite field

Definition 1.8

A finite field is a field F which contains a finite number of elements. The order of
F is the number of elements in F .
[5]

If Fq is a finite field of order q = p m , where p is a prime, then the characteristic of Fq

is p . Moreover, Fq contains a copy of Zp as a subfield. Hence, Fq can be viewed as an
extension field of Zp of degree m .

Definition 1.9

The non-zero elements of Fq form a group undermultiplication called themulti-
plicative group of Fq , denoted by F∗q .
[5]

F∗q is a cyclic group of order q −1. Hence a q = a for all a ∈Fq .

Definition 1.10

A generator of the cyclic group F∗q is called a primitive element or generator of Fq .
[5]

3



Chapter 1. Generalities and basic definitions

If a , b ∈Fq , a finite field of characteristic p , then

(a + b )p = a p + b p for all t ≥ 0.

1.2 Divisibility and greatest common divisors

Definition 1.11

Let a and b be integers with b ̸= 0. We say that b divides a , or that a is divisible
by b , if there is an integer c such that a = b c . We write b | a to indicate that b
divides a . If b does not divide a , then we write b ∤ a .
[4]

Example 4. We have 847 | 485331, since 485331 = 847 · 573. On the other hand, 355 ∤
259943, since when we try to divide 259943 by 355, we get a remainder of 83. More
precisely,

259943= 355 ·732+83,

so 259943 is not an exact multiple of 355.
[4]

Remark 1.1. Notice that every integer is divisible by 1. The integers that aredivisible by
2 are the even integers, and the integers that are not divisible by 2 are the odd integers.

[4]

Proposition 1.1. Let a , b , c ∈Z be integers.

(a) If a | b and b | c , then a | c .

(b) If a | b and b | a , then a =±b .

(c) If a | b and a | c , then a | (b + c ) and a | (b − c ).

[4]

Proof. [4] page 11

Definition 1.12

A common divisor of two integers a and b is a positive integer d that divides both
of them. The greatest common divisor of a and b is, as its name suggests, the
largest positive integer d such that d | a and d | b . The greatest common divisor
of a and b is denoted gcd(a , b ).
[4]

Definition 1.13: Division Algorithm

Let a and b be positive integers. Then a divided by b has quotient q and remain-
der r means that

a = b ·q + r with 0≤ r < b .

The values of q and r are uniquely determined by a and b .
[4]
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1.2. Divisibility and greatest common divisors

Theorem 1.1 –The Euclidean Algorithm. Let a and b be positive integers with
a ≥ b . The following algorithm computes gcd(a , b ) in a finite number of steps.

1. Let r0 = a and r1 = b .

2. Set i = 1.

3. Divide ri−1 by ri to get a quotient qi and remainder ri+1,

ri−1 = ri ·qi + ri+1 with 0≤ ri+1 < ri .

4. If the remainder ri+1 = 0, then ri = gcd(a , b ) and the algorithm terminates.

5. Otherwise, ri+1 > 0, so set i = i +1 and go to Step 3.

The division step (Step 3) is executed at most 2 log2(b )+1 times.
[4]

Proof. [4] page 13-15

Remark 1.2. We proved that the Euclidean algorithm applied to a and b with a ≥ b
requires nomore than 2 log2(b )+1 iterations to compute gcd(a , b ).

[4]

Theorem 1.2 – Extended Euclidean Algorithm. Let a and b be positive integers.
Then the equation

a u + b v = gcd(a , b )

, always has a solution in integers u and v .
[4]

Proof. [4] page 16-17

Example 5. (a) The following algorithm computes the greatest common divisor g
of the positive integers a and b , together with a solution (u , v ) in integers to the
equation a u + b v = gcd(a , b ).

1. Set u = 1, g = a , x = 0, and y = b

2. If y = 0, set v =
g −a u

b
and return the values (g , u , v )

3. Divide g by y with remainder, g = q y + t , with 0≤ t < y

4. Set s = u −q x

5. Set u = x and g = y

6. Set x = s and y = t

7. Go to Step (2)

(b) We use the above algorithm on a computer using the computer language of your
choice.

5



Chapter 1. Generalities and basic definitions

(c) Weuse theprogramtocompute g = gcd(a , b )and integer solutions to the equation
a u + b v = g for the following pairs (a , b ):

(i) (527, 1258)

(ii) (228, 1056)

(iii) (163961, 167181)

(iv) (3892394, 239847)

(d) What happens to program if b = 0? Fix the program so that it deals with this case
correctly.

(e) It is often useful to have a solution with u > 0. Modify program so that it returns a
solution with u > 0 and u as small as possible. [Hint: If (u , v ) is a solution, then so
is
�

u + b
g , v − a

g

�

.] Redo part (c) we usingmodified program.
[4]

1.3 Modular arithmetic

Definition 1.14

Let m ≥ 1 be an integer. We say that the integers a and b are congruentmodulo
m if their difference a − b is divisible by m . We write

a ≡ b (mod m )

to indicate that a and b are congruentmodulo m . The number m is called the
modulus.
[4]

Example 6. We have

17≡ 7 (mod 5), since 5 divides 10= 17−7.

On the other hand,

19 ̸≡ 6 (mod 11), since 11 does not divide 13= 19−6.

Notice that the numbers satisfying

a ≡ 0 (mod m )

are the numbers that are divisible by m , i.e., themultiples of m .
[4]

The reason that congruence notation is so useful is that congruences behave much
like equalities, as the following proposition indicates.

Proposition 1.2. Let m ≥ 1 be an integer.

1. If a1 ≡ a2 (mod m ) and b1 ≡ b2 (mod m ), then

a1± b1 ≡ a2± b2 (mod m ) and a1 · b1 ≡ a2 · b2 (mod m ).

6



1.3. Modular arithmetic

2. Let a be an integer. Then
a · b ≡ 1 (mod m )

for some integer b if and only if Greatest CommonDivisor (gcd)(a , m ) = 1.
If such an integer b exists, then we say that b is the (multiplicative) inverse of a
modulo m .

[4]
Proof. [4] page 20

Proposition 1.1 (2) says that if gcd(a , m ) = 1, then there exists an inverse b of a
modulo m . This has the curious consequence that the fraction

b −1 =
1

b

then has ameaningful interpretation in the world of integers modulo m .
Example 7. We take m = 5 and a = 2. Clearly gcd(2, 5) = 1, so there exists an inverse to
2modulo 5. The inverse of 2 modulo 5 is 3, since

2 ·3≡ 1 (mod 5), so 2−1 ≡ 3 (mod 5).

Similarly, gcd(4, 15) = 1, so 4−1 exists modulo 15. In fact, 4 ·4≡ 1 (mod 15), so 4 is its
own inverse modulo 15.

Wecanevenworkwith fractions a
d modulom as long as thedenominator is relatively

prime to m . For example, we can compute 5
7 mod 11 by first observing that 7 · 8 ≡ 1

(mod 11), so 7−1 ≡ 8 (mod 11). Then
5

7
= 5 ·7−1 ≡ 5 ·8≡ 40≡ 7 (mod 11).

[4]
Remark 1.3. In the preceding examples it was easy to find inverses modulo m by trial
and error. However, when m is large, it is more challenging to compute a−1 mod m .
Note that we showed that inverses exist by using the extended Euclidean algorithm 5.

In order to actually compute the u and v that appear in the equation

a u +m v = gcd(a , m ),

we can apply the Euclidean algorithm directly.
In any case, since the Euclidean algorithm takes only 2 log2(b ) +3 iterations to com-

pute gcd(a , b ), it takes only a small multiple of log2(m ) steps to compute a−1 mod m .

We now continue our development of the theory ofmodular arithmetic. If a divided
by m has quotient q and remainder r , it can be written as

a =m ·q + r with 0≤ r <m , a , m ∈Z.

This shows that
a ≡ r (mod m )

for some integer r between 0 and m −1. So if we want to work with integers modulo m ,
it is enough to use the integers

0≤ r <m .

This prompts the following definition. [4]

7



Chapter 1. Generalities and basic definitions

Definition 1.15

We write
Z/mZ= {0, 1, 2, . . . , m −1}

and call Z/mZ the ring of integers modulo m . Note that whenever we perform an
addition or multiplication in Z/mZ, we always divide the result by m and take
the remainder in order to obtain an element in Z/mZ.
[4]

Table 1.1 illus trates the ring Z/5Z by giving complete addition andmultiplication
tables modulo 5.

Remark 1.4. If you have studied ring theory, you will recognize that Z/mZ is the
quotient ring of Z by the principal ideal mZ, and that the numbers 0, 1, . . . , m − 1 are
actually coset representatives for the congruence classes that comprise the elements of
Z/mZ. For a discussion of congruence classes and general quotient rings.

Addition TableModulo 5

+ 0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 0
2 2 3 4 0 1
3 3 4 0 1 2
4 4 0 1 2 3

Multiplication TableModulo 5

· 0 1 2 3 4
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 4 1 3
3 0 3 1 4 2
4 0 4 3 2 1

Table 1.1: Addition andmultiplication tables modulo 5

[4]

Definition 1.16

Proposition1.2(2) tells us that a has an inversemodulom if and only if gcd(a , m ) =
1. Numbers that have inverses are called units. We denote the set of all units by

(Z/mZ)∗ = {a ∈Z/mZ : gcd(a , m ) = 1}= {a ∈Z/mZ : a has an inverse modulo m}.

The set (Z/mZ)∗ is called the group of units modulo m .
[4]

Example 8. he group of units modulo 24 is

(Z/24Z)∗ = {1, 5, 7, 11, 13, 17, 19, 23}.

Themultiplication table for (Z/24Z)∗ is illustrated in Table 1.2.
[4]

Example 9. The group of units modulo 7 is

(Z/7Z)∗ = {1, 2, 3, 4, 5, 6},

since every number between 1 and 6 is relatively prime to 7. Themultiplication table
for (Z/7Z)∗ is illustrated in Table 1.2.

8



1.3. Modular arithmetic

In many of the cryptosystems that we will study, it is important to know howmany
elements are in the unit groupmodulo m . This quantity is sufficiently ubiquitous that
we give it a name.

[4]

Definition 1.17

Euler’s phi function (also sometimes known as Euler’s totient function) is the
function ϕ(m ) defined by the rule

ϕ(m ) = #(Z/mZ)∗ = #{0≤ a <m : gcd(a , m ) = 1}.

[4]

For example, we see from Examples 7 and 8 that ϕ(24) = 8 and ϕ(7) = 6.

· 1 5 7 11 13 17 19 23
1 1 5 7 11 13 17 19 23
5 5 1 11 7 17 13 23 19
7 7 11 1 5 19 23 13 17
11 11 7 5 1 23 19 17 13
13 13 17 19 23 1 5 7 11
17 17 13 23 19 5 1 11 7
19 19 23 13 17 7 11 1 5
23 23 19 17 13 11 7 5 1

Unit groupmodulo 24
· 1 2 3 4 5 6
1 1 2 3 4 5 6
2 2 4 6 1 3 5
3 3 6 2 5 1 4
4 4 1 5 2 6 3
5 5 3 1 6 4 2
6 6 5 4 3 2 1

Unit groupmodulo 7

Table 1.2: The unit groups (Z/24Z)∗ and (Z/7Z)∗
[4]

9



Chapter 1. Generalities and basic definitions

1.4 Primenumbers, unique factorization, andfinitefields

In Section 1.3 we studied modular arithmetic and saw that it makes sense to add,
subtract, and multiply integers modulo m . Division, however, can be problematic,
since we can divide by a in Z/mZ only if gcd(a , m ) = 1. But notice that if the integer m
is a prime, then we can divide by every nonzero element of Z/mZ. We start with a brief
discussion of prime numbers before returning to the ring Z/pZwith p prime.

Definition 1.18

An integer p is called a prime if p ≥ 2 and if the only positive integers dividing p
are 1 and p .
[4]

For example, the first ten primes are

2, 3, 5, 7, 11, 13, 17, 19, 23, 29,

while the hundred thousandth prime is 1299709 and themillionth is 15485863. There
are infinitely many primes, a fact that was known in ancient Greece and appears as a
theorem in Euclid’s Elements.

A prime p is defined in terms of the numbers that divide p . So the following proposi-
tion,whichdescribes auseful property of numbers that are divisible byp , is not obvious
and needs to be carefully proved. Notice that the proposition is false for composite
numbers. For example, 6 divides 3 ·10, but 6 divides neither 3 nor 10.

Proposition 1.3. Let p be a prime number, and suppose that p divides the product
a b of two integers a and b . Then p divides at least one of a or b .

More generally, if
p | a1a2 · · ·an ,

then p divides at least one of the individual ai .
[4]

Proof. [4] page 27

Theorem 1.3 – The Fundamental Theorem of Arithmetic. Let a ≥ 2 be an integer.
Then a can be factored as a product of prime numbers:

a = p e1
1 ·p

e2
2 ·p

e3
3 · · ·p

er
r ,

Further, other than rearranging the order of the primes, this factorization into
prime powers is unique.

[4]

Proof. [4] page 27-28

10



1.4. Prime numbers, unique factorization, and finite fields

Definition 1.19

The Fundamental Theorem of Arithmetic says that in the factorization of a pos-
itive integer a into primes, each prime p appears to a particular power. We
denote this power by ordp (a ) and call it the order (or exponent) of p in a . (For
convenience, we set ordp (1) = 0 for all primes.)
[4]

For example, the factorization of 1728 is 1728= 26 ·33, so

ord2(1728) = 6, ord3(1728) = 3, and ordp (1728) = 0 for all primes p ≥ 5.

Using the ordp notation, the factorization of a can be succinctly written as

a =
∏

primes p

p ordp (a ).

Proposition 1.4. Let p be a prime. Then every nonzero element a ∈ Z/pZ has a
multiplicative inverse, that is, there exists a number b such that

a b ≡ 1 (mod p ).

We denote this value of b by a−1 mod p , or if p has already been specified, then simply
by a−1.

[4]

Proof. [4] page 29

Remark 1.5. The extended Euclidean algorithm gives us an efficient computational
method for computing a−1 mod p . We simply solve the equation

a u +p v = 1

in integers u and v , and then u = a−1 mod p . For an alternative method of computing
a−1 mod p , see Remark 1.27.

Proposition 1.4 can be restated by saying that if p is prime, then

(Z/pZ)∗ = {1, 2, 3, 4, . . . , p −1}.

In other words, when the 0 element is removed from Z/pZ, the remaining elements
are units and closed under multiplication.

[4]

11



Chapter 1. Generalities and basic definitions

Definition 1.20

Let p be a prime number. Then the set of integers modulo p , denoted by

Z/pZ= {0, 1, 2, . . . , p −1},

equipped with addition, subtraction, multiplication, and division (modulo p ),
forms a field.
Youmay already be familiar with other examples of fields, such as:

The field of real numbers: R,

The field of rational numbers (fractions): Q,

The field of complex numbers: C.

The field Z/pZ has exactly p elements and is therefore a finite field. It is com-
monly denoted by Fp , so:

Fp
∼=Z/pZ.

The set of nonzero elements of Fp forms amultiplicative group, called the group
of units, and is denoted by:

F∗p = (Z/pZ)
∗ = {1, 2, . . . , p −1}.

Finite fields, especially the fields Fp , play a central role in cryptography and are
foundational throughout many areas of mathematics.
[4]

Remark 1.6. Although Z/pZ and Fp are used to denote the same concept, equality
of elements is expressed somewhat differently in the two settings. For a , b ∈ Fp , the
equality of a and b is denoted by a = b , while for a , b ∈Z/pZ, the equality of a and b is
denoted by equivalencemodulo p , i.e., a ≡ b (mod p ).

[4]

1.5 Powers and primitive roots in finite fields

We begin with a simple example. Table 1.9 lists the powers of 1, 2, 3, . . . , 6 modulo the
prime 7.

a n 1 2 3 4 5 6
1 1 1 1 1 1 1
2 2 4 1 2 4 1
3 3 2 6 4 5 1
4 4 2 1 4 2 1
5 5 4 6 2 3 1
6 6 1 6 1 6 1

Table 1.3: Powers of numbers modulo 7
[4]

12
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There are quite a few interesting patterns visible in Table 2.2, including in particular
the fact that the right-hand column consists entirely of ones. We can restate this
observation by saying that

a 6 ≡ 1 (mod 7) for every a = 1, 2, 3, . . . , 6.

Of course, this cannot be true for all values of a , since if a is a multiple of 7, then so are
all of its powers, so in that case

a n ≡ 0 (mod 7).

On the other hand, if a is not divisible by 7, then a is congruent to one of the values
1, 2, 3, . . . , 6 modulo 7. Hence

a 6 ≡

¨

1 (mod 7) if 7 ∤ a ,

0 (mod 7) if 7 | a .

Further experiments with other primes suggest that this example reflects a general
fact.

Theorem 1.4 – Fermat’s Little Theorem. Let p be a prime number and let a be
any integer. Then

a p−1 ≡

¨

1 (mod p ) if p ∤ a ,

0 (mod p ) if p | a .

[4]

Proof. [4] page 30-31

Example 10. The number p = 15485863 is prime, so Fermat’s little theorem (Theorem
1.25) tells us that

215485862 ≡ 1 (mod 15485863).

Thus, without doing any computing, we know that the number 215485862−1, a number
havingmore than twomillion digits, is a multiple of 15485863.

[4]

Remark 1.7. Fermat’s little theorem and the fast powering algorithm provide us with
a reasonably efficient method of computing inverses modulo p , namely

a−1 ≡ a p−2 (mod p ).

This congruence is true because if wemultiply a p−2 by a , then Fermat’s theorem tells
us that the product is equal to 1modulo p . This gives an alternative to the extended
Euclidean algorithmmethod described in Remark 1.3. In practice, the two algorithms
tend to take about the same amount of time.

[4]

Example 11. We compute the inverse of 7814modulo 17449 in two ways.
First,

7814−1 ≡ 781417447 ≡ 1284 (mod 17449).

13
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Second, we use the extended Euclidean algorithm to solve

7814u +17449v = 1.

The solution is (u , v ) = (1284,−575), so

7814−1 ≡ 1284 (mod 17449).

[4]

Example 12. Consider the number m = 15485207. Using the powering algorithm, it is
not hard to compute (on a computer)

2m−1 = 215485206 ≡ 4136685 (mod 15485207).

Wedidnot get the value 1, so it seems that Fermat’s little theorem is not true form . What
does that tell us? If m were prime, then Fermat’s little theorem says that we would have
obtained 1. Hence the fact that we did not get 1 proves that the number m = 15485207
is not prime.

Think about this for aminute, because it’s actually a bit astonishing. By a simple
computation, we have conclusively proven that m is not prime, yet we do not know
any of its factors.

Fermat’s little theorem tells us that if a is an integer not divisible by p , then

a p−1 ≡ 1 (mod p ).

However, for any particular value of a , there may well be smaller powers of a that are
congruent to 1. We define the order of a modulo p to be the smallest exponent k ≥ 1
such that

a k ≡ 1 (mod p ).

[4]

Proposition 1.5. Let p be a prime and let a be an integer not divisible by p . Suppose
that a n ≡ 1 (mod p ). Then the order of a modulo p divides n .

In particular, the order of a divides p −1.
[4]

Proof. [4] page 33

Theorem 1.5 –Primitive Root Theorem. Let p be a prime number. Then there
exists an element g ∈ F∗p whose powers give every element of F∗p , i.e.,

F∗p = {1, g , g 2, g 3, . . . , g p−2}.

Elements with this property are called primitive roots of Fp or generators of F∗p . They
are the elements of F∗p having order p −1.

[4]

Proof. [4] page 33
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Example 13. The field F11 has 2 as a primitive root, since in F11,

20 ≡ 1, 21 ≡ 2, 22 ≡ 4, 23 ≡ 8, 24 ≡ 5,

25 ≡ 10, 26 ≡ 9, 27 ≡ 7, 28 ≡ 3, 29 ≡ 6 (mod 11).

Thus all 10 nonzero elements of F11 have been generated as powers of 2.
On the other hand, 2 is not a primitive root for F17, since in F17,

20 ≡ 1, 21 ≡ 2, 22 ≡ 4, 23 ≡ 8, 24 ≡ 16,

25 ≡ 15, 26 ≡ 13, 27 ≡ 9, 28 ≡ 1 (mod 17),

so we get back to 1 before obtaining all 16 nonzero values modulo 17.
However, it turns out that 3 is a primitive root for 17, since in F17,

30 ≡ 1, 31 ≡ 3, 32 ≡ 9, 33 ≡ 10, 34 ≡ 13, 35 ≡ 5,

36 ≡ 15, 37 ≡ 11, 38 ≡ 16, 39 ≡ 14, 310 ≡ 8, 311 ≡ 7,

312 ≡ 4, 313 ≡ 12, 314 ≡ 2, 315 ≡ 6 (mod 17).

[4]

Remark 1.8. If p is large, then the finite field Fp has quite a few primitive roots. The
precise formula says that Fp has exactly ϕ(p − 1) primitive roots, where ϕ is Euler’s
phi function. For example, you can check that the following is a complete list of the
primitive roots for F29:

{2, 3, 8, 10, 11, 14, 15, 18, 19, 21, 26, 27}.

This agrees with the value ϕ(28) = 12. More generally, if k divides p −1, then there are
exactly ϕ(k ) elements of F ∗p having order k .

[4]
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Chapter

Introduction to Public
Key Cryptography

2
2.1 Cryptography basics
Cryptography is about the design and analysis of mathematical techniques that enable
secure communications in the presence of malicious adversaries.

Basic communicationsmodel In Figure 2.1, entities A (Alice) and B (Bob) are com-
municating over an unsecured channel.We assume that all communications take place
in thepresenceof an adversary E (Eve)whose objective is to defeat any security services
being provided to A and B . [3]

A B

E

unsecured channel

Figure 2.1: Basic communicationsmodel.
[3]

Security goals Careful examination of the scenarios outlined above reveals the fol-
lowing fundamental objectives of secure communications:

1. Confidentiality: keepingdata secret fromallbut thoseauthorized to see it—messages
sent by A to B should not be readable by E.

2. Data integrity: ensuring that data has not been altered by unauthorizedmeans—
B should be able to detect when data sent by A has beenmodified by E.

3. Data origin authentication: corroborating the source of data—B should be able
to verify that data purportedly sent by A indeed originated with A.
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4. Entity authentication: corroborating the identity of an entity—B should be con-
vinced of the identity of the other communicating entity.

5. Non-repudiation: preventing an entity from denying previous commitments or
actions—when B receives a message purportedly from A, not only is B convinced
that themessage originated with A, but B can convince a neutral third party of
this; thus A cannot deny having sent themessage to B.

Some applicationsmay have other security objectives such as anonymity of the com-
municating entities or access control (the restriction of access to resources). [3]

Symmetric-key cryptography Cryptographic systems can be broadly divided into
two kinds. In symmetric-key schemes, depicted in Figure2.2, returning to Bob and
Alice, we observe that they must share knowledge of the secret key k . Using that secret
key, they can both encrypt and decrypt messages, so Bob and Alice have equal (or
symmetric) knowledge and abilities. For this reason, ciphers of this sort are known as
symmetric ciphers.

[3]
Mathematically, a symmetric cipher uses a key k chosen from a space (i.e., a set)

of possible keysK to encrypt a plaintext message m chosen from a space of possible
messagesM , and the result of the encryption process is a ciphertext c belonging to a
space of possible ciphertextsC . Thus, encryptionmay be viewed as a function

e :K ×M →C

whose domainK ×M is the set of pairs (k , m ) consisting of a key k and a plaintext
m , and whose range is the space of ciphertextsC .

Similarly, decryption is a function

d :K ×C →M .

Of course, we want the decryption function to “undo” the results of the encryption
function. Mathematically, this is expressed by the formula

d (k , e (k , m )) =m for all k ∈K and all m ∈M .

It is sometimes convenient to write the dependence on k as a subscript. Then for
each key k , we get a pair of functions

ek :M →C and dk :C →M

satisfying the decryption property

dk (ek (m )) =m for all m ∈M .

In otherwords, for every key k , the functiondk is the inverse functionof the function
ek . In particular, this means that ek must be one-to-one, since if

ek (m ) = ek (m
′),

then
m = dk (ek (m )) = dk (ek (m

′)) =m ′.
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[4]

A B

E

unsecured channel

secret and authenticated channel

Figure 2.2: Symmetric-key versus public-key cryptography.
[3]

2.2 Public-key cryptography

The notion of public-key cryptography, depicted in Figure 2.3, was introduced in
1975 by Diffie, Hellman and Merkle to address the aforementioned shortcomings
of symmetric-key cryptography. In contrast to symmetric-key schemes, public-key
schemes require only that the communicating entities exchange keyingmaterial that
is authentic (but not secret). Each entity selects a single key pair (e,d) consisting of a
public key ”e ”, and a related private key ”d ” (that the entity keeps secret). The keys
have the property that it is computationally infeasible to determine the private key
solely from knowledge of the public key.

In a public-key cryptographic scheme, a key pair is selected so that the problem
of deriving the private key from the corresponding public key is equivalent to solving
a computational problem that is believed to be intractable. Number-theoretic prob-
lems whose intractability form the basis for the security of commonly used public-key
schemes are:

1. The integer factorization problem, whose hardness is essential for the security of
RSA public-key encryption and signature schemes.

2. The discrete logarithm problem, whose hardness is essential for the security of
the ElGamal public-key encryption and signature schemes and their variants
such as the Digital Signature Algorithm (DSA).

3. The elliptic curve discrete logarithm problem, whose hardness is essential for the
security of all elliptic curve cryptographic schemes.

[3]
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A B

E

unsecured channel

authenticated channel

Figure 2.3: Public-key cryptography

2.2.1 RSA systems
RSA, named after its inventors Rivest, Shamir, and Adleman, was proposed in 1977
shortly after the discovery of public-key cryptography.

RSA key generation

AnRSA key pair can be generated using Algorithm 1. The public key consists of a pair of
integers (n , e )where the RSAmodulus n is a product of two randomly generated (and
secret) primes p and q of the same bitlength. The encryption exponent e is an integer
satisfying 1 < e < ϕ and gcd(e ,ϕ) = 1 where ϕ = (p − 1)(q − 1). The private key d , also
called the decryption exponent, is the integer satisfying 1< d <ϕ and e d ≡ 1 (mod ϕ).

It has beenproven that theproblemof determining theprivate keyd from thepublic
key (n , e ) is computationally equivalent to the problem of determining the factors p
and q of n ; the latter is the integer factorization problem (IFP). [3]

Algorithm 1 RSA Key Pair Generation
Require: Security parameter l
Ensure: RSA public key (n , e ) and private key d
1: Randomly select two primes p and q of the same bitlength l /2
2: Compute n← p q and ϕ← (p −1)(q −1)
3: Select an arbitrary integer e such that 1< e <ϕ and gcd(e ,ϕ) = 1
4: Compute d such that 1< d <ϕ and e d ≡ 1 (mod ϕ)
5: return (n , e , d )
[3]

RSA encryption scheme

RSA encryption and signature schemes use the fact that

m e d ≡m (mod n ) (2.1)
for all integers m . The encryption and decryption procedures for the (basic) RSA

public-key encryption scheme are presented as Algorithms 2 and 3. Decryption works
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because c d ≡ (m e )d ≡m (mod n ), as derived from expression (3.1). The security relies
on the difficulty of computing the plaintext m from the ciphertext c =m e mod n and
the public parameters n and e . This is the problem of finding e th roots modulo n and
is assumed (but has not been proven) to be as difficult as the integer factorization
problem. [3]

Algorithm 2 Basic RSA Encryption
Require: RSA public key (n , e ), plaintext m ∈ [0, n −1]
Ensure: Ciphertext c
1: Compute c ←m e mod n
2: return c

[3]

Algorithm 3 Basic RSA Decryption
Require: RSA public key (n , e ), RSA private key d , ciphertext c
Ensure: Plaintext m
1: Compute m← c d mod n
2: return m

[3]

Hash function

Hash functions are used to create fixed-length digests of arbitrarily-long input strings.
Hash functions are keyless, and they provide the data integrity service. They are usually
built using iterated and dedicated hash function construction techniques.

Various families of hash functions are available, such asMD, SHA-1, SHA-2, SHA-3,
RIPEMD, and Whirlpool. Hash functions are commonly used for digital signatures
andMessage Authentication Codes (MACs), such as HMACs. They have three security
properties, namely: Preimage resistance, Second preimage resistance, and Collision
resistance.

Hash functions are also typically used to provide data integrity services. These can
be used both as one-way functions and to construct other cryptographic primitives,
such asMACs and digital signatures. Some applications use hash functions as ameans
for generating Pseudo-randomNumber Generators (PRNGs).

There are two practical and three security properties of hash functions that must
bemet depending on the level of integrity required. [2]

RSA signature scheme

The RSA signing and verifying procedures are shown in Algorithms 4 and 5. The signer
of a message m first computes its message digest h =H (m ) using a cryptographic hash
function H , where h serves as a short fingerprint of m . Then, the signer uses their
private key d to compute the e th root s of h modulo n : s = h d mod n .

Note that s e ≡ h (mod n ) . The signer transmits themessage m and its signature s
to a verifying party. This party then recomputes themessage digest h =H (m ), recovers
amessage digest h ′ = s e mod n from s , and accepts the signature as being valid for m
provided that h = h ′.
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The security relies on the inability of a forger (who does not know the private key d )
to compute e th roots modulo n . [3]

Algorithm 4 Basic RSA Signature Generation
Require: RSA public key (n , e ), RSA private key d , message m
Ensure: Signature s
1: Compute h←H (m )where H is a hash function
2: Compute s ← h d mod n
3: return s

[3]

Algorithm 5 Basic RSA Signature Verification
Require: RSA public key (n , e ), message m , signature s
Ensure: Acceptance or rejection of the signature
1: Compute h←H (m )
2: Compute h ′← s e mod n
3: if h = h ′ then
4: return “Accept the signature”
5: else
6: return “Reject the signature”
7: end if
[3]

The computationally expensive step in any RSA operation is themodular exponen-
tiation, e.g., computing m e mod n in encryption and c d mod n in decryption. In order
to increase the efficiency of encryption and signature verification, one can select a
small encryption exponent e ; in practice, e = 3 or e = 216+1 is commonly chosen. The
decryption exponent d is of the same bitlength as n . Thus, RSA encryption and signa-
ture verification with a small exponent e are significantly faster than RSA decryption
and signature generation.

2.3 The discrete logarithm problem
The discrete logarithm problem is amathematical problem that arises inmany settings,
including the mod p version described in this section and the elliptic curve version
that will be studied later, in Chapter 3. The first published public key construction, due
to Diffie and Hellman, is based on the discrete logarithm problem in a finite field Fp ,
where recall that Fp is a field with a prime number of elements.

For convenience, we interchangeably use the notations Fp and Z/pZ for this field,
and we use equality notation for elements of Fp and congruence notation for elements
of Z/pZ.

Let p be a (large) prime. In (primitive root theorem) tells us that there exists a
primitive element g . This means that every nonzero element of Fp is equal to some
power of g . In particular, g p−1 = 1 by Fermat’s little theorem, and no smaller power of g
is equal to 1. Equivalently, the list of elements

1, g , g 2, g 3, . . . , g p−2 ∈F∗p
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is a complete list of the elements in F∗p in some order. [4]

Definition 2.1

Let g be a primitive root for Fp and let h be a nonzero element of Fp . TheDiscrete
Logarithm Problem (DLP) is the problem of finding an exponent x such that

g x ≡ h (mod p ).

The number x is called the discrete logarithm of h to the base g and is denoted
by logg (h ). [4]

Remark 2.1. An older term for the discrete logarithm is the index, denoted by indg (h ).
The index terminology is still commonly used in number theory. It is also convenient if
there is a danger of confusion between ordinary logarithms and discrete logarithms,
since, for example, the quantity log 2 frequently occurs in both contexts. [4]

Remark 2.2. The discrete logarithm problem is a well-posed problem, namely to find
an integer exponent x such that g x = h . However, if there is one solution, then there are
infinitely many, because Fermat’s little theorem tells us that g p−1 ≡ 1 (mod p ). Hence if
x is a solution to g x = h , then x +k (p −1) is also a solution for every value of k , because

g x+k (p−1) = g x · (g p−1)k ≡ h ·1k ≡ h (mod p ).

Thus logg (h ) is defined only up to adding or subtracting multiples of p − 1. In other
words, logg (h ) is really defined modulo p − 1. It is not hard to verify that logg gives a
well-defined function

logg :F∗p −→
Z

(p −1)Z
.

Sometimes, for concreteness, we refer to “the” discrete logarithm as the integer x lying
between 0 and p −2 satisfying the congruence g x ≡ h (mod p ). [4]

Remark 2.3. It is not hard to prove that

logg (a b ) = logg (a )+ l o gg (b ) for all a , b ∈F∗p .

[4]

Thus calling logg a “logarithm” is reasonable, since it converts multiplication into
addition in the samewayas theusual logarithm function. Inmathematical terminology,
the discrete logarithm logg is a group isomorphism from F∗p to Z/(p −1)Z.

Example 14. The number p = 56509 is prime, and one can check that g = 2 is a
primitive root modulo p . How would we go about calculating the discrete logarithm of
h = 38679? The only method that is immediately obvious is to compute

22, 23, 24, 25, 26, 27, . . . (mod 56509)

until we find some power that equals 38679. It would be difficult to do this by hand,
but using a computer, we find that logp (h ) = 11235. You can verify this by calculating
211235 mod 56509 and checking that it is equal to 38679. [4]
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n g n mod p
1 627
2 732
3 697
4 395
5 182
6 253
7 543
8 760
9 374
10 189

n g n mod p
11 878
12 21
13 934
14 316
15 522
16 767
17 58
18 608
19 111
20 904

h logg (h )
1 0
2 183
3 469
4 366
5 356
6 652
7 483
8 549
9 938
10 539

h logg (h )
11 429
12 835
13 279
14 666
15 825
16 732
17 337
18 181
19 43
20 722

Table 2.1: Powers and discrete logarithms for g = 627 modulo p = 941
[4]

Remark 2.4. It must be emphasized that the discrete logarithm bears little resem-
blance to the continuous logarithm defined on the real or complex numbers. The
terminology is still reasonable, because in both instances the process of exponentia-
tion is inverted—but exponentiationmodulo p varies in a very irregular way with the
exponent, contrary to the behavior of its continuous counterpart. The random-looking
behavior of exponentiationmodulo p is apparent from even a cursory glance at a table
of values such as those in Table, where we list the first few powers and the first few dis-
crete logarithms for the prime p = 941 and the base g = 627. The seeming randomness
is also illustrated by the scatter graph of 627i mod 941 pictured in Figure 2.4. [4]

Remark 2.5. Our statement of the discrete logarithm problem includes the assump-
tion that the base g is a primitive root modulo p , but this is not strictly necessary. In
general, for any g ∈ F∗p and any h ∈ F∗p , the discrete logarithm problem is the deter-
mination of an exponent x satisfying g x ≡ h (mod p ), assuming that such an x exists.
[4]

Figure 2.4: Powers 627i mod 941 for i = 1, 2, 3, . . .
[4]
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More generally, rather than taking nonzero elements of a finite field Fp andmulti-
plying them together or raising them to powers, we can take elements of any group
and use the group law instead of multiplication. This leads to themost general form of
the discrete logarithm problem.

Definition 2.2

Let G be a group whose group law we denote by the symbol ⋆. The Discrete
Logarithm Problem forG is to determine, for any two given elements g and h in
G , an integer x satisfying

g ⋆ g ⋆ g ⋆ · · · ⋆ g
︸ ︷︷ ︸

x times

= h .

[4]

2.4 Diffie–Hellman key exchange
TheDiffie–Hellman key exchange algorithm solves the following dilemma. Alice and
Bob want to share a secret key for use in a symmetric cipher, but their only means of
communication is insecure. Every piece of information that they exchange is observed
by their adversaryEve. How is it possible forAlice andBob to shareakeywithoutmaking
it available toEve? At first glance it appears that Alice andBob face an impossible task. It
was a brilliant insight of Diffie and Hellman that the difficulty of the discrete logarithm
problem for F∗p provides a possible solution.

The first step is for Alice and Bob to agree on a large prime p and a nonzero integer
g modulo p . Alice and Bobmake the values of p and g public knowledge; for example,
they might post the values on their web sites, so Eve knows them, too. For various
reasons to be discussed later, it is best if they choose g such that its order in F∗p is a large
prime.

The next step is for Alice to pick a secret integer a that she does not reveal to anyone,
while at the same time Bob picks an integer b that he keeps secret. Bob and Alice use
their secret integers to compute

A ≡ g a (mod p ) (Alice computes this)

and
B ≡ g b (mod p ) (Bob computes this).

They next exchange these computed values, Alice sends A to Bob and Bob sends B
to Alice. Note that Eve gets to see the values of A and B , since they are sent over the
insecure communication channel.

Finally, Bob and Alice again use their secret integers to compute

A′ ≡ B a (mod p ) (Alice computes this)

and
B ′ ≡ Ab (mod p ) (Bob computes this).

The values that they compute, A′ and B ′ respectively, are actually the same, since

A′ ≡ B a ≡ (g b )a ≡ g a b ≡ (g a )b ≡ Ab ≡ B ′ (mod p ).
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[4]
This common value is their exchanged key. The Diffie–Hellman key exchange

algorithm is summarized in Table.

Public Parameter Creation

A trusted party chooses and publishes a (large) prime p

and an integer g having large prime order in F∗p .

Private Computations

Alice Bob

Choose a secret integer a . Choose a secret integer b .

Compute A ≡ g a (mod p ). Compute B ≡ g b (mod p ).

Public Exchange of Values

Alice sends A to Bob −→ A

B ←− Bob sends B to Alice

Further Private Computations

Alice Bob

Compute the number B a

(mod p ).
Compute the number Ab

(mod p ).

The shared secret value is B a ≡ (g b )a ≡ g a b ≡ (g a )b ≡ Ab (mod p ).

Table 2.2: Diffie–Hellman key exchange
[4]

Example 15. Alice and Bob agree to use the prime p = 941 and the primitive root
g = 627. Alice chooses the secret key a = 347 and computes

A = 390≡ 627347 (mod 941).

Similarly, Bob chooses the secret key b = 781 and computes

B = 691≡ 627781 (mod 941).

Alice sends Bob the number 390 and Bob sends Alice the number 691. Both of these
transmissions are done over an insecure channel, so both A = 390 and B = 691 should
be considered public knowledge. The numbers a = 347 and b = 781 are not transmitted
and remain secret. Then Alice and Bob are both able to compute the number

470≡ 627347·781 ≡ Ab ≡ B a (mod 941),

so 470 is their shared secret.
Suppose that Eve sees this entire exchange. She can reconstitute Alice’s and Bob’s

shared secret if she can solve either of the congruences

627a ≡ 390 (mod 941) or 627b ≡ 691 (mod 941),
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since then she will know one of their secret exponents. As far as is known, this is the
only way for Eve to find the secret shared value without Alice’s or Bob’s assistance.

[4]

2.5 The ElGamal public key cryptosystem
The ElGamal PKC is our first example of a public key cryptosystem, so we proceed
slowly and provide all of the details. Alice begins by publishing information consisting
of a public key and an algorithm. The public key is simply a number, and the algorithm
is themethod by which Bob encrypts his messages using Alice’s public key. Alice does
not disclose her private key, which is another number. The private key allows Alice,
and only Alice, to decrypt messages that have been encrypted using her public key.

This is all somewhat vague and applies to any public key cryptosystem. For the
ElGamal PKC, Alice needs a large prime number p for which the discrete logarithm
problem in F∗p is difficult, and she needs an element g modulo p of large (prime) order.
Shemay choose p and g herself, or theymay have been preselected by some trusted
party such as an industry panel or government agency.

Alice chooses a secret number a to act as her private key, and she computes the
quantity

A ≡ g a (mod p ).

Notice the resemblance to Diffie–Hellman key exchange. Alice publishes her public
key A and she keeps her private key a secret.

Now suppose that Bob wants to encrypt amessage using Alice’s public key A. We
will assume that Bob’s message m is an integer between 2 and p . In order to encrypt m ,
Bob first randomly chooses another number k modulo p .

Bob uses k to encrypt one, and only one, message, and then he discards it. The
number k is called an ephemeral key, since it exists only for the purposes of encrypting
a single message.

Bob takes his plaintextmessagem , his chosen random ephemeral key k , and Alice’s
public key A, and uses them to compute the two quantities:

c1 ≡ g k (mod p ) and c2 ≡m Ak (mod p ).

(Remember that g and p are public parameters, so Bob also knows their values.)
Bob’s ciphertext, i.e., his encryption of m , is the pair of numbers (c1, c2), which he

sends to Alice.

How does Alice decrypt Bob’s ciphertext (c1, c2)? Since Alice knows a , she can compute
the quantity

x ≡ c a
1 (mod p ),

and hence also x−1 (mod p ). Alice next multiplies c2 by x−1, and lo and behold, the
resulting value is the plaintext m . To see why, we expand the value of x−1 · c2 and find
that

x−1 · c2 ≡ (c a
1 )
−1 · c2 (mod p ), since x ≡ c a

1 (mod p ),

≡ (g a k )−1 · (m Ak ) (mod p ), since c1 ≡ g k , c2 ≡m Ak (mod p ),

≡ (g a k )−1 ·m (g a )k (mod p ), since A ≡ g a (mod p ),

≡m (mod p ), since the g a k terms cancel out.
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The ElGamal public key cryptosystem is summarized in Table 2.3.
What is Eve’s task in trying to decrypt themessage? Eve knows thepublic parameters

p and g , and she also knows the value of A ≡ g a (mod p ), since Alice’s public key A is
public knowledge. If Eve can solve the discrete logarithm problem, she can find a
and decrypt themessage. Otherwise, it appears difficult for Eve to find the plaintext,
although there are subtleties, some of which we’ll discuss after doing an example with
small numbers.

[4]

Public Parameter Creation
A trusted party chooses and publishes a large prime p
and an element g modulo p of large (prime) order.

Alice Bob
Key Creation

Chooses private key 1≤ a ≤ p −1.
Computes A = g a (mod p ).
Publishes the public key A.

Encryption
Chooses plaintext m .
Chooses random ephemeral key k .
Uses Alice’s public key A
to compute c1 = g k (mod p )
and c2 =m Ak (mod p ).

Sends ciphertext (c1, c2) to Alice.
Decryption

Compute (c a
1 )
−1 · c2 (mod p ).

This quantity is equal to m .

Table 2.3: ElGamal key creation, encryption, and decryption
[4]

Example 16. Alice uses the prime p = 467 and the primitive root g = 2. She chooses
a = 153 to be her private key and computes her public key:

A ≡ g a ≡ 2153 ≡ 224 (mod 467).

Bob decides to send Alice themessage m = 331. He chooses an ephemeral key at
random, say k = 197, and computes the two quantities:

c1 ≡ 2197 ≡ 87 (mod 467), c2 ≡ 331 ·224197 ≡ 57 (mod 467).

The pair (c1, c2) = (87, 57) is the ciphertext that Bob sends to Alice.

Alice, knowing a = 153, first computes:

x ≡ c a
1 ≡ 87153 ≡ 367 (mod 467),

and then themodular inverse:

x−1 ≡ 14 (mod 467).
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She decrypts themessage by computing:

m ≡ x−1 · c2 ≡ 14 ·57≡ 331 (mod 467),

which recovers Bob’s original message. [4]

Finally, she computes

c2 · x−1 ≡ 57 ·14≡ 331 (mod 467),

and recovers the plaintext message m .

Remark 2.6. In the ElGamal cryptosystem, the plaintext is an integer m between 2
and p − 1, while the ciphertext consists of two integers c1 and c2 in the same range.
Thus, in general, it takes twice as many bits to write down the ciphertext as it does to
write down the plaintext. We say that ElGamal has a 2-to-1message expansion. [4]
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Chapter

Elliptic Curves and
Cryptography

3
3.1 Elliptic curves

Elliptic Curve Cryptography (ECC) is based on the discrete logarithmproblem founded
upon elliptic curves over finite fields (Galois fields). Themain benefit of ECC over other
types of public key algorithms is that it requires a smaller key size while providing the
same level of security as, for example, RSA. Two notable schemes that originate from
ECC are ECDH for key exchange and ECDSA for digital signatures. [2]

ECC can also be used for encryption, but it is not usually used for this purpose
in practice. Instead, it is commonly used for key exchange and digital signatures. As
ECC needs less space to operate, it is becoming very popular on embedded platforms
and in systems where storage resources are limited. By comparison, the same level
of security can be achieved with ECC using only 256-bit operands as compared to
3072-bit operands in RSA. [2]

TounderstandECC,abasic introduction to theunderlyingmathematics isnecessary.
An elliptic curve is basically a type of polynomial equation known as theWeierstrass
equation, which generates a curve over a finite field. [2]

Themost commonly used field is where all the arithmetic operations are performed
modulo a prime p . Elliptic curve groups consist of points on the curve over a finite
field.

An elliptic curve is defined over finite field Fp , so the coefficient A and B belong to
Fp . This should be in theWeierstrass equation:

Y 2 = X 3+AX +B . A, B ∈Fp

Equations of this type are calledWeierstrass equations after themathematician who
studied them extensively during the 19th century. Two examples of elliptic curves,

E1 : Y 2 = X 3−3X +3 and E2 : Y 2 = X 3−6X +5,

are illustrated in Figure 3.1.
[4]
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(a) E1 : Y 2 = X 3−3X +3 (b) E2 : Y 2 = X 3−6X +5

Figure 3.1: Two examples of elliptic curves
[4]

An amazing feature of elliptic curves is that there is a natural way to take two points
on an elliptic curve and “add” them to produce a third point. We put quotationmarks
around “add” because we are referring to an operation that combines two points in
amanner analogous to addition in some respects (it is commutative and associative,
and there is an identity), but very unlike addition in other ways. Themost natural way
to describe the “addition law” on elliptic curves is to use geometry.

Let P andQ be two points on an elliptic curve E , as illustrated in Figure 3.2. We
start by drawing the line L through P andQ . This line L intersects E at three points,
namely P ,Q , and one other pointR . We take that pointR and reflect it across the x -axis
(i.e., wemultiply its Y -coordinate by −1) to get a new point R ′. The point R ′ is called
the “sum of P andQ ,” although as you can see, this process is nothing like ordinary
addition. For now, we denote this strange addition law by the symbol ⊕. Thus we write

P ⊕Q =R ′.

[4]
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Figure 3.2: The addition law on an elliptic curve
[4]

Example 17. Let E be the elliptic curve

Y 2 = X 3−15X +18. (3.1)

The points P = (7, 16) andQ = (1, 2) are on the curve E . The line L connecting them
is given by the equation

L : Y =
7

3
X −

1

3
. (3.2)

In order to find the points where E and L intersect, we substitute (3.1) into (3.2) and
solve for X :

�

7

3
X −

1

3

�2

= X 3−15X +18,

49

9
X 2−

14

9
X +

1

9
= X 3−15X +18,

0= X 3−
49

9
X 2−

121

9
X +

161

9
.

We need to find the roots of this cubic polynomial. In general, finding the roots of a
cubic is difficult. However, in this case we already know two of the roots, namely X = 7
and X = 1, since we know that P andQ are in the intersection E ∩ L . It is then easy to
find the other factor:

X 3−
49

9
X 2−

121

9
X +

161

9
= (X −7)(X −1)

�

X +
23

9

�

,

so the third point of intersection of L and E has X -coordinate equal to − 23
9 .

Next, we find the Y -coordinate by substituting X =− 23
9 into equation . This gives
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Y =
7

3
·
�

−
23

9

�

−
1

3
=−

161

27
−

1

3
=−

170

27
.

Thus, the third point of intersection is R =
�

− 23
9 , 170

27

�

. Finally, we reflect across the
X -axis to obtain

P ⊕Q =
�

−
23

9
,−

170

27

�

.

[4]

There are a few subtleties to elliptic curve addition that need to be addressed. First,
what happens if we want to add a point P to itself? Imagine what happens to the line L
connecting P andQ if the pointQ slides along the curve and gets closer and closer to P .
In the limit, asQ approaches P , the line L becomes the tangent line to E at P . Thus, in
order to add P to itself, we simply take L to be the tangent line to E at P , as illustrated
in Figure 3.3. Then L intersects E at P and at one other point R , so we can proceed as
before. In some sense, L still intersects E at three points, but P counts as two of them.

Figure 3.3: Adding a point P to itself
[4]

Example 18. Continuing with the curve E and point P from Example 17, we compute
P ⊕P . The slope of E at P is computed by implicitly differentiating equation (3.1). Thus,

2Y
d Y

d X
= 3X 2−15, so d Y

d X
=

3X 2−15

2Y
.

Substituting the coordinates of P = (7, 16) gives slope λ= 33
8 , so the tangent line to E

at P is given by the equation
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L : Y =
33

8
X −

103

8
. (3.3)

Nowwe substitute (3.3) into the equation (3.1) for E , simplify, and factor:

�

33

8
X −

103

8

�2

= X 3−15X +18,

X 3−
1089

64
X 2+

2919

32
X −

9457

64
= 0,

(X −7)2
�

X −
193

64

�

= 0.

Notice that the X -coordinate of P , which is X = 7, appears as a double root of the cubic
polynomial, so it was easy for us to factor the cubic. Finally, we substitute X = 193

64 into
the equation for L to get Y =− 223

512 , and then we switch the sign on Y to get

P ⊕P =
�

193

64
,

223

512

�

.

[4]

A second potential problemwith our “addition law” arises if we try to add a point
P = (a , b ) to its reflection about the X -axis, denoted P = (a ,−b ). The line L through P
and P is the vertical line x = a , and this line intersects E in only the two points P and P .
(See Figure 3.4.) There is no third point of intersection, so it appears that we are stuck!
But there is a way out.

The solution is to create an extra point O that lives “at infinity.” More precisely, the
point O does not exist in the X Y -plane, but we pretend that it lies on every vertical line.
We then set

P ⊕P =O .

We also need to figure out how to add O to an ordinary point P = (a , b ) on E . The
line L connecting P to O is the vertical line through P , since O lies on vertical lines,
and that vertical line intersects E at the points P , O , and P = (a ,−b ). To add P to O , we
reflect P across the X -axis, which gets us back to P . In other words,

P ⊕O = P,

so O acts like zero for elliptic curve addition.
[4]
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Figure 3.4: The vertical line L through P = (a , b ) and P ′ = (a ,−b ).
[4]

Example 19. Continuing with the curve E from Example 17, notice that the point
T = (3, 0) is on the curve E and that the tangent line to E at T is the vertical line X = 3.
Thus, if we add T to itself, we get

T ⊕T =O .

[4]

Definition 3.1

An elliptic curve E is the set of solutions to aWeierstrass equation

E : Y 2 = X 3+AX +B ,

together with an extra point O , where the constants A and B must satisfy

4A3+27B 2 ̸= 0.

[4]

The addition lawon E is defined as follows. Let P andQ be twopoints on E . Let L be
the line connecting P andQ , or the tangent line to E at P if P =Q . Then the intersection
of E and L consists of three points P ,Q , and R , countedwith appropriatemultiplicities
and with the understanding that O lies on every vertical line. Writing R = (a , b ), the
sum of P andQ is defined to be the reflection R = (a ,−b ) of R across the X -axis. This
sum is denoted by

P ⊕Q ,

or simply by P +Q .
Further, if P = (a , b ), we denote the reflected point by P = (a ,−b ), or simply by −P ;

and we define
P ⊖Q (or P −Q ) to be P ⊕ (−Q ).
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Similarly, repeated addition is represented asmultiplication of a point by an integer,

nP = P +P + · · ·+P
︸ ︷︷ ︸

n copies

.

[4]

Remark 3.1. What is this extra condition 4A3+27B 2 ̸= 0? The quantity

∆E = 4A3+27B 2

is called the discriminant of E . The condition∆E ̸= 0 is equivalent to the condition that
the cubic polynomial X 3+AX +B has no repeated roots, i.e., if we factor X 3+AX +B
completely as

X 3+AX +B = (X − e1)(X − e2)(X − e3),

where e1, e2, e3 are allowed to be complex numbers, then

4A3+27B 2 ̸= 0 if and only if e1, e2, e3 are distinct.

Curves with∆E = 0 have singular points. The addition law does not work well on these
curves. That is why we include the requirement that ∆E ̸= 0 in our definition of an
elliptic curve. [4]

Theorem 3.1. Let E beanelliptic curve. Then theaddition lawon E has the following
properties:

(a) P +O =O +P = P for all P ∈ E . [Identity]

(b) P + (−P ) =O for all P ∈ E . [Inverse]

(c) (P +Q )+R = P + (Q +R ) for all P,Q , R ∈ E . [Associative]

(d) P +Q =Q +P for all P,Q ∈ E . [Commutative]

[4]

Proof. [4] page 284-285

Theorem 3.2 – Elliptic Curve Addition Algorithm. Let

E : Y 2 = X 3+AX +B

be an elliptic curve and let P1 and P2 be points on E .

(a) If P1 =O , then P1+P2 = P2.

(b) Otherwise, if P2 =O , then P1+P2 = P1.

(c) Otherwise, write P1 = (x1, y1) and P2 = (x2, y2).

(d) If x1 = x2 and y1 =−y2, then P1+P2 =O .
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(e) Otherwise, define λ by

λ=











y2− y1

x2− x1
if P1 ̸= P2,

3x 2
1 +A

2y1
if P1 = P2,

and let
x3 =λ

2− x1− x2, y3 =λ(x1− x3)− y1.

Then P1+P2 = (x3, y3).

[4]

Proof. [4] page 285-286

3.2 Elliptic curves over finite fields
In the previous section we developed the theory of elliptic curves geometrically. For
example, the sum of two distinct points P andQ on an elliptic curve E is defined by
drawing the line L connecting P toQ and then finding the third point where L and E
intersect, as illustrated in Figure 3.2. However, in order to apply the theory of elliptic
curves to cryptography,weneed to lookat elliptic curveswhosepointshave coordinates
in a finite field Fp . This is easy to do. We simply define an elliptic curve over Fp to be an
equation of the form

E : Y 2 = X 3+AX +B with A, B ∈Fp satisfying 4A3+27B 2 ̸= 0,

and then we look at the points on E with coordinates in Fp , which we denote by

E (Fp ) =
�

(x , y ) ∈Fp ×Fp : y 2 = x 3+Ax +B
	

∪{O }.

[4]

Example 20. Consider the elliptic curve

E : Y 2 = X 3+3X +8

over the field F13. We can find the points of E (F13) by substituting in all possible values
X = 0, 1, 2, . . . , 12 and checking for which X values the quantity X 3+3X +8 is a square
modulo 13. For example, putting X = 0 gives 8, and 8 is not a squaremodulo 13. Next
we try X = 1, which gives 1+3+8= 12. It turns out that 12 is a squaremodulo 13; in fact,
it has two square roots,

52 ≡ 12 (mod 13) and 82 ≡ 12 (mod 13).

This gives two points (1, 5) and (1, 8) in E (F13). Continuing in this fashion, we end up
with a complete list,

E (F13) = {O , (1, 5), (1, 8), (2, 3), (2, 10), (9, 6), (9, 7), (12, 2), (12, 11)}.

Thus E (F13) consists of nine points. [4]
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Suppose now that P andQ are two points in E (Fp ) and that we want to “add” the
points P andQ . One possibility is to develop a theory of geometry using the field Fp

instead ofR. Then we couldmimic our earlier constructions to define P +Q . This can
be done, and it leads to a fascinating field of mathematics called algebraic geometry.
However, in the interests of brevity of exposition, we instead use the explicit formulas
given in Theorem 3.2 to add points in E (Fp ). But we note that if one wants to gain a
deeper understanding of the theory of elliptic curves, then it is necessary to use some
of themachinery and some of the formalism of algebraic geometry.

Let P = (x1, y1) andQ = (x2, y2) be points in E (Fp ). We define the sum P1 +P2 to be
the point (x3, y3) obtained by applying the elliptic curve addition algorithm (Theorem
3.2). Notice that in this algorithm, the only operations used are addition, subtraction,
multiplication, and division involving the coefficients of E and the coordinates of P
andQ . Since those coefficients and coordinates are in the field Fp , we end up with
a point (x3, y3)whose coordinates are in Fp . Of course, it is not completely clear that
(x3, y3) is a point in E (Fp ).

[4]

Theorem 3.3. Let E be an elliptic curve over Fp and let P andQ be points in E (Fp ).

(a) The elliptic curve addition algorithm applied to P andQ yields a point in E (Fp ).
We denote this point by P +Q .

(b) This addition law on E (Fp ) satisfies all of the properties listed in Theorem 3.1.
In other words, this addition lawmakes E (Fp ) into a finite group.

[4]

Proof. [4] page 287-288

Example 21. We continue with the elliptic curve

E : Y 2 = X 3+3X +8 over F13

from Example 5.8, and we use the addition algorithm (Theorem 3.2) to add the points
P = (9, 7) andQ = (1, 8) in E (F13). Step (e) of that algorithm tells us to first compute

λ=
y2− y1

x2− x1
=

8−7

1−9
=

1

−8
=

1

5
= 8,

where recall that all computations are being performed in the field F13, so −8 ≡ 5
(mod 13) and 1

5 = 5−1 = 8. Next we compute

ν= y1−λx1 = 7−8 ·9=−65≡ 0 (mod 13).

Finally, the addition algorithm tells us to compute

x3 =λ
2− x1− x2 = 64−9−1= 54≡ 2 (mod 13),

y3 =−(λx3+ν) =−8 ·2=−16≡ 10 (mod 13).

This completes the computation of

P +Q = (1, 8) + (9, 7) = (2, 10) ∈ E (F13).
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Similarly, we can use the addition algorithm to add P = (9, 7) to itself. Keeping in
mind that all calculations are in F13, we find that

λ=
3x 2

1 +A

2y1
=

3 ·92+3

2 ·7
=

246

14
≡

246 mod 13

14 mod 13
=

12

1
= 12≡ 1 (mod 13),

and
ν= y1−λx1 = 7−1 ·9=−2≡ 11 (mod 13).

Then
x3 =λ

2−x1−x2 = 1−9−9=−17≡ 9 (mod 13), y3 =−(λx3+ν) =−1·9−11=−20≡ 6 (mod 13),

so
P +P = (9, 7)+ (9, 7) = (9, 6) ∈ E (F13).

In a similar fashion, we can compute the sum of every pair of points in E (F13). The
results are listed in Table 3.1.

[4]

O (1,5) (1,8) (2,3) (2,10) (9,6) (9,7) (12,2) (12,11)
O O (1,5) (1,8) (2,3) (2,10) (9,6) (9,7) (12,2) (12,11)

(1,5) (1,5) (2,10) O (1,8) (9,7) (2,3) (12,2) (12,11) (9,6)
(1,8) (1,8) O (2,3) (9,6) (1,5) (12,11) (2,10) (9,7) (12,2)
(2,3) (2,3) (1,8) (9,6) (12,11) O (12,2) (1,5) (2,10) (9,7)
(2,10) (2,10) (9,7) (1,5) O (12,2) (1,8) (12,11) (9,6) (2,3)
(9,6) (9,6) (2,3) (12,11) (12,2) (1,8) (9,7) O (1,5) (2,10)
(9,7) (9,7) (12,2) (2,10) (1,5) (12,11) O (9,6) (2,3) (1,8)
(12,2) (12,2) (12,11) (9,7) (2,10) (9,6) (1,5) (2,3) (1,8) O
(12,11) (12,11) (9,6) (12,2) (9,7) (2,3) (2,10) (1,8) O (1,5)

Table 3.1: Addition table for E : Y 2 = X 3+3X +8 over F13

[4]

It is clear that the set of points E (Fp ) is a finite set, since there are only finitely many
possibilities for the X - and Y -coordinates. More precisely, there are p possibilities for
X , and then for each X , the equation Y 2 = X 3 + AX + B shows that there are at most
two possibilities for Y . Adding in the extra point O , this shows that #E (Fp ) has at most
2p +1 points. However, this estimate is considerably larger than the true size.

When we plug in a value for X , there are three possibilities for the value of the
quantity

X 3+AX +B .

First, it may be a quadratic residue modulo p , in which case it has two square roots
and we get two points in E (Fp ). This happens about 50% of the time. Second, it may
be a nonresiduemodulo p , in which case we discard X . This also happens about 50%
of the time. Third, it might equal 0, in which case we get one point in E (Fp ), but this
case happens very rarely. Thus wemight expect that the number of points in E (Fp ) is
approximately

#E (Fp )≈ 50% ·2 ·p +1= p +1.

A famous theorem of Hasse, later vastly generalized byWeil and Deligne, says that this
is true up to random fluctuations.

[4]
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Theorem 3.4 –Hasse. Let E be an elliptic curve over Fp . Then

#E (Fp ) = p +1− tp

with tp satisfying
|tp | ≤ 2
p

p .

[4]

Definition 3.2

The quantity
tp = p +1−#E (Fp )

appearing in Theorem 5.11 is called the trace of Frobenius for E /Fp . We will not
explain the somewhat technical reasons for this name, other than to say that tp

appears as the trace of a certain 2×2 matrix that acts as a linear transformation
on a certain two-dimensional vector space associated to E /Fp . [4]

Example 22. Let E be given by the equation

E : Y 2 = X 3+4X +6.

We can think of E as an elliptic curve over Fp for different finite fields Fp and count the
number of points in E (Fp ). Table 3.2 lists the results for the first few primes, together
with the value of tp and, for comparison purposes, the value of 2

p
p . [4]

p #E (Fp ) tp 2
p

p
3 4 0 3.46
5 8 -2 4.47
7 11 -3 5.29
11 16 -4 6.63
13 14 0 7.21
17 15 3 8.25

Table 3.2: Number of points and trace of Frobenius for E : Y 2 = X 3+4X +6
[4]

Remark 3.2. Hasse’s theorem gives a bound for #E (Fp ), but it does not provide a
method for calculating this quantity. In principle, one can substitute in each value for
X and check the value of X 3+AX +B against a table of squaresmodulo p , but this takes
time O (p ), so is very inefficient. [4]

3.3 Theelliptic curvediscrete logarithmproblem(ECDLP)
In Chapter 2 we talked about the discrete logarithm problem (DLP) in the finite field
F∗p . In order to create a cryptosystem based on the DLP for F∗p , Alice publishes two
numbers g and h , and her secret is the exponent x that solves the congruence

h ≡ g x (mod p ).
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Let’s consider how Alice can do something similar with an elliptic curve E over Fp . If
Alice views g and h as being elements of the group F∗p , then the discrete logarithm
problem requires Alice’s adversary Eve to find an x such that

h ≡ g · g · g · · ·g
︸ ︷︷ ︸

x multiplications

(mod p ).

In other words, Eve needs to determine howmany times g must bemultiplied by itself
in order to get to h .

With this formulation, it is clear that Alice can do the same thing with the group of
points E (Fp ) of an elliptic curve E over a finite field Fp . She chooses and publishes two
points P andQ in E (Fp ), and her secret is an integer n that makes

Q = P +P +P + · · ·+P
︸ ︷︷ ︸

n additions on E

= nP.

Then Eve needs to find out howmany times P must be added to itself in order to getQ .
Keep inmind that although the “addition law” on an elliptic curve is conventionally
written with a plus sign, addition on E is actually a very complicated operation, so this
elliptic analogue of the discrete logarithm problemmay be quite difficult to solve.

[4]

Definition 3.3

Let E be an elliptic curve over the finite field Fp and let P and Q be points in
E (Fp ). The Elliptic Curve Discrete Logarithm Problem (ECDLP) is the problem
of finding an integer n such thatQ = nP . By analogy with the discrete logarithm
problem for F∗p , we denote this integer n by

n = logP (Q )

and we call n the elliptic discrete logarithm ofQ with respect to P . [4]

Remark 3.3. Our definition of logP (Q ) is not quite precise. The first difficulty is that
there may be points P,Q ∈ E (Fp ) such thatQ is not a multiple of P . In this case, logP (Q )
is not defined. However, for cryptographic purposes, Alice starts out with a public
point P and a private integer n and she computes and publishes the value ofQ = nP .
So in practical applications, logP (Q ) exists and its value is Alice’s secret. [4]

The second difficulty is that if there is one value of n satisfyingQ = nP , then there
are many such values. To see this, we first note that there exists a positive integer s
such that s P =O . We recall the easy proof of this fact. Since E (Fp ) is finite, the points
in the list P, 2P, 3P, 4P, . . . cannot all be distinct. Hence there are integers k > j such that
k P = j P , and we can take s = k − j . The smallest such s ≥ 1 is called the order of P .
Thus if s is the order of P and if n0 is any integer such thatQ = n0P , then the solutions
toQ = nP are the integers n = n0+ i s with i ∈Z.

This means that the value of logP (Q ) is really an element of Z/sZ, i.e., logP (Q ) is an
integermodulo s , where s is the order of P . For concreteness we could set logP (Q ) equal
to n0. However the advantage of defining the values to be in Z/sZ is that the elliptic
discrete logarithm then satisfies

logP (Q1+Q2) = logP (Q1) + logP (Q2)
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for allQ1,Q2 ∈ E (Fp ). Notice the analogy with the ordinary logarithm

log(αβ ) = log(α) + log(β )

and the discrete logarithm for F∗p . The fact that the discrete logarithm for E (Fp ) satisfies
(5.4) means that it respects the addition law when the group E (Fp ) is mapped to the
group Z/sZ. We say that themap logP defines a group homomorphism

logP : E (Fp )−→Z/sZ.

[4]
Example 23. Consider the elliptic curve

E : Y 2 = X 3+8X +7 over F73.

The points P = (32, 53) andQ = (39, 17) are both in E (F73), and it is easy to verify (by hand
if you’re patient and with a computer if not) that

Q = 11P, so logP (Q ) = 11.

Similarly, R = (35, 47) ∈ E (F73) and S = (58, 4) ∈ E (F73), and after some computation we
find that they satisfy

R = 37P and S = 28P,

so
logP (R ) = 37 and logP (S ) = 28.

Finally, wemention that #E (F73) = 82, but P satisfies

41P =O .

Thus P has order 41 = 82
2 , so only half of the points in E (F73) are multiples of P . For

example, (20, 65) is in E (F73), but it does not equal a multiple of P . [4]

3.3.1 How hard is the ECDLP?
The collision algorithms described in Section 4.4 are easily adapted to any group, for
example to the group of points E (Fp ) on an elliptic curve. In order to solve the equation

Q = nP,

Eve chooses random integers j1, . . . , jr and k1, . . . , kr between 1 and p , andmakes two
lists of points:

List #1. j1P, j2P, j3P, . . . , jr P ,

List #2. k1P +Q , k2P +Q , k3P +Q , . . . , kr P +Q .

As soon as she finds amatch (collision) between the two lists, she is done, since if
she finds

ju P = kv P +Q ,

then
Q = ( ju −kv )P

provides the solution.
[4]
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3.4 Elliptic curve cryptography
It is finally time to apply elliptic curves to cryptography. We start with the easiest appli-
cation,Diffie–Hellman key exchange, which involves little more than replacing the
discrete logarithm problem for the finite field Fp with the discrete logarithm problem
for an elliptic curve E (Fp ). We then describe an elliptic analogue of the ElGamal public
key cryptosystem. [4]

3.4.1 Elliptic Diffie–Hellman key exchange
Alice and Bob agree to use a particular elliptic curve E (Fp ) and a particular point P ∈
E (Fp ).

Public Parameter Creation

A trusted party chooses and publishes a (large) prime p

An elliptic curve E over Fp , and a point P ∈ E (Fp ).

Private Computations

Alice Bob

Choose a secret integer nA. Choose a secret integer nB .

ComputeQA ≡ nAP . ComputeQB ≡ nB P .

Public Exchange of Values

Alice sendsQA to Bob −→ QA

QB ←− Bob sendsQB to Alice

Further Private Computations

Alice Bob

Compute the point nAQB . Compute the point nBQA.

The shared secret value is nAQB = nA(nB P ) = nB (nAP ) = nBQA.

Table 3.3: Diffie–Hellman key exchange
[4]

Alice chooses a secret integernA andBob chooses a secret integernB . They compute
the associatedmultiples:

QA = nAP and QB = nB P,

and exchange the values ofQA andQB . Alice then uses her secret multiplier to compute
nAQB , and Bob similarly computes nBQA. They now have the shared secret value

nAQB = nA(nB P ) = nB (nAP ) = nBQA,

which they can use as a key to communicate privately via a symmetric cipher.
[4]
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Example 24. Alice and Bob decide to use elliptic Diffie–Hellman with the following
parameters:

p = 3851, E : Y 2 = X 3+324X +1287, P = (920, 303) ∈ E (F3851).

Alice and Bob choose respective secret values nA = 1194 and nB = 1759, and then com-
pute:

QA = 1194P = (2067, 2178) ∈ E (F3851),

QB = 1759P = (3684, 3125) ∈ E (F3851).

Alice sendsQA to Bob and Bob sendsQB to Alice. Finally,

Alice computes nAQB = 1194 · (3684, 3125) = (3347, 1242) ∈ E (F3851),

Bob computes nBQA = 1759 · (2067, 2178) = (3347, 1242) ∈ E (F3851).

Bob and Alice have thus exchanged the secret point (3347, 1242). They should discard
the y -coordinate and use only the x -coordinate, x = 3347, as their shared secret value.

One way for Eve to discover Alice and Bob’s secret is to solve the elliptic curve
discrete logarithm problem (ECDLP)

nAP =QA,

since if Eve can solve this problem, she obtains nA and can use it to compute nAQB .
Of course, theremight be other ways for Eve to compute the secret without explicitly
solving the ECDLP. The exact problem that Eve needs to solve is the elliptic curve
analogue of the Diffie–Hellman problem. [4]

3.4.2 Elliptic ElGamal public key cryptosystem
It is easy to create a direct analogue of the ElGamal public key cryptosystem. Briefly,
Alice and Bob agree to use a particular prime p , elliptic curve E , and point P ∈ E (Fp ).
Alice chooses a secret multiplier nA and publishes the point

QA = nAP

as her public key. Bob’s plaintext is a point M ∈ E (Fp ). He chooses an integer k to be his
ephemeral key and computes

C1 = k P and C2 =M +kQA.

He sends the two points (C1, C2) to Alice, who computes

C2−nAC1 = (M +kQA)−nA(k P ) =M +k (nAP )−nA(k P ) =M

to recover the plaintext. The elliptic ElGamal public key cryptosystem is summarized
in Table 3.4.

In principle, the elliptic ElGamal cryptosystemworks fine, but there are some prac-
tical difficulties. [4]
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Public Parameter Creation
A trusted party chooses and publishes a (large) prime p ,

an elliptic curve E over Fp , and a point P ∈ E (Fp ).
Alice Bob

Key Creation
Chooses a private key nA.
ComputesQA = nAP in E (Fp ).
Publishes the public keyQA.

Encryption
Chooses plaintext M ∈ E (Fp ).
Chooses an ephemeral key k .
Uses Alice’s public keyQA to compute:
C1 = k P ∈ E (Fp ),
C2 =M +kQA ∈ E (Fp ).
Sends ciphertext (C1, C2) to Alice.

Decryption
Computes C2−nAC1 ∈ E (Fp ).
This quantity is equal to M .

Table 3.4: ECC-based ElGamal key creation, encryption, and decryption
[4]

1. There is no obvious way to attach plaintext messages to points in E (Fp ).

2. The elliptic ElGamal cryptosystem has 4-to-1message expansion, as compared
to the 2-to-1 expansion ratio of ElGamal using Fp . (See Remark 2.9.)

The reason that elliptic ElGamal has a 4-to-1message expansion lies in the fact that
the plaintext M is a single point in E (Fp ). By Hasse’s theorem, there are approximately
p different points in E (Fp ), hence only about p different plaintexts. However, the
ciphertext (C1, C2) consists of four numbers modulo p , since each point in E (Fp ) has
two coordinates.

Various methods have been proposed to solve these problems. The difficulty of
associating plaintexts to points can be circumvented by choosing M randomly and
using it as a mask for the actual plaintext. One such method, which also decreases
message expansion. Another natural way to improve message expansion is to send
only the x -coordinates of C1 and C2, as was suggested for Diffie–Hellman key exchange.
Unfortunately, since Alice must compute the difference

C2−nAC1,

she needs the correct values of both the x - and y -coordinates of C1 and C2. (Note that
the points C2−nAC1 and C2+nAC1 are quite different!)

However, the x -coordinate of a point determines the y -coordinate up to change of
sign, so Bob can send one extra bit, for example

Extra bit=
¨

0 if 0≤ y < p
2 ,

1 if p
2 < y < p .

In this way, Bob needs to send only the x -coordinates of C1 and C2, plus two extra bits.
This idea is sometimes referred to as point compression.

[4]
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3.5 Elliptic Curve Digital Signature Algorithm (ECDSA)
The Elliptic Curve Digital Signature Algorithm (ECDSA) is the elliptic curve analogue of
the Digital Signature Algorithm (DSA). It is the most widely standardized elliptic curve-
based signature scheme, appearing in the ANSI X9.62, FIPS 186-2, IEEE 1363-2000, and
ISO/IEC 15946-2 standards as well as several draft standards.

In the following, H denotes a cryptographic hash function whose outputs have
bitlength nomore than that of n . (If this condition is not satisfied, then the outputs of
H can be truncated.) [3]

Algorithm 6 ECDSA Signature Generation
Require: Domain parameters D = (q ,FR ,S , a , b , P, n , h ), private key d , message m
Ensure: Signature (r, s )
1: Select k ∈R [1, n −1]
2: Compute k P = (x1, y1) and convert x1 to an integer
3: Compute r = x1 mod n ; if r = 0, go to step 1
4: Compute e =H (m )
5: Compute s = k−1(e +d r ) mod n ; if s = 0, go to step 1
6: return (r, s )
[3]

Algorithm 7 ECDSA Signature Verification
Require: Domain parameters D = (q ,FR ,S , a , b , P, n , h ), public keyQ , message m , sig-

nature (r, s )
Ensure: Acceptance or rejection of the signature
1: if r /∈ [1, n −1] or s /∈ [1, n −1] then
2: return “Reject the signature”
3: end if
4: Compute e =H (m )
5: Compute w = s−1 mod n
6: Compute u1 = e w mod n and u2 = r w mod n
7: Compute X = u1P +u2Q
8: if X =∞ then
9: return “Reject the signature”
10: end if
11: Convert the x -coordinate x1 of X to an integer and compute v = x1 mod n
12: if v = r then
13: return “Accept the signature”
14: else
15: return “Reject the signature”
16: end if
[3]

Proof That Signature VerificationWorks. If a signature (r, s ) on a message m was in-
deed generated by the legitimate signer, then by the ECDSA signature generation
algorithm, we have:
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s ≡ k−1(e +d r ) (mod n )

Rearranging the equation gives:

k ≡ s−1(e +d r ) (mod n )

We can split the terms as:

k ≡ s−1e + s−1d r (mod n )

Let w = s−1 mod n , so we define:

u1 = e w mod n , u2 = r w mod n

Then:

k ≡ u1+u2d (mod n )

Therefore, when computing the verification expression:

X = u1P +u2Q = (u1+u2d )P = k P

Since X = k P , and during signing we computed r = x1 mod n , where x1 is the x -
coordinate of k P , we conclude:

v = x1 mod n = r

Thus, the signature is verified successfully. [3]
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Applications 4
4.1 ECC in Bitcoin

4.1.1 Elliptic Curve Cryptography Explained
Elliptic curve cryptography is a type of asymmetric or public-key cryptography based
on the discrete logarithm problem as expressed by addition andmultiplication on the
points of an elliptic curve. Figure 4.1 is an example of an elliptic curve, similar to that
used by bitcoin.

Figure 4.1: An elliptic curve
[1]

Bitcoin uses a specific elliptic curve and set of mathematical constants, as defined
in a standard called secp256k1, established by the National Institute of Standards and
Technology (NIST). The secp256k1 curve is defined by the following function, which
produces an elliptic curve:

y 2 = x 3+7 over Fp

or equivalently,

y 2 mod p = (x 3+7) mod p

47



Chapter 4. Applications

The term mod p (modulo a prime number p ) indicates that this curve is defined
over a finite field of prime order p , also written as Fp , where

p = 2256−232−29−28−27−26−24−1

This is a very large prime number.
Because the curve is defined over a finite field of prime order instead of over the real

numbers, it does not form a smooth curve. Instead, it looks like a pattern of discrete
points (or dots) scattered across a two-dimensional grid, whichmakes it difficult to
visualize directly. However, the underlyingmathematics is identical to that of an elliptic
curve over the real numbers.

As an illustrative example, consider the same elliptic curve over a much smaller
finite field of prime order 17. The resulting points form a visibly structured pattern of
dots on a grid. The secp256k1 Bitcoin elliptic curve can be thought of as a vastly more
complex version of this pattern, spread over an unimaginably large grid.

[1]

Figure 4.2: Elliptic curve cryptography: visualizing an elliptic curve over F (p ), with
p = 17

[1]

An example point P = (x , y ) on the secp256k1 curve is:

x = 55066263022277343669578718895168534326250603453777594175500187360389116729240

y = 32670510020758816978083085130507043184471273380659243275938904335757337482424
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This point satisfies the elliptic curve equation. We can verify this using Python:
P = (
55066263022277343669578718895168534326250603453777594175500187360389116729240,
32670510020758816978083085130507043184471273380659243275938904335757337482424
)

Python 3.4.0 (default, Mar 30 2014, 19:23:13)
[GCC 4.2.1 Compatible Apple LLVM 5.1 (clang-503.0.38)] on darwin
Type "help", "copyright", "credits" or "license" for more information.

p = 115792089237316195423570985008687907853269984665640564039457584007908834671663
x = 55066263022277343669578718895168534326250603453777594175500187360389116729240
y = 32670510020758816978083085130507043184471273380659243275938904335757337482424
(x ** 3 + 7 - y ** 2) % p
# Output: 0

[1]
In elliptic curvemath, there is a point called the point at infinity, which roughly

corresponds to the role of 0 in addition. On computers, it is sometimes represented
by x = y = 0, which does not satisfy the elliptic curve equation, but it provides an easy
separate case that can be checked.

There is also a + operator, called addition, which has properties similar to the
traditional addition of real numbers. Given two points P1 and P2 on the elliptic curve,
there is a third point P3 = P1+P2, also on the elliptic curve.

Geometrically, this third point P3 is calculated by drawing a line between P1 and
P2. This line will intersect the elliptic curve in exactly one additional point, denoted
P ′3 = (x , y ). Reflect this point across the x -axis to get P3 = (x ,−y ).

There are a couple of special cases that explain the need for the point at infinity:

If P1 = P2, the line between them becomes the tangent at that point on the curve.
This tangent intersects the curve at exactly one new point. The slope of the
tangent can be calculated using calculus, even though we are considering integer
coordinates.

If P1 and P2 have the same x -value but different y -values, the line is vertical. In
this case, we define P3 =O , the point at infinity.

If P1 =O , then P1+P2 = P2. Similarly, if P2 =O , then P1+P2 = P1. This shows that the
point at infinity acts like the number zero.

The addition operation is associative, meaning:

(A+B )+C = A+ (B +C )

This means we can write expressions like A+B +C without parentheses and without
ambiguity.

Now that we have defined addition, we can definemultiplication in the standard
way that extends addition. For a point P on the elliptic curve, and a whole number k ,
we define:

k P = P +P + · · ·+P
︸ ︷︷ ︸

k times

Note that k is sometimes confusingly called an exponent in this case.
[1]
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4.1.2 Generating a Public Key
Starting with a private key in the form of a randomly generated number k , wemultiply
it by a predetermined point on the curve, called the generator point G , to produce
another point on the curve. This resulting point is the corresponding public key K .

The generator point G is specified as part of the secp256k1 standard and is the
same for all keys in Bitcoin. The public key is computed as:

K = k ·G

where:

k is the private key (a randomly chosen large number),

G is the generator point (a constant, defined by the elliptic curve standard),

K is the resulting public key (a point on the elliptic curve).

Because the generator pointG is always the same for all Bitcoin users, multiplying
a private key k withG will always result in the same public key K .

The relationship between k and K is deterministic but one-way: it is computa-
tionally feasible to calculate K from k , but infeasible to derive k from K . This is the
foundation of elliptic curve cryptography’s security.

As a result, a Bitcoin address (which is derived from K ) can be safely shared with
others, without revealing the private key k .

A private key can be converted into a public key, but a public key cannot be con-
verted back into a private key because themath only works one way.

Implementing elliptic curve multiplication, we take the private key k generated
previously andmultiply it with the generator pointG to find the public key K :

K = 1E99423A4ED27608A15A2616A2B0E9E52CED330AC530EDCC32C8FFC6A526AEDD·G

The public key K is defined as a point K = (x , y ), where:

x = F028892BAD7ED57D2FB57BF33081D5CFCF6F9ED3D3D7F159C2E2FFF579DC341A
y = 07CF33DA18BD734C600B96A72BBC4749D5141C90EC8AC328AE52DDFE2E505BDB

To visualize the multiplication of a point with an integer, we consider a simpler
elliptic curve over the real numbers— remember, the math is fundamentally the same.
Our goal is to find the multiple kG of the generator point G , which is equivalent to
addingG to itself k times.

In elliptic curves, adding a point to itself involves drawing a tangent line at the point,
finding where it intersects the curve again, and then reflecting that point across the
x -axis.

Figure 4.3 illustrates the process for derivingG , 2G , 4G as geometric operations on
the curve.

Most Bitcoin implementations use the OpenSSL cryptographic library to do the
elliptic curvemath. For example, toderive thepublic key, the functionEC_POINT_mul()
is used.
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[1]

Figure 4.3: Elliptic curve cryptography: Visualizing themultiplication of a pointG by
an integer k on an elliptic curve

[1]
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Conclusion
Elliptic Curve Cryptography (ECC) represents a powerful and efficient approach to
modern public-key cryptography. By leveraging themathematical structure of elliptic
curves over finite fields, ECC achieves high levels of security with much smaller key
sizes compared to traditional systems such as RSA.

Throughout this thesis,weexplored the fundamental conceptsofECC, including the
algebra of elliptic curves, finite field arithmetic, and essential cryptographic schemes
built on ECC such as ECDH, ECDSA, and ElGamal. We also examined how ECC is
applied in real-world systems such as blockchain technologies and cryptocurrencies
like Bitcoin.

Themain advantage of ECC lies in its ability to provide equivalent security to older
systems using significantly less computational power and bandwidth, making it ideal
for modern applications ranging from secure communications to digital currencies
and constrained devices (e.g., IoT).

In conclusion, ECC continues to gain widespread adoption due to its robustness,
efficiency, and scalability, and is expected to play a central role in the future of secure
digital communication and cryptographic infrastructures.
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