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Abstract  The purpose of this work is to introduce a new 
crypto-system for the protection of information transfer 
within the context of the intelligent home implementation. 
A Hyperchaos-based Key Stream Generator (H-KSG) based 
on Chen’s Hyperchaos scheme is used to produce high-per-
formance dynamic key chips with high quality randomness 
as confirmed by conventional National Institute of Stand-
ards and Technologies (NIST) statistical tests. The advanced 
crypto-system was implemented on microcontroller-based 
ARM architecture and tested for smart home applications. 
Efficiency and high safety level of the proposed system are 
shown by the outcomes of cryptanalysis and the required 
safety tests. The results of cryptanalysis and the necessary 
security performance tests show the efficiency and the high 
level of security of the proposed system.

Keywords  Cryptosystem · Chen system · H-KSG · 
Hyperchaos · NIST,WSN 

1  Introduction

Smart home is one of the Internet of Things (IoT) applica-
tions and targets technology where all home-based devices 

interact with each other to achieve automation [1, 2]. One 
of the most relevant solutions used in the intelligent home 
based IoT is the Wireless Sensors Network (WSN). Single 
components (sensors and actuators) are networked together 
via a wireless medium in order to perform an intelligent 
control system. This latter gets the important informa-
tion after analysis to expand the comfort, save energy and 
ensure more safety in the home. Three layers exist in each 
sensor node of the WSNs; sensor layer for sensing the 
different environmental quantities, processing layer for 
calculating of the acquired information and a communi-
cation layer for sending to the actuators and exchanging 
the collected sensors’ data [3–7].In a low-security smart 
home system, user privacy information can be exposed to 
intruders or attackers with ease. It is, in fact, normal to 
worry about the personal information and to ensure that 
these data are safe and protected in all cases [8–11].Sen-
sors and actuators send and receive a variety of values and 
information in a smart home. Data reliability and secu-
rity play a significant role. It is therefore important to pro-
tect the smart home system through cryptography. Several 
systems have therefore been proposed to address this chal-
lenging issue, including traditional encryption processes 
as well as security practices developed for WSNs where 
the data are encrypted by each node individually and then 
decrypted by the respective receiver[12–17].The use of 
chaotic theory for the application of the encryption method 
was recently devoted to an increase in attention due to the 
principal benefit of these encryptions by the fact that unau-
thorized users do not know the way to produce a chaotic 
signal like noise [18–26]. Chaotic systems have ergodic, 
high sensitivity to originals and random behavior, linked 
to uncertainty and communication properties which in all 
cryptosystems are considered essential [20, 21, 27].Chaos 
systems, depending on the time range, can be described by 
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difference equations (discrete-time systems) or differen-
tial equations (continuous-time systems). Examples of the 
discrete time systems are the logistic map and the Henon 
map, while the Chen system and the Rossler system are 
examples of the continuous time systems.

In Table 1, a literature review is presented, with efforts 
made to distill insights, identify trends, and unravel the 
intricacies of prior research, thus laying the groundwork.

In this paper, an implementation of a Hyperchaos-based 
cryptosystem for securing data in smart home automation 
was developed, utilizing the Hyperchaotic Chen system. 
To ensure statistical key generation, a four-signal generator 
was employed simultaneously. The Chen system was 
implemented using the fourth-order Runge–Kutta (RK-4) 
method for resolving chaos systems. Data encoding involved 
base-64 encoding in double precision format, followed 
by the application of a nonlinear Boolean function. Key 
performance was validated using NIST statistical tests. An 
Arduino Due board, WI-FI shield, and DHT22 sensor were 
used for constructing a WSN-based platform. H-KSG was 
employed for key generation, and performance and security 
analyses, including assessments of key space and resistance 
to attacks, were conducted. Compliance with WSN safety 
requirements was verified, and comparisons with other 
algorithms in statistical and differential analysis were 
performed.

The paper is arranged accordingly. Section  2 gives 
a description of the proposed  hyperchaotic keystream. 
An exhaustive security analysis is performed in Sect. 3. 
Section  4 describes the architecture system and the 
performance and security analysis for the implemented 
algorithms. Conclusion and future scope are finally drawn 
in Sect. 5.

2 � Proposed H‑KSG 

The proposed H-KSG principle scheme is illustrated by 
the bloc diagram of Fig. 1. It consists of a hyperchaotic 
Chen generator [21] given by(1) and implemented using 
RK-4 method with encoding the fraction part p on 48 bits 
double precision floating point data format and removing 
the integer part n.

Then we apply the four nonlinear Boolean functions 
used in hash functions algorithms Message Digest 5 

(1)

⎧⎪⎨⎪⎩

ẋ = a(y − x)

ẏ = x(b − z) − cy

ż = xy + (d − y + x)z − w

ẇ = ew + (y − x)z

(MD5) [36] and Secure Hash Algorithm-1(SHA-1) [37] 
as coupling functions according to (2).

where ∧, ∨, ¬ and ⊕ are respectively AND, OR, NOT and 
XOR logic operators.

The hyperchaotic generator generates four hyperchaotic 
48-bit keys K1, K2, K3, and K4 encryption keys at the same 
time as illustrated in Fig. 1. The quality of randomness of 
proposed H-KSG must be evaluated. The standard NIST (SP 
800–22) statistical test suite is used to perform statistical 
testing with generated 48 bits encryption keys for this 
purpose. Each test has been conducted 300 times on 1 Mbit 
substrings in this test suite. A series of 100 is generated for 
each test, and a test sequence passes when P_value ≥ α = 0.01 
where α indicates the level of significance of the test. With a 
value of α = 0.01, 1% of the 100 sequences would fail. The 
sequence proportion that passes a test is P_value ≥ α divided 
by 100. For each statistical test, the minimum rate for passes 
is approximately 0.972766 for sample size equal to 300 
binary sequences except the random excursion variant test 
[38]. From the results of Table 2, we note that the encryption 
keys generated by the H-KSG pass all kinds of the NIST 
test. Thus, we can say that our H-KSG generates a good 
randomness encryption keys.

Perturbation techniques are applied in order to improve 
the dynamic complexity of H-KSG and enhance the perfor-
mance of the produced sequences, as depicted in Fig. 2. The 
main idea is to encrypt the clear-text with the keys of our 
H-KSG generator. The encrypted message is looped back 
(feedback) to the input to disturb the generator and thus 
complicate its chaotic dynamics to the maximum. In addi-
tion, this process will ensure the phenomenon of avalanche 
and diffusion. Indeed, the main text or encrypted image 
alteration is triggered by a small modification to clear text 
or picture.

3 � Security analysis

The primary measure, called security, for determining a 
cryptosystem’s efficiency is its ability to withstand unau-
thorized access to information. A cryptosystem’s effective-
ness is its immunity to different attacks including brute 
force attack, differential attacks and statistical attacks. In 
this context, we performed some of the best known and used 
security tests such as key space, entropy calculation, auto-
correlation, histograms and key sensitivity. These tests have 

(2)

F(X1,X2,X3) = (X1 ∧ X2) ∨ (¬X1 ∧ X3)

G(X1,X2,X4) = X1 ⊕ X2 ⊕ X4

P(X1,X3,X4) = (X1 ∧ X2) ∨ (¬X4 ∧ X3)

I(X2,X3,X4) = X3 ⊕ (X2 ∧ ¬X4)
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been applied using our cryptosystem of Fig. 2, to different 
reference images such as Lena, Barbara, Peppers, Baboon 
and Airplane [39].

3.1 � Histogram analysis

A cryptosystem attack based on statistical analysis is one 
of the most frequent attacks [18, 40]. If the encrypted his-
togram image is distributed consistently, a cryptosystem 
is considered strongly against these attacks. The obtained 
result using the proposed cryptosystem is shown in Fig. 3. 
We notice that the histograms of the encrypted images 

Fig. 1   Proposed H-KSG hyper-
chaotic generator keys

Table 2   NIST tests results Tests Results in %

N° Test type K1 K2 K3 K4

1 Frequency 0.9933 0.9967 0.9933 0.9967
2 Block Frequency 0.9900 0.9900 0.9933 0.9967
3 Cumulative Sums Up 0.9867 0.9967 0.9833 1.0000
4 Cumulative Sums Down 0.9900 0.9933 0.9833 0.9967
5 Runs 0.9867 0.9867 0.9933 0.9867
6 Long Runs of One’s 0.9933 0.9867 0.9967 0.9867
7 Rank 0.9867 0.9933 0.9933 0.9800
8 Discrete Fourier Transform 1.0000 1.0000 0.9933 0.9967
9 Non-overlapping Template Matching 0.9833 0.9967 0.9867 0.9833
10 Overlapping Template Matching 0.9833 0.9832 0.9833 0.9833
11 Maurer’s "UniversalStatistical" 0.9933 0.9933 0.9900 0.9767
12 ApproximateEntropy 0.9833 0.9933 0.9833 0.9867
13 Random Excursions 0.9948 0.9944 0.9895 0.9896
14 Random Excursions Variant 0.9948 0.9888 0.9948 0.9844
15 Serial 1 0.9900 0.9833 0.9867 0.9833
16 Serial 2 0.9933 0.9967 0.9900 0.9867
17 Linearcomplexity 0.9967 0.9967 0.9933 0.9867

                  (a) Encryption process         (b) Decryption process

Fig. 2   Cryptosystem scheme using perturbation
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have a flat amplitude level compared to those of the origi-
nal images. That confirms their random aspects and shows 
that the proposed cryptosystem is robust against the his-
togram attack.

3.2 � Information entropy analysis

The entropy information of an image is a measure of the 
degree of randomness in the image. The Shannon entropy 
of a source M with symbols m (m = 256 Gy levels) is 
calculated by the following formula [26]:

where p(mi) is the probability of the mi symbol. According 
to (3), entropy H(M) is maximum in the case of uniform 
distribution and is expressed by (4) [26].

(3)H(M) =

m∑
i=1

p(mi) log2

(
1

P(mi)

)
bits

(4)Hmax = log2(m) = log2(256) = 8 bits

Thus, if the value of the entropy is very close to 8, it 
means that the distribution of gray levels in the image 
is almost uniform, this means that the cryptosystem 
is statistically resistant to attack. The entropy values 
calculated  for some images are shown in Table 3. We 
realize that the entropy values are very close to 8 for our 
systems, proving that the encryption system is resistant to 
an entropy attack.

3.3 � Key space analysis

The key space for the encryption method is the total number 
of keys that can be used. The main space size H should be 
large enough to avoid brute attacks. According to [41, 42] 
it should be greater than 2128. Thus, the proposed H-KSG 
based on the Chen generator has five control parameters 
a, b, c, d and e as well as four initial conditions x0,y0 , z0 , 
w0 . We can add the integration step h of the RK-4 method 
used to solve the equation system. Thus, we obtain a total 
of ten parameters coded on 64 bits. Therefore, formula (5) 
gives the H-key space of the proposed cryptosystem. The 
key space of our cryptosystem is thus adequate to withstand 
brutal attacks.

3.4 � Sensitivity analysis

Robust image encryption should be sensitive to any secret key 
changes. Any key change must generate an encoded picture 
entirely different. Therefore, key sensitivity for a cryptosystem 

(5)H(a, b, c, d, e, h, x0, y0, z0,w0) =
(
264

)10
= 2640

Fig. 3   Results of the histogram analysis

Table 3   Entropy calculation results

Image Entropy (Original Image) Entropy (Ciphered-
Image)

Airplane 6.66390 7.99978
Baboon 7.69575 7.99871
Lena 5.68222 7.99980
Peppers 7.66982 7.99974
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is important. The minor change to the decryption key leads to 
major improvements to the decryption result in a chaos-based 
encryption because of its properties [43]. We consider the two 
images (Barbara and Airplane), we evaluated the criterion of 
the sensitivity of the key by sensitivity to initial and param-
eters conditions. Sensitivity test results to the initial condi-
tions given by Fig. 4 shows that decryption with the value 
y0 = 0.2 + 10−16 of the encrypted image (Barbara) with the 
value y0 = 0.2 does not allow a correct reconstitution of the 
original image. Similarly for the sensitivity test to the param-
eters, for a decryption with the value of a = 37 + 10−14 of the 
encrypted image (plane) with the value a = 37 . Therefore, our 
cryptosystem is very sensitive to the slightest variation in the 
initial conditions or in the control parameters.

3.5 � Correlation coefficient analysis

The correlation coefficient determination among the adjacent 
pixels helps to measure the performance of the encryption 
cryptosystem. In a clear image each pixel is strongly correlated 
to the adjacent pixel, allowing the value of a pixel to be 

determined from those around pixels. When two variables are 
closely connected, the correlation factor is close to 1 or – 1. 
The best way to create an encrypted image is to have zero 
correlation coefficients horizontally, vertically and diagonally. 
Formulas (6), (7), (8) and (9) are used for the calculation of 
the coefficient r[33].

(6)E(x) =
1

N

N∑
i=1

xi

(7)D(x) =
1

N

N∑
i=1

(
xi − E(xi)

)2

(8)cov(x, y) =
1

N

N∑
i=1

(
xi − E(xi)

)(
yi − E(yi)

)

(9)rxy =
cov(x, y)√
D(x)D(y)

Fig. 4   Image encryption sensitivity
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x and y are two adjacent pixels of the image. Table 4 
shows the correlation coefficients of adjacent pixels, cal-
culated for certain images with different cryptosystems in 
three different directions (horizontal, vertical and diagonal) 
using our proposed system. The results obtained are com-
parable. The correlation distributions in the original image 
(a) and the encrypted one (b) with the H-KSG algorithm are 
displayed in Fig. 5. It is found that the surrounding pixels 
in the single image are too much correlated whereas the 
encrypted image has a small correlation of the nearby pixels.

3.6 � Differential analysis

The high sensitivity to small changes in the original image 
is a valuable feature of cryptosystems. An attacker can 
make a slight change to the encrypted image (such as 
a single pixel) and observe the results changes. He can 
thus consider a meaningful relationship between the clear 
image and the encrypted image. If a small change in the 
clear image will cause the encrypted frame to change 
significantly (avalanche effect), the differential attack is 
useless. Two metrics, introduced by Eli Biham and Adi 
Shamir [44], are commonly used to measure cryptosystem 
resistance to differential attacks. They are namely the 
Number of Pixel Change Rate (NPCR) and the Unified 
Average Changing Intensity (UACI) defined by (10) and 
(11) respectively.

where M and N are the width and height of the image respec-
tively.I1(i,j) and I2(i,j) are pixel values at the position (i, j) 
of the two encrypted pictures, whose image originals differ 

(10)
NPCR =

M−1∑
i=0

N−1∑
j=0

D(i, j)

M × N
× 100

(11)UACI =
1

M × N

M−1∑
i=0

N−1∑
j=0

||I1(i, j) − I2(i, j)
||

255
× 100

by one pixel only. D is a matrix that have the same size as I1 
and I2 equal and calculated with (12).

The NPCR indicates the number of ciphered image 
pixels changing rate, while changing one single pixel. 
The UACI calculates the average intensity of variations 
between the simple image and the ciphered image. The 
NPCR has an optimal value of 99.61%, while UACI is 
33.46% [32]. Table 5 gives the results of the differential 
analysis of the proposed cryptosystem. For Barbara and 
Lena images, the analysis consists in fact to encrypt two 
different clear images only by one pixel. The first is a 
clear original image and the second is obtained with the 
same image after making a change in the bit of the first 
pixel. The two images are encrypted with the same key 
to produce the corresponding encrypted images I1 and I2.

The results presented in Table 5 show the robustness 
in differential attacks of the proposed cryptosystem. It is 
obvious, indeed, that both NPCR and UACI values are 
very close to the 99.61% and 33.46%, which confirms the 
high sensitivity of the proposed cryptosystem  towards 
minor changes in the original image that have a significant 
impact on the encrypted image.

4 � Methods and implementation

The WSN-system developed consists of the collection of 
data that can be shared between source and destination nodes 
safely and efficiently. Every sensor’s specific information 
is also stored on the server and the data can be analyzed 
correctly when validated. For home automation systems, 
secure data transfer is therefore important.

All security constraints such as confidentiality, authenti-
cation, transparency, trustworthiness and freshness of data 
must be met [45, 46]. This research meets network security 

(12)D(i, j) =

{
1 if I1(i, j) ≠ I2(i, j)

0 else

Table 4   Correlation 
coefficients

Algorithm Image Correlation original image Correlation ciphered image

H V D H V D

ProposedH-KSG Lena 0.97527 0.98530 0.96483 – 0.00022 – 0.00043 – 0.00162
[28] Lena 0.9850 0.9719 0.9593 0.0093 0.0032 – 0.0019
[29] Lena 0.96850 0.96252 0.96462 0.0005 – 0.0025 0.0028
[30] Lena 0.9859 0.9741 0.9618 0.0052 00.0112 0.0034
ProposedH-KSG Barbara 0.89274 0.95421 0.88393 – 0.00003 0.00129 – 0.00016
[28] Barbara 0.9542 0.8927 0.8839 0.0022 0.0053 – 0.0005
[31] Barbara 0.9588 0.8991 0.8733 – 0.0002 0.0081 – 0.0011
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requirements by designing a stable WSN-based platform 
powered by the proposed H-KSG to meet data security 

constraints. In this analysis, the DHT22 temperature and 
humidity sensor was used to measure ambient temperature 
and humidity.

4.1 � Proposed architecture system

The different components of the sensor nodes are shown 
in Fig. 6.The humidity and temperature sensor (DHT22) is 
presented in Fig. 6c, while Fig. 6b shows the Wi-Fi mod-
ule (Arduino Wi-Fi shield). These two components were 
both integrated on an Arduino Due board (Fig. 6a) to build 
the wireless sensor node. The Arduino Due is an Atmel 
SAM3X8E ARM Cortex-M3 CPU-based microcontroller 

Fig. 5   Analysis of the correlation of adjacent pixels

Table 5   UACI and NPCR values for Lena, Peppers and Barbara 
images

Algorithm Image UACI (%) NPCR (%)

Proposed H-KSG Lena 33.4051 99.5970
[32] Lena 33.4618 99.6085
Proposed H-KSG Peppers 33.4784 99.6050
[33] Peppers 33.4211 99.6185
Proposed H-KSG Barbara 33.4701 99.6269
[28] Barbara 33.5432 99.6001
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board. In smart home-based applications, it is important that 
sensor nodes are synchronized with information received 
from a remote server located at a large distance with reason-
able speed and reliability. Therefore, the Wi-Fi Shield was 
utilized in our system to allow arduino Due to connect and 
transmit information over a wireless network. This module 
also has a network Internet Protocol (IP) stack capable of 
transmitting data from both TCP/IP and UDP protocol.

As Fig. 7 shows, two types of entities constitute the pro-
posed WSN architecture. A system node that is used to mon-
itor environmental parameters (humidity and temperature), 
and then sends the data via a Wi-Fi network to the server 
through a trustworthy TCP/IP protocol and the proposed 
encryption algorithm.

The server application written in C# using the.NET 
Framework achieves sensed data storage after proper decryp-
tion and authentication. The data collected is handled with 
an SQL database language, allowing various operations and 
analyzes of stored data to be carried out and then taking the 
necessary corrective action for automation.

4.2 � Proposed security method

There are two stages of the proposed protection approach. 
The first level is to secure and control the Wi-Fi network, 
and the second level is to fix data security.

4.2.1 � Protection and administration Wi‑Fi network

We have hidden the Service Set Identifier (SSID) and used 
the Media Access Control (MAC) address filtering, in order 
to prevent externals accessing the Wireless Local Area 
Network (WLAN). Indeed,a network can protect itself by 
refusing to give its SSID following a request for the pres-
ence of a client. The network appears as unnamed. While the 
client has to know in advance the name of the network and 
the password for accessing the network. Each device with a 
network adapter has a unique MAC address that identifies it 
on the network. The MAC address filtering router will first 
check the MAC address of the user against the accepted 
MAC address and will only enable the device to enter 
the Wi-Fi network if its MAC address has been explicitly 
approved. So, the server establishes and recognizes a con-
nection for the node through a secure TCP/IP protocol after 
proper validation of the SSID, password and MAC address. 
If no match exists, the connection request will be refused.

Fig. 6   Components of a node 
sensor

   DHT 22 Sensor Arduino Due boarda)  WIFI Shieldb) c)

Fig. 7   Software and Hardware 
implementation of WSNs
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4.2.2 � Set‑Up of the proposed encryption algorithm

In this section, we present our proposal for a hyperchaotic 
encryption algorithm that consists of using a synchronous 
stream cipher mode. The purpose of stream ciphers is to 
imitate the Vernam Cipher by continuously producing 
and synchronizing new keys between the sender and the 
receiver[47].

The keystream is created independently of the plain text 
or the encrypted message in a synchronous stream Cipher. A 
pseudorandom generator, parameterized by secret key, pro-
duces the keystream generator (in our case H-KSG).In syn-
chronous stream cipher mode sender and receiver have to 
be synchronized in order to decrypt successfully. One way 
to reach synchronization is to send an Initialization Vector 
(Init_Vect) before each encrypted frame with the encrypted 
message.

Since a nonrandom Initialization Vector (Init_Vect) weak-
ens the encryption and allows dictionary and differential 
attacks to have a better chance to decipher the encrypted 
message, we use an Init_Vect with higher randomicity and 
which also changed every new transmission. In fact, to be 
safe, a stream cipher should not be using the same key to 
encrypt various messages.In order to hide the Init_Vect in 
the transmitted frame and increase the performances of the 

proposed algorithm,we include a shuffling process array 
which performs an efficient mixture of a frame’s segment 
[48].In addition, a secure communication in Smart Home 
means that legitimate sensors can be identified in the home 
environment. An anonymous sensor node can embody com-
munication in the home and access private data. Protection 
systems need to classify these anonymous nodes in order 
to have a special and secure ID that can be found specific 
to the server on each device within the network. For the 
encryption process, the variables in upper case X0, Y0, Z0 
and W0 and the parameters a, b, c, d and e will represent the 
secret key whereas the variables in lower case xn , yn , zn and 
wn will represent the values ​​corresponding to the last itera-
tion of the H-KSG generator (latest solution). Therefore, the 
secret key, the initial vector nonce Init_Vect are the inputs 
of the hyperchaotic generator H-KSG.We also want to men-
tion that the K1 encryption keys will be used to encrypt the 
temperature, K2 for the humidity, K3 for the ID and finally 
K4 for Cyclic Redundancy Check (CRC) which is used as a 
Message Authentication Codes (MAC).All of the tempera-
ture, humidity, ID and CRC data are coded in two Bytes. The 
details of the encryption and decryption process are shown 
respectively in Algorithm 1 and Algorithm 2.

Algorithm 1 : Encryption process 

Algorithm 2 : Decryption process 
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It should also be noted that at each power-up of all sen-
sors nodes, an initialization procedure of the H-KSG genera-
tor is done asgivenby the Algorithm 3. This ensures that a 

start of an encryption process will not be the same for each 
node, since the values ​​of the Init_Vect’i = [xn, yn, zn,wn]
(initial conditions) will always be different for each node’s 
H-KSG generator.

Table 6   Comparison of 
running time

Algorithm Packet Length (Bytes) Platform

16 32 512

Proposed H-KSG 0.800 ms 1.50 ms 25.60 ms Arduino DUE
Skipjack [34] – 6.62 ms 103.45 ms Sun Small Pro-grammable 

Object Technology 
(SunSPOT)

RC5 [34] – 14.96 ms 235.39 ms
MBCC [34] – 34.02 ms 533.29 ms
BCC [34] – 220.74 ms 3515.43 ms
AES-128 [35] 5.856 ms – – Arduino UNO
DES [35] 39.040 ms – –

Algorithm 3 :The H-KSG generator initialization 

Inputs: X0, Y0,Z0,W0, a, b, c and d .// A secret Key

1: randomSeed(analogRead(A0)).// Arduino’s function to initialize a random number generator with

       a fairly  random input, such as   analogRead () on an unconnected pin A0

2: N=random(1,1000).// Arduino’s function to generate pseudo-random numbers

2: Iterate H-KSG generator N times

Output : IV’= [ xn, yn, zn,wn]. // IV’ initial conditions

4.3 � Analysis and performances of the implementation

4.3.1 � Confidentiality

In the proposed scheme communication between the nodes 
and the server is encrypted using a synchronous stream 
cipher mode with a large space key ( H = 2640 bits).Then 
the probability of an eavesdropper cracking the key by brute 
force is 1

/
2640 . Furthermore the stream cipher keys are only 

used for one time encryption as a result even if the attacker 
successfully cracks the secret key for one transmission, the 
attacker cannot crack all the other keys with in non-negli-
gible probability, therefore the proposed cryptosystem pro-
vides a high confidentiality of data.

4.3.2 � Authentication and non‑repudiation

The verification of the valid nodes in smart home environ-
ments allows the system to test whether the information was 
sent from the correct source node. Each node in the network 
during the installation period has given a secret and unique 
ID in the proposed scheme. Also, during the configura-
tion, the server records the ID of all network nodes in the 

database.The attackers may be able to add a malicious node 
to intercept communication in a smart home, but the ID of a 
malicious node cannot be compared to the list of permitted 
and valid nodes and can be easily identified by the control-
ler. In fact, the valid ID makes it possible to ensure that the 
source nodes do not deny validity when transmitting their 
messages.

4.3.3 � Integrity

Because an attacker can always change information to 
alter its original meaning by inserting fragments of fake 
information in the message transmitted. Integrity is a major 
factor in smart home security and plays a major role.Each 
node computes the Message Authentication Code (MAC) by 
computing the CRC and sends the Message together with a 
message, to achieve integrity in the proposed system.The 
server calculates the message CRC and compares it with 
the received CRC when it receives the packets. A malicious 
node trying to change a message can be easily found by the 
process of shuffling array, since the same CRC cannot be 
found and calculated.
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4.3.4 � Data freshness

Data freshness ensures that the database is fresh and no 
intruder will recreate the old information. To do this, the 
server for each reception will compare Init_Vect’ in the 
received message and the last saved Init_Vect’ in the 
proposed scheme. If there are equals, the server finds the 
message to be old and non-valid, and the message is denied.

4.3.5 � Resilience

WSN resilience is an issue of safety which means that it 
is very important to ensure protection over the rest of the 
network if a node is compromised by an attacker. In the 
proposed solution, only the key for the corresponding node 
is exposed when a node is compromised.

4.3.6 � Time Complexity

Table 6 presents various comparisons between our algorithm 
with other related encryption algorithms in terms of 
execution time. From the stated information in Table 6, 
we can deduce that the encryption speed of proposed 
cryptosystem is better than those listed.

5 � Conclusion and future scope

In this paper, we proposed a secure and efficient 
cryptosystem based in Hyperchaos to secure data within the 
context of smart home automation applications, by using a 
H-KSG.The proposed approach is based on hyperchaotic 
Chen system. The fundamental idea is to exploit Chen’s 
four hyperchaotic signals to generate encryption keys 
with a good statistical performances. The randomness 
of the encryption keys has been extensively tested using 
NIST testing strategy. According to the completed NIST 
test, the proposed Hyperchaos based H-KSG provides 
highly random bit sequences which serve as keystream for 
encryption and decryption process. In addition, a statistical 
and differential cryptanalysis examined various aspects of 
our cryptosystem such as randomness, histogram, entropy, 
key sensitivity and key space.In this study, it was verified 
that the  developed  WSN platform meets all important 
safety requirements including network security (access 
control) and data security (confidentiality, authentication 
and non-repudiation, integrity, resilience and freshness). It 
can be seen that our proposed cryptosystem has excellent 
running speed compared to other encryption algorithms. 
The hyperchaos-based cryptosystem proposed in this work 
represents an initial foray into leveraging complex dynamics 
for smart home security. Considerable opportunities exist 

to build upon this foundation through evaluating alternative 
hyperchaotic systems, implementing the approach in physical 
smart home testbeds, developing optimized hardware 
implementations like FPGA platforms, comprehensively 
analyzing attack resistance, exploring the use of the stream 
cipher scheme to secure real-time video and audio data, 
applying the encryption protocol to other domains like 
vehicular communications, integrating complementary 
security primitives, and assessing impacts on quality of 
service. By thoroughly investigating these promising 
research avenues, we can further refine hyperchaos 
cryptography to provide maximally secure, performant, and 
holistic data protection tailored to the demands of emerging 
smart home technologies and applications.
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