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Abstract

This project addresses the inefficiencies and security challenges in traditional university
transportation systems, which rely heavily on manual supervision and the decisions of bus
drivers. These outdated practices often result in transportation unavailability, student
overcrowding, and unauthorized access.

The proposed solution uses Intelligent Transport Systems principles to develop an
automatic transportation management system. Key technologies employed include RFID for
student identification and access control, GPS for real-time bus tracking, and 4G LTE
communication for synchronizing data between embedded hardware (T-SIM A7670E) and a
centralized backend utilizing SQLite and MySQL databases. A semi-automatic tripod
turnstile mechanism is integrated to enforce secure access procedures.

The system was successfully implemented and functionally tested in realistic scenarios.
Results showed effective management of student access, reliable real-time tracking of buses,
and consistent synchronization of data between the local and central databases. The system
also provided clear performance metrics, including access control accuracy and tracking
latency.

gl

e onS UG adias Al Al ealadl Jai) dadail 8 del) laaill s ) geaill 4ol & g il 138 ey
a3l s eJaill Jilas g 5a 55 e ) Aapail il jlaall o3 (5255 Lo Wlle 5 cdlall &l <)yl 85 (5 sull Gl Y

L) LD G ey Ja By T Al odail (IT'S) A4S Jadl) dadail (g0lae e & yiiall Jall aaiay
&) sall an alai g o J paall Sl g Q) e (o il (RFID) a9l N Gl s 4 sed) s 40065 rdeadial)
(T-geeall 2liall (p ULl Aia) 301G LTE 4 Jusi) 43 ¢ iiall i gl) 3 cMlal) o) (GPS) allall
8153 4l o2 A ad &5 LSMySQL. 5 SQLite <iby ae) 8 e adiny 538 e AlS 2UaisSIM A7670E)
Al Jsao el a) el 4850 535l 4 Ja )Y 450

caSdall d)idi)\dﬂ\&&ﬁbji)ﬁéﬁﬂ\Q)@J&Bc&)ﬁ\;&&ﬁjjﬂu&@Janing;eM\.J:\é.'ﬁ(aﬂ
eUs.’d\ g LS 43S all g Adaal) saclall e llall 3 8t Al Jag c"’Jaﬂ\ s gl < O (34 g o g)
) 5l g ys Jsaall b aSal) 48y e daal g ool il e

Keywords

Intelligent Transport Systems, RFID Access Control, Real-Time Tracking, GPS Location,

4G LTE Communication, IoT in Transportation, Student Transportation Management,
Embedded Systems, Data Synchronization, ESP32.

doalidall cilalslf

¢ GPS aladiuly o sall aaad ¢ diall Cd gl 8 aimil) ¢ RFID ahadiuly Jsea sl & aSaill QA1 Jail) dakuil
Ll jo daanall Aadail) Ol Jall 5 ) alas (Jall 8 L) <o yul ¢ LTE 4G 3 e Juady)
ESP32 il



Table of Contents

AADSTIACE. ...ttt ettt a e h ettt h e bt et a e e bt et st e bt e b eates i
TabIE Of CONLENLS ....viiieniieiieiieie ettt ettt sa et b et saeesaeenne s i
LSt OF FIGUIS.....vieeiiieiieeiie ettt ettt ettt ettt e et e et eebeessaeenbeesaaeenseessbeensaessneenseensnas v
LSt O TADIES ...ttt sttt et vi
Notations and SYMDOLS........coiiiiiiiiiiieiieie ettt et saee b e e vii
General INtrOAUCLION .........oioiiiiiie ittt sttt s sbe e 1
1. CHAPTER 1 Theoretical Background .............cccceeiiiiniieiiiiniiiiienie et 2
L1, INEPOAUCTION ..ottt ettt ettt 3
1.2, Introduction to ITS ..ot 3
1.2.1. Definition Of ITS ..o 3
1.2.2. ITS ATCHITECTUIE ...ttt ettt et et 3
1.2.3. ITS APPIICALIONS ...ttt ettt 3
1.2.4. Real-World Implementations of ITS .......cocoiiiiiiiiiee e 4

1.3.  Security and Management in ITS ..........cccoiiiiiniiiinieececeees 5
1.3.1. Identification, Authentication, Authorization, and Accounting (IAAA)........ 5
1.3.1.1. IAentifICatION. ...couiiiiieiie e e 5

1.3.1.4. ACCOUNTING ..ottt ettt ettt ettt st sbe et s e e eane 6

1.3.1.5. TAAA application in ITS ......ccciiiiiieieeeeeee e 6

1.4.  Technologies Used I ITS .....ccooiiiiiiiiieeeeeeeee e e e 6
1.4.1. Data Acquisition TeChnOlOZIES .........cccvveeeiiiieeiiieeiieeeiee e 7
1.4.1.1. Radio Frequency Identification (RFID) Technology ..........cccccueeenneenn.ne. 7
1.4.1.2. GPS TeChnology ......cocouiieiiiieiie et 8

1.4.2. Communication Technologies..........cccveeriieiiiiiiiiecieeee e 8
1.4.2.1. Cellular Communication (4G/LTE) ..cc.coovviieeiiieeieeeeeeceeeeee e, 9
1.4.2.2. Long-Range Low-Power Communication (LoRa) ..........ccceviiniinnnnn 9
1.4.2.3. Communication Protocols ..........ccooeeiiiniiiiiiniiiieicieee e 10
1.4.2.3.1. HyperText Transfer Protocol.........cccccceevviieniiiiniieeieciee e 10

1.4.2.3.2. Message Queuing Telemetry Transport (MQTT) Protocol............... 11

1.4.3.  Real-Time Data ProCeSSING ........c.cccuveriierieiiieiieeiieiie et 12
1.4.3.1. Computing MOdEIS .......ooeiiiiiiiiieieeeee e 12

i



1.4.3.1.1.  Cloud COMPULING ....ccuvieiiieiieiieeiieiie ettt ettt et eieeseaeevee e 12

1.4.3.1.2. Edge COMPULING......cocviiriieiieiieeiieiieereeseeeieeeiee vt seeesaeeseaeeseenenes 12

1.5, CONCIUSION ...ttt sttt b et st et e bt e b et 13
2. CHAPTER 2 System Design and Implementation............ccceeeeevveereeeiieenieenieenneeneens 14
208 D 113 (0T L 1o1 5 10 ) s RO RRRPRRRPR 15
2.2, SyStem ATCHItECIUTIE .....oeeeviieiiieicieeecieeeetee ettt e et e e sve e e b e e enaeeeaseeesneeens 15
2.2.1. SYSEIM OVETVIEW....cueviieeiieeiiieeiieeeireeesiteeeiteesteeesbeeesreeessseeesssesensseesssseenns 15
2.2.2. System WOrk FIOW .......cccuiieiiiieiieceeeeeee e e 16
2.3, Hardware DESIN ........c.uieecuiiiiiieeciie ettt ettt e e etee e s e e e sae e e saaeeeareeenaaeeens 18
2.3.1. T-SIM A7670E (Microcontroller) ..........ceeeueeriienieiiieieeieesee e 18
2.3.1.1. Overview of the T-SIM A7670E Board ...........ccccovveevieiniieeiieeieee, 18
2.3.1.2. ESP32 COTE .ttt ettt 19
2.3.1.3. GINSS SUPPOTT ..ttt e e 19
2.3.1.4. SD Card SUPPOTL ..ottt 20
2.3.1.5. SIM A7670E LTE MOA@M ......cceiveieiieiiieiieieeie et 20
2.3.1.6. Power Handling ..........cccoovuiiiiiiiieiiieieeceee e 20
2.3.2.  RC522 reader (RFID Reader Module) ........cccoeveieiieniiiiiiiiieieenie e 21
2.3.3. Semi-automatic Tripod Turnstile (Blocking Mechanism).............cccccu..e.. 21
2.3.3.1. The Blocking Mechanism Core..........cceevveeerieeeiieeniieeeiie e 22
2.3.3.2. Solenoid Actuation SYSTEM .......cc.eeevuiieeiiieeeiiieeriieeriee e e 23
2.3.4. Driver INterface. .....c...oovuiiiiiiiiiii e 24
2.4.  System Data Flow & CommuniCation..........cccueeeruveeriiieeniiieeniieenieeesneeesveessineeens 25
24.1. Overview of Data FIOW .....coocoiiiiiiiiiieeeeeeeeee e 25
2.4.2. Local database (SQLAE) ......eevuireiiieeiiieeiee et e 25
24.2.1. Local database StruCtUre .........c.c.ceeeeeieerienieenieeieete e 25
24.22. Local data ProCESSING .....ccueevueeeiiieriieeiieriieeieesieeeiee e eaeesieeebeeseeeeeeens 26
2.4.3. Central Database (MYSQL) ....coouiiiiiiiiiiiieiet e 27
24.3.1. Central database StrUCUTE.........cceevuerieriiriiinieeeeeeeeeese e 27
2.4.3.2. Data Sync Strategy and Error Handling ...........cccoeoeviieniiiiiiniicen. 28

2.5, CONCIUSION ...ttt sttt et sttt et e st enae e 30
3. CHAPTER 3 System Testing and Evaluation.............cccocceeviiniiniiininiiieieeeee, 31

i1



I IR 315 (0 1¢ 117015 (o) s AUUUUUUUUUUUU TR 32

3.2, Testing ENVIFONMENL .....cccvieiiieiiieiieeieeiieeie et eeite et eseee e sieesbeesenesnseesaee e 32
3.3, Test Cases and RESUILS .......cccerieriiiiiiiiieieceeeeeee e 33
3.3.1.  Functional TeStNG ......cceevciieiiieiiieiieeie ettt ettt eees 33
3.3.2. Performance TeStING.........ccueeeiuiieiiiieeiiee et e 34
3.3.3. SECUEY TESTINEZ ..viieeiiieeiiieeeiee ettt e et e e et e e e e sereeesabeeeaaeeenaeeens 35

3.4, System Evaluation ........cccciiiiiiiiiiiicieecec ettt e 36
34.1. Performance MEtTICS. ......ccueiiiiiiieiiieiieee e 36
34.1.1. Accuracy of Real-Time Tracking.........cccceovvvevviieeiieeniie e, 36
3.4.1.2. Prediction Accuracy for Arrival TIMES ........cccceeeveeeniiiiiieniieieieeee 36
3.4.1.3. real-time data Sync latency ..........coooveeviieiiienieiiieeee e, 37

3.4.2. Limitations and IMprovements...........cccceccveeeviieeeiieeeiie e e 38

K 0 O 010111 L1 15 10 ) E OSSPSR 40
GeNETal CONCIUSION ..c.uuiiiiiiiiieiiee et ettt sttt e ettt e s te e beeesbeeseeeeneeens 41
RETEICIICES ...ttt ettt ettt et e s bt e bt e enbeesseeeareens 42
APPENAIX Bl st e st e e baeetteebeensaeeraens 45
APPENAIX C oottt ettt ettt e et e et e e bt e seb e et e e e aaeenbeeesbeebeensbeenbeeasaeenraens 47
KN o) 0157116 1.l D TS 48
F N 0] 0157 116 1 G RS SRR 49
F N 0] 0157 116 1.l TSRS 50
KN 0] 0153116 1. € 3 OSSR 52
F N o) 153116 1. € TSRS 53
FN 0] 15116 1.l = SRS 54

v



List of Figures

Figure 1.1: Intelligent Transportation System architecture ...........cceeevveeeciieeecieeeeciieeriee e 3
Figure 1.2: Passive RFID CONCEPL ......uuiiiiiiiciiiieiie ettt sveeeeneesnaeeens 7
Figure 1.3: GPS Satellite PoSitioning [8]. ....cccveeivieeiiieeiieeie et esvee e e 8
Figure 1.4: LoRa/LTE Bandwidth vs Range [10]. .......cccceviieiiiiniieiierieeeeeeeee e 9
Figure 1.5: HTTP protocol archit@Cture .............cccueevuierieeiiieniieiieeie et 10
Figure 1.6: MQTT Publish-subscribe Architecture [12]. .......ccoovieviieiieiiiiieeieeieecie e 11
Figure 1.7: Edge computing contrasted with cloud computing [14]. ......cccccecveviriiniencnnene 12
Figure 2.1: System General ArChiteCtUIe ........c.ceeviiiiiiiiieiiecieeiieee e 15
Figure 2.2: System Work Flow Organizational Chart..............cccccvveeiieeniieenciie e, 17
Figure 2.3: LilyGO T-SIM A7670E Development Board...........cccccecvvveviiieeniiieeiieeieeeen, 18
Figure 2.4: Tripod Turnstile Blocking mechanism [18].........ccooiiiiiiiieniiiiieieeeeieeee 22
Figure 2.5: Solenoid DIiver CIFCUIL........ccouiriirieriirienieeie ettt 23
Figure 2.6: Driver Interface Work FIOW.........cccooiiiiiiiiiiieiiiciccce et 25
Figure 2.7: Visualization of Students Table (SQLItE).......ccceevvirrieriieiieiieeieeie e 26
Figure 2.8: Visualization of BusStats Table (SQLIte)........cccccvieriieriieriieiiieiieeieeieeeie e 27
Figure 2.9: General Database NetWOrk ..........ccceeviiiiiiiiiieiieiiiciecieeeese e 27
Figure 2.10: Visualization of buses Table (MySQL) ....ccccoceviiiiiiiniiiiniinieceececeee 29
Figure 2.11: Visualization of buses Table (MySQL) ....cccoceviiiiriiniiinicneecececee 29
Figure 2.12: Visualization of EntryLogs Table (SQLIt€)........cccceeviirieniniinieinicnecienne 29
Figure 3.1: Real-Time Tracking Accuracy per TTiP......ccceceerieriiieniieeieeiie e 36
Figure 3.2: ETA Prediction E1ror Per TTIP ..ccccvveeeiiieeiiieeiieecee et 37
Figure 3.3: Real-Time Data Sync Latency per Trip ....ccceeevveeeiiieeniiieeniieeciee e 38



Table 1.1:
Table 2.1:
Table 2.2:
Table 2.3:
Table 2.4:
Table 2.5:
Table 2.6:
Table 2.7:
Table 3.1:
Table 3.2:
Table 3.3:
Table 3.4:

List of Tables

TAAA Working PrinCiple ........coeovieiieiiiieiieieecie ettt 6
T-SIM A7670E Specifications [15] ...cceeeieeiieiieiieeiieeie et 18
SD Card PInout [15] ..ccuviieiieeeeeeeeeee e e et 20
RCS522 PINOUL [17] oottt 21
S01en01d CharaCteriStICS ..uvvreeiireeiiieeiieeeieeeeieeeeee e et e et eesvee e e e eereeenaeeenaeas 23
Interface PINOUL. ........oooiiiiiii e 24
SQLite Database StIUCIUIE .........cccuvieiiiiieeiieeeiee ettt 26
MySQL Database StruCtUIe.........c.eeeiieiuierieeiierieeieeree ettt eieesae b eenes 28
SOFIWATE LIST ..ttt sttt ettt e 32
Functional Testing RESUILS ........cccveriiiiiiiiiiiiiecieceee et 34
Performance Testing ReSults.........cccooooiiiiiiiiiiiiii e 35
SECUTTLY TESHING. ....eeuviriiiiiiiieiteieee ettt 35

vi



Notations and Symbols
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RFID — Radio Frequency Identification

SNMP — Simple Network Management Protocol
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General Introduction

In recent years, the evolution of technologies has significantly impacted the public
transportation sector [1], especially with the integration of Intelligent Transport Systems
(ITS) [2]. These systems aim to improve the efficiency, safety, and convenience of
transportation services by incorporating advanced data acquisition, processing, and
communication technologies.

The transportation system adopted by universities has proven to be inefficient due to its
poor management of transportation security and availability, as it depends on outdated and
manual processes such as security agents to control student access and bus drivers’ decisions

to provide transportation services. This traditional system provided multiple issues such as:

Transportation unavailability: it’s often caused by a shortage of buses, which happens
due to road traffic or drivers’ delay.

Student overcrowding: it usually occurs when most buses are occupied during busy
times. This often leads students to either waste time by waiting for the next bus or squeeze
their way into the crowd, forcing them to stand in uncomfortable and unsafe conditions.

Potential security risks: unauthorized access, lost items, and theft are some of the risks
that arise from the lack of supervision at bus stations due to limited coverage by security

agents.

These issues highlighted the need for a more controlled, and well-monitored transportation

system that meets the modern demands for automation, monitoring, and responsiveness.

To address these issues, we proposed in this thesis a design and implementation of a
student transportation management system based on ITS principles. The proposed solution
aims to modernize university transportation by integrating key technologies such as real-time
GPS tracking for bus location monitoring, RFID-based access control to ensure secure and
authorized access, and predictive analytics to estimate arrival times and manage passenger
capacity.

This thesis is structured into three main chapters. Chapter 1 provides the theoretical
background, including a comprehensive overview of ITS technologies and their role to public
transportation. Chapter 2 covers the design and development of the system architecture,
detailing the hardware and software components used in the solution. Finally, Chapter 3
presents the testing process, system evaluation, and performance analysis based on real-
world trials, highlighting both the strengths and limitations of the developed prototype.
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Chapter 1 Theoretical Background

1.1. Introduction

With the integration of modern technology, the development of transportation systems has
advanced significantly, leading to the creation of what is now known as Intelligent Transport
Systems (ITS). These systems aim to enhance the efficiency, safety, and sustainability of
transportation networks by incorporating advanced technologies such as data acquisition

devices, wireless communication, and real-time data processing.

This chapter offers a solid theoretical foundation for understanding the fundamental
components of ITS, including everything from its architecture and real-world applications to
understanding the technologies that are used within ITS.

1.2. Introduction to ITS
1.2.1. Definition of ITS

An ITS is a modern application of the Internet of Things (IoT) that integrates into
transportation systems a variety of information and electronics technologies that are based
on wireless and wired communication protocols. These systems aim to enhance the
efficiency, safety, and reliability of transportation networks by enabling intelligent decision-
making and real-time data exchange between vehicles (V2V) and between vehicles and
infrastructure (V2I), which leads to a better user experience [1].

1.2.2. ITS Architecture

No matter the purpose behind creating an intelligent transportation system, the principles
behind how it works usually have some similarities from one system to another. An ITS
model starts by collecting real-time data, which is then transmitted to processing units for
analysis (Figure 1.1). These units interpret the information and make real-time decisions that
are usually physical changes or instructions in the form of control signals. The system

continuously monitors its performance and adapts over time [1].

L Data S
Data Communication . System Monitoring &
Collection . & Transmission . Pr%s:f;;igs & . Control . Evaluation

Figure 1.1: Intelligent Transportation System architecture
1.2.3. ITS Applications
These systems can offer variety of applications to the public transportation like:
e Automation

Automation has invaded multiple domains, and transportation is one of them. It can

significantly help in reducing human intervention in daily transportation operations which
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minimize human error, and ensure consistent performance. For example, automated

ticketing systems, RFID-based identification systems....
e Real-time data collection monitoring and analytics

ITS have the ability to collect and process real-time data from various sensors which can
help us achieve a continuous monitoring of vehicles, traffic flow, and passenger activity.

e Multi-device access real-time data

Operators, drivers, and even passengers can use various devices to interact with ITS
real-time data. This interaction can help users stay informed and react instantly, track
vehicle locations, and receive real-time schedule or delay information. Administrators can
also monitor and operate the system remotely.

1.2.4. Real-World Implementations of ITS

several cities worldwide have managed to integrate intelligence into their existing
transportation systems.

» Stockholm’s congestion pricing system uses RFID and ANPR (Automatic Number Plate
Recognition) technologies for vehicle identification. These systems communicate over a
secure TCP/IP-based network, with roadside units transmitting data to a centralized
control center via cellular (4G) or fiber-optic links. The control center uses real-time data
exchange protocols such as HTTPS and WebSocket for dashboard updates and system
alerts. Message Queuing Telemetry Transport (MQTT) may be used in subsystems for
lightweight, real-time telemetry data exchange between traffic sensors and backend
servers [1].

» London’s Congestion Charging Zone is powered by a network of CCTV and ANPR
cameras, integrated via wired Ethernet (LAN) and fiber-optic connections. These devices
feed data into a central system over HTTPS using secure APIs. Internally, the system may
use SOAP/RESTful APIs for module communication and SNMP (Simple Network
Management Protocol) for device monitoring. Communication between various city
transport services is standardized via DATEX II, a European data exchange protocol for
traffic and travel information [2].

» Singapore’s ITS leverages multiple technologies, including GPS, V2I (Vehicle-to-
Infrastructure) communication, and cellular networks (4G/5G). Real-time data from taxis,
buses, and road sensors is sent via UDP/TCP/IP protocols to the Land Transport
Authority's backend servers. The system also uses DSRC (Dedicated Short-Range
Communication) in some scenarios for low-latency vehicle-to-infrastructure messaging.
IoT middleware platforms often rely on MQTT or AMQP (Advanced Message Queuing
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Protocol) to collect and route data streams to machine learning services for traffic

prediction [3].

» The TAP system uses RFID/NFC for contactless fare collection. Card readers installed on
buses and subway turnstiles communicate over RS-485 or CAN Bus for local hardware
interconnection and then forward data to the central server via Wi-Fi, Ethernet, or cellular
4G/LTE depending on vehicle location. Transactions are uploaded using HTTPS REST
APIs to ensure secure communication. Backend systems use database replication
protocols and JSON-based data exchange to synchronize fare and usage data across
agencies [4].

1.3. Security and Management in ITS
1.3.1. Identification, Authentication, Authorization, and Accounting (IAAA)

IAAA is a foundational concept in modern intelligent systems, especially in systems that
rely on networks and require strong security. It stands for four core processes that ensure
secure and controlled access to digital services and infrastructure.

Here’s how each process works and why it's critical:

1.3.1.1. Identification

Identification is the process of claiming an identity. It’s a way of answering: "Who are
you?". Before access is taken into consideration, this is the initial stage in identifying who is
attempting to access. Access can be granted if a user, device, or system presents an identifier,
such as a username, email, RFID tag ID, or device MAC address [5].
1.3.1.2. Authentication

Authentication is the process of checking the reliability of who is attempting to access. In
this process we use various Authentication factors to prevent unauthorized access and
provide a strong security [5]. Those factors are typically divided into:

> Something you know (e.g., password)
> Something you have (e.g., security token)
> Something you are (e.g., fingerprint)

1.3.1.3. Authorization

Authorization defines the permissions and roles that each authenticated person is allowed
to have which ensures that users can only access what they’re supposed to. For example, a
user might be allowed to view data but not modify it [5].
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1.3.1.4. Accounting

Accounting tracks and monitors the actions taken by users and systems. It answers: “What
did you do, when, and for how long?”. It can provide a record of logging session activities,

resource usage, login times, duration, access patterns, and more [5].

Table 1.1: IAAA Working Principle

Function Purpose Example

Identification | Claiming an identity | Typing a username

Authentication | Proving identity Entering a password
Authorization | Granting rights Access to dashboard only
Accounting Tracking usage Logging user login/logout times

1.3.1.5. TAAA application in ITS

The principles of IAAA are applied across both the software and hardware components of
Intelligent Transport Systems.

On the software side, IAAA ensures that only authorized users can access or interact with
systems such as ticketing platforms, traffic management dashboards, or passenger data

services. This protects sensitive information and ensures secure operations.

On the hardware side, I[AAA processes are used to control physical access. The
Identification, Authentication and Authorization mechanisms are used to allow only verified
individuals to access Intelligent Transport like buses, trains, or station gates. This verification
can take many forms depending on the purpose of the system. For example, it can check if a
person’s public transport subscription is still active, confirm whether a student’s ID exists in
the transportation database, or verify if an employee is listed for company bus use before
granting access. In each case, the system ensures that only authorized individuals are allowed
access based on predetermined standards.

The accounting part of IAAA is responsible for tracking and recording access events. It
keeps a detailed log of who accessed the system, when, and for what purpose. This helps in
monitoring usage patterns, detecting unusual activities, and generating reports for analysis.
In transportation systems, for example, accounting can log each time a person enters or exits
a vehicle or facility, which is useful for both security and service optimization.

1.4. Technologies Used in ITS

The efficiency of ITS depends on the integration of various technologies that are
responsible for acquiring, communicating, and processing data in real time. The following
sections highlight some of the technological components used in ITS.
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1.4.1. Data Acquisition Technologies
1.4.1.1. Radio Frequency Identification (RFID) Technology

RFID is an automatic identification technology that uses radio waves for data transmission
and identification. It stores information in electronic tags and communicates via radio waves
between reading devices (readers) and tags, enabling the tracking and identification of items
[6]. This technology is classified into two types: Active and Passive. Active RFIDs are
battery-powered, which enables the ID chip to emit signals on its own. On the other hand,
Passive RFIDs require a scanner to transmit a radio signal to the ID chip to prompt it to emit
signals in response [6].

Incoming RF Signal

W
W -

Amplitude-Modulated Signal

READER

Figure 1.2: Passive RFID Concept
The RFID technology has been integrated into public transportation through a variety of

practical applications, such as:

e Ticketing System: In public transportation, RFID technology helped in automating the
ticketing procedure. All passengers have to do is hold their RFID card near the ticketing
machine, which allows the system to quickly finish identification verification and fee
deduction. This approach significantly helped to reduce wait times and the requirement
for manual processes, which minimizes the mistake rate, while also improving passenger
convenience [7]. RFID also facilitates travel without paper. Instead of using ordinary
paper tickets, travelers can use electronic transportation cards or smartphone
applications. This concept reduces paper waste, which not only makes travel more
convenient but also advances sustainable development goals [7].

e Passenger Management: The RFID system can monitor passengers’ activity on
transportation in real-time. The managers can reasonably plan capacity after a detailed
analysis of peak hours and passenger behaviors to ensure sufficient service and comfort
for passengers during busy periods [7]. In addition, when passengers use RFID cards,
their identity information is recorded and tracked for verification and security checks
when needed. This measure effectively prevents unauthorized travel and improves
public safety [7].
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e Data Analysis and Optimization: The RFID system can collect substantial data related
to passenger travel, including entry and exit times and passenger flow counts. Analyzing
this data allows transportation management to better understand passenger needs,
optimizing operational strategies and service arrangements to enhance the overall travel
experience [7].

1.4.1.2. GPS Technology
GPS stands for Global Positioning System. It operates by calculating the distance between

a user's receiver and multiple satellites in orbit. By combining signals from at least four

satellites, the receiver can determine its exact position on Earth through a method called
trilateration.[8]

Figure 1.3: GPS Satellite Positioning [8].

This process allows for real-time location tracking which enables several critical
applications in various aspects of public transportation systems such as:

e Real-Time Vehicle Tracking: GPS allows operators to monitor the location of buses,
trains, or other public transport vehicles in real-time. Knowing such type of information
can help reduce passenger wait times and improve schedule accuracy.

e Traffic Management: GPS data helps identify traffic congestion in real-time, allowing
authorities to adjust signals, redirect traffic, or issue alerts.

e Emergency Response and Safety: In case of accidents or emergencies, GPS can help
locate the exact position of a vehicle quickly leading for an improvement in response time.

1.4.2. Communication Technologies

Communication technologies are responsible of transmitting the data collected from Data
Acquisition Technologies to remote servers, databases, or control centers. Real-time
monitoring, control, and decision-making wouldn’t be possible without a strong
communication setup.
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1.4.2.1. Cellular Communication (4G/LTE)

4G LTE stands for Fourth Generation Long-Term Evolution. It’s a globally adopted
standard for high-speed wireless communication, offering lower latency and greater
bandwidth compared to previous generations. While this technology can reach speeds of up
to 100 Mbps under ideal conditions, real-world performance varies depending on location
and network quality. It can reach a maximum speed of 15Mbps which makes it very
interesting for the Internet of Things [9].

4G LTE consumes high power due to several factors, including constant connectivity
through SIM cards that relies on active service subscriptions, high data transmission rates,
and complex signal processing requirements. These characteristics make it less suitable for
applications that rely on long battery life, such as low-power IoT devices. However, features
like constant connectivity and seamless communication with cell towers, make LTE an ideal
choice for fast-moving devices in ITS, where real-time data transmission and continuous

network access are essential [9].
1.4.2.2. Long-Range Low-Power Communication (LoRa)

LoRais a Low Power Wide Area Network (LPWAN) technology designed for long-range
communication with minimal energy consumption. It operates over distances up to 15-20
km in rural areas and 2—5 km in urban settings. Although it supports only very low data rates
(0.3 to 50 kbps) and has higher latency, its extremely low power usage makes it ideal for
battery-powered devices that need to operate for years without maintenance. LoRa uses
narrowband channels (125-500 kHz), keeping costs low and making it suitable for private
deployments in applications like environmental monitoring, smart agriculture, and remote

sensor networks where high-speed data transfer is not required [10].
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Figure 1.4: LoRa/LTE Bandwidth vs Range [10].
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1.4.2.3. Communication Protocols

Communication protocols are fundamental to the IoT, enabling devices to exchange data
reliably and efficiently. Among the most widely used protocols in IoT are HTTP and MQTT
protocols which serves our communication needs.

1.4.2.3.1. HyperText Transfer Protocol

HTTP Protocol is the foundation of data communication on the web. It enables the
exchange of information between clients (like browsers or microcontrollers) and backend
servers. The communication between clients and servers is done by exchanging individual
messages (Figure 1.5). The messages sent by the client are called requests and the messages
sent by the server as an answer are called responses [11].

Clients can request a server to perform a variety of actions on a resource (like data on a
database). These actions are called HTTP methods which define the type of operation being

carried out in a web communication. Some of the most relevant HTTP methods are:

» GET: Retrieve data from a specified resource without modifying it [11]. Example:
Fetching student records from a transportation database.

» POST: Send data to the server to create/process a new resource [11]. Example: Submitting
a new student’s RFID access credentials.

» PUT or PATCH: Update existing resources. PUT replaces the entire resource, while
PATCH applies partial modifications [11]. Example: Updating a bus’s real-time GPS
coordinates (PUT) or correcting a typo in a student’s name (PATCH).

» DELETE: Remove a specified resource from the server [11]. Example: Deleting an
expired RFID access record.

Server-Side
Systems

. HTTP Request

/1

Database

Client

J{ ’]‘ (Browser)

HTTP Response

v

Web - Server

Figure 1.5: HTTP protocol architecture
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The HTTP protocol is commonly used in IoT systems, enabling devices such as sensors,
microcontrollers, and embedded systems to send and receive data over the internet. This
communication often follows a structured approach using RESTful APIs (Representational
State Transfer Application Programming Interfaces), which define how devices can access
and manipulate web-based resources [11].

1.4.2.3.2. Message Queuing Telemetry Transport (MQTT) Protocol

MQTT is an OASIS standard messaging protocol for the IoT. It is designed as an
extremely lightweight publish/subscribe messaging transport that is ideal for connecting
remote devices with a small code footprint and minimal network bandwidth (Figure 1.6).
MQTT today is used in a wide variety of industries, such as automotive, manufacturing,
telecommunications, oil and gas, etc. [12]

The MQTT Publish-Subscribe pattern has four main components:

» MOQTT Broker: is like a post office. It receives messages from devices (clients) and
sends them to the right subscribers. It’s the central part that manages all
communication in the MQTT system [12].

» MQTT Client: is any device or application that connects to the broker. It can send

(publish) messages, receive (subscribe to) messages, or do both [12].

» Publishing: means sending a message to the broker on a specific topic. For example,
a temperature sensor can publish data like "25°C" to a topic called
"home/livingroom/temperature" [12].

» Subscribing: means a client asks the broker to send it any messages published to a
specific topic. For example, an app subscribed to "home/livingroom/temperature"
will receive the temperature updates from the sensor [12].

Client

publish
Broker

Figure 1.6: MQTT Publish-subscribe Architecture [12].
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1.4.3.Real-Time Data Processing

Real-time data processing is what stands out for intelligent transport systems. Without it,
ITS would lose its “intelligence” and become just a static transport management system.
That's due to its crucial role in making immediate decisions based on multiple integrated data

streams.
1.4.3.1. Computing Models
1.4.3.1.1. Cloud Computing

cloud computing uses internet to connect users to a cloud platform where they request and
access rented computing services [13]. cloud platforms host databases, offering both data
storage and processing capabilities, enabling applications to access, manage, and analyze
data remotely.

This model relies on continuous communication with remote server programs that located
in data centers, these data centers are often located thousands of miles away, often in areas
that have cheap electricity and cold climate, so the amount of energy required for cooling is

minimized [13].
1.4.3.1.2. Edge Computing

Edge Computing is a computing framework that processes and analyses data closer to the
point where it's created (real-time) rather than sending all data to a centralized data center or
cloud to reduce latency, minimize bandwidth usage and improve response time [14].

This framework plays a critical role by enabling small local processors (like
microcontrollers or edge servers) to process real-time data coming from a network of IoT
devices, like sensors and actuators Instead of sending every bit of data to the cloud, to analyze
and respond to the data right where it’s collected [14].

Edge technology is used in many domains that requires real-time data processing such as
healthcare monitoring, Agriculture, industrial automation and ITS [14].

CLOUD -— EDGE T

Compute - Storage Compute - Storage Sensor

——d N

Non-Real-time Real-time
Data Data

Figure 1.7: Edge computing contrasted with cloud computing [14].
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1.5. Conclusion

In this chapter, we explored the fundamental concepts that work together to achieve
intelligent, secure, and efficient transport solutions. By understanding how data is acquired,
transmitted, processed, and protected, we can see how ITS is capable in solving modern
transportation challenges. After having this theoretical background, we are now ready to
move into the next chapter, which will focus on the design, implementation, and integration
of a real-world ITS prototype.
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Chapter 2 System Design and Implementation

2.1. Introduction

This chapter will demonstrate how the concepts and technologies introduced above are
practically applied through a combination of hardware components and intelligent software
design to create a connected intelligent transportation system for students.

We begin by highlighting the overall architecture and work flow of the proposed system
and its main components, which integrates RFID-based identification, real-time location
tracking, and centralized data synchronization. Next, we discuss how the system processes
data locally and how it uses wireless communication to provide real-time monitoring and

tracking remotely.

By the end of this chapter, there will be a clear understanding of how our proposed
intelligent transportation system will deliver a seamless and responsive transportation

solution.
2.2. System Architecture
2.2.1.System Overview
The proposed system is divided into two main segments (Figure 2.1):
» On-Bus Unit (Embedded System)

» Cloud Infrastructure (Remote Monitoring & Control)

Local
Database
LTE 4G
r — 4 Communication -
GPS Antenna v Link Cenral
Database
RFID Reader T-SIM AT670E Tumstile Mechanism
{Microcontroller)

e

Diriver Interface

| —

Visual/Audio
Indecators

Dashboard Ul

Figure 2.1: System General Architecture

The on-bus unit (see Appendix B for General Circuit Schematic) is an embedded
system designed to manage access control, location tracking, and data logging in real-time.
The core of the system is the T-SIM A7670E module, which combines a microcontroller,
cellular connectivity (for data transmission), local storage and multi-GNSS (for location
tracking). This module is paired with an RFID reader (for student authentication), a driver
interface, a blocking mechanism (to secure access), and a stable power supply (to ensure
uninterrupted operation).
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The cloud infrastructure is composed of a backend server that handles incoming data
from the on-bus unit and a centralized database that securely stores this information. The
backend is responsible for processing and validating the data before inserting it into the
database. This architecture ensures reliable data flow from mobile units to the cloud,
enabling real-time monitoring, analytics, and future scalability.

2.2.2.System Work Flow

As showed in the flow chart below (figure 2.2), the system starts by initializing all the
sensors and modules used within the system such as the RFID Reader, SD card, LTE, and
GPS. If one of the modules fails to initialize, the system then displays an error code and
stop afterwards. Otherwise, the system displays “swipe your ID” and wait for students to
scan their identification tag.

If a student swipes their identification tag on the RFID reader, the system checks its
authenticity according to two conditions: whether it exists in the authorized students list
within the local SQLite database and whether it has not been used within a defined
cooldown period. If either condition fails. The blocking mechanism stays locked and
indicates that access to transportation is denied (LEDs, buzzer...). If access is granted, the
system unlocks the blocking mechanism, indicates that the access is granted (LEDs,
buzzer...), records the entry within the history access record, and increases the current

passenger capacity in the database.

At the same time, transportation drivers can interact with the system using a dedicated
interface which has a menu section that can be accessed by pressing on the menu button
to set the next destination or configure maximum capacity of the bus. This feature

ensures flexibility for route adjustments or overcrowding prevention.

The system constantly checks both of the internet connectivity and the backend
response status. If both are available the system provides Real-time synchronization and
continuous updates of dynamic data such as the vehicle’s location, current passenger
capacity, and next destination, enabling remote monitoring of the estimated time of
arrival (ETA), occupancy level, and Incoming transportation availability. On the other
hand, If the system is offline or the server isn’t responding, the data get stored within the

local database until connection is restored.

16



System Design and Implementation
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Figure 2.2: System Work Flow Organizational Chart

17



Chapter 2 System Design and Implementation

2.3. Hardware Design
2.3.1. T-SIM A7670E (Microcontroller)
2.3.1.1. Overview of the T-SIM A7670E Board

The T-SIM A7670E is a development board module from LILYGO that integrates an
ESP32 WROVER-B microcontroller with a SIM7670E cellular module, GNSS support via
a dedicated antenna, and a “18650” Li-ion battery slot. This combination provides efficient
processing, wireless connectivity, and power flexibility, making it an ideal choice for
mobile applications such as our transportation system.

Figure 2.3: LilyGO T-SIM A7670E Development Board

Here’s a table containing most crucial technical specifications and features that made us
choose the T-SIM A7670E for our system (see [15] for more details):

Table 2.1: T-SIM A7670E Specifications [15]

Category Specification
. ESP32 WROVER-B (dual-core 32-bit, 240 MHz, 520
Microcontroller
KB SRAM, 8 MB PSRAM)
Cellular Module SIM7670E — supports 2G and 4G (LTE Cat 1)
Integrated GPS, GLONASS, BeiDou (via SIM7670E)
GNSS Support . .
with external active GNSS antenna port
“18650” Li-ion battery slot with onboard charging and
Battery Support i L
protection circuit
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B1/B3/B5/B7/B8/B20
LTE Bands ) . .
(works with Algerian mobile network operators)
Supported Networks LTE-FDD, GSM, GPRS, EDGE
SIM Card 1.8V/3.0V (Supports Nano/Micro SIM)
LTE: 10 Mbps DL / 5 Mbps UL
Data Rates
GPRS/EDGE: 236.8 Kbps DL/UL
Interfaces SPI, I12C, UART, ADC, DAC, PWM
Protocols TCP/IP, HTTP/HTTPS, MQTT, FTP/FTPS, DNS, TLS
Supply Voltage 3.4V-4.2V
Power consumption LTE : ~3.8 mA (idle) /GSM : ~3.5 mA (idle)

2.3.1.2. ESP32 Core
The core processing unit of the T-SIM A7670E board is based on the ESP32 WROVER-

B module, a powerful dual-core 32-bit microcontroller operating at a clock speed of 240
MHz It features 520 KB of SRAM and an additional 8 MB of PSRAM, offering sufficient

memory resources for multitasking and concurrent execution of embedded applications.

The ESP32 is responsible for managing RFID operations, peripheral communication
(e.g., SD card, visual indicators), and logic-based decision-making. Its support for
interfaces such as SPI, I°C, UART, ADC, DAC, and PWM makes it highly adaptable for
various I/O operations required by the system.

2.3.1.3. GNSS Support

The T-SIM A7670E includes integrated GNSS functionality via the SIM7600 series
modem, supporting major global satellite systems such as GPS, GLONASS, and BeiDou
which improves satellite visibility and ensures more reliable positioning, particularly in

urban environments.

The GNSS system uses an external active GNSS antenna that typically achieve
horizontal positioning accuracy within 2.5 to 5 meters Under ideal conditions. However,
this accuracy may vary depending on environmental conditions, antenna quality, and

satellite availability.
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2.3.1.4. SD Card support

The T-SIM A7670E development board features a built-in TF card slot that is fully
compatible with microSD cards which eliminates the need for additional SD card modules.
The TF card slot operates via SPI communication protocol, utilizing the following pin

configuration:
Table 2.2: SD Card Pinout [15]
Pin Type Pin Description T-SIM A7670E pins
MOSI Master In Slave Out GPIO 15
MOSI Master Out Slave In GPIO 02
SCK Serial Clock GPIO 14
CS Chip Select GPIO 13

The microSD is used as a local database storage unit in our system. it stores sensitive
and essential data such as the list of authorized student IDs used for RFID-based access
authentication, which can be remotely updated. it also stores a predefined list of bus
stations from which the driver can select the next destination through a dedicated interface.
Additionally, the system logs unsynchronized access events locally when network

connectivity is unavailable.
2.3.1.5. SIM A7670E LTE Modem

The board integrates a SIMCom A7670E modem, which enables cellular connectivity
through both 2G (GSM) and 4G (LTE Cat 1) networks. This module allows for remote
communication with the base station via mobile networks available in Algeria, using LTE-
FDD and GSM/EDGE protocols [16].

The integrated modem supports data rates of up to 10 Mbps (downlink) and 5 Mbps
(uplink) in LTE mode, and 236.8 Kbps for GPRS/EDGE, making it suitable for sending
passenger data, location updates, and access logs in near real-time using multiple protocols
such as TCP/IP, HTTP/HTTPS, and MQTT [16].

2.3.1.6. Power Handling

The T-SIM A7670E features a dedicated power management system designed to operate
on a single 18650 Li-ion battery. It includes onboard charging and overcurrent protection
circuitry, ensuring safe and reliable energy delivery to all modules. The board supports a
voltage range between 3.4V and 4.2V.
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Power consumption varies based on communication mode, with idle current draw
around 3.3 mA for LTE and approximately 3.5 mA for GSM. This efficient power design
enables prolonged operation in mobile environments like buses, even when disconnected

from external power sources.
2.3.2. RC522 reader (RFID Reader Module)
The RC522 is a compact 13.56 MHz RFID reader module based on the MFRC522 chip,

commonly used for short-range (~3—5 cm) wireless identification due to its reader/writer
antenna that’s designed to communicate with ISO/IEC 14443A cards and transponders

without additional active circuitry [16].

This module was selected for its low cost, extended support, and reliable performance
in embedded applications as it operates at 3.3V and communicates via SPI, making it
directly compatible with the ESP32 through the following pin configuration:

Table 2.3: RC522 Pinout [17]

Pin Type Pin Description T-SIM A7670E pins
MOSI Master In Slave Out GPIO 23
MOSI Master Out Slave In GPIO 19

SCK Serial Clock GPIO 18
SDA Chip Select GPIO 5
RST Reset 33V
3.3V Voltage Input 33V
GND Ground GND

The RC522 module supports secure sector-based memory access and uses cryptographic
keys (Key A and Key B) to control read/write operations. In this system, MIFARE Classic
1K RFID tags are pre-initialized with encrypted identifiers written into protected data
blocks. During access control, the RC522 authenticates with Key A to securely read the
stored data, enabling a reliable identification of passengers.

2.3.3. Semi-automatic Tripod Turnstile (Blocking Mechanism)

A Semi-automatic Tripod Turnstile is a type of access control barrier commonly used
in places such as stadiums, museums, and public transport stations. It consists of three
metallic arms (shaped like tripod) that rotates in one direction when access is granted,
allowing the user to pass through.
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2.3.3.1. The Blocking Mechanism Core

The engineering behind the blocking mechanism core (Figure 2.3) that’s used to block
the tripod arms from rotating until access is granted mainly consists of:

o Disk Wheel: This is a circular plate fixed to the rotating shaft that holds the tripod arms.
It usually has notches or cutouts that align with the locking mechanism.

e Lock Rod: A spring-loaded metal rod that slides in and out to lock or unlock the disk
wheel.

o Turnstile-opening Solenoid: This is an electromechanical actuator responsible for
pulling the lock rod out of the disk wheel notch it.

e Position Sensor: Often a hall effect sensor or mechanical limit switch mounted to detect

the rotation angle or completion of a turn.

Turnstile-opening Solenoid ~ Disk Wheel Position Sensor | ock Rod

IW‘I
b ‘ =

—

) C ‘
O o _;‘LM\ Drop-arm

4 0 Solenoid

Figure 2.4: Tripod Turnstile Blocking mechanism [18]

The disk wheel is mechanically coupled to the rotating shaft of the tripod arms and
contains notches that define fixed locking positions. A spring-loaded lock rod engages with
these notches to prevent unauthorized rotation. When access is granted, the microcontroller
activates the solenoid, which temporarily retracts the lock rod, allowing the disk wheel and
attached arms to rotate freely.

Once the user has passed through and the disk wheel completes its rotation, a position
sensor detects the correct alignment for re-locking. The solenoid is then de-energized, and
the spring mechanism pushes the lock rod back into the next available notch, securely
locking the system in place until the next authorized access. This mechanism ensures both
mechanical reliability and controlled, one-way passage through the turnstile.
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2.3.3.2. Solenoid Actuation System

When selecting a solenoid, it is important to consider the electrical characteristics and
the mechanical characteristics of the solenoid, as well as the specific requirements of the

application. Here's a summary of the most common characteristics:

Table 2.4: Solenoid Characteristics

Electrical Characteristics Mechanical Characteristics
Characteristic Typical Value Characteristic Typical Value
Voltage 12V DC /24V DC Type Push/ Pull type
Current Draw 03A-12A Stroke Length 5mm - 10 mm
Power Rating 5W- 15W Holding Force S5N-15N
Coil Resistance 100 - 400 Response Time < 100 ms

The solenoid actuator used in the system is the JF-0530B model, which operates at 12V
and consumes approximately 0.8A, requiring 9.6W of power during activation [19] which

can be supplied by the bus’s buttery.

To control the solenoid, we created a separate circuit (Figure 2.4) based on the IRLZ44N
logic-level N-channel MOSFET which basically works as an electronic switch that gets
triggered by a digital 3.3V output coming from the SIM A7670E which allows us to either
energize or de-energize the solenoids to engage or disengage the lock rod.

SIM A7670E PIN e v EE—eeseeeeee

-------- _n-rrr--..---]I:-----.--....

............ 0 . ssessessersre

D1
e E* 1N400
............ ® s o ofls & @ IC1. .. e . Power plug (12Vf1A)
L1 JF-0530B
Stable Power Supply

fritzing

Figure 2.5: Solenoid Driver Circuit
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The solenoid driver circuit has a gate resistor (R; = 15042) that limits the current flow
coming from the GPIO pin, a pull-down resistor (R,q = 10kf2) to ensure that the
MOSFET remains off during idle states, a 1IN4001 flyback diode connected in parallel with
the coil to suppress inductive voltage spikes generated when the solenoid turns off and a
ceramic capacitor (C = 100nF) is added across the power rails to reduce voltage ripple
and ensure stable performance.

2.3.4. Driver Interface

The driver interface is built using a 16x2 LCD connected via the I12C protocol, along
with four push buttons connected to the T-SIM A7670E’s GPIO pins:

Table 2.5: Interface Pinout.

Part Description T-SIM A7670E pins
SDA Serial Data GPIO 21
SCL Serial Clock GPIO 22
16x2 LCD
GND Ground GND
VCC Voltage Input VBUS (5V)
Button 1 Navigation (up/right/increase) GPIO 32
Button 2 Select GPIO 33
Button 3 Navigation (down/left/decrease) GPIO 25
Button 4 Options menu access GPIO 26

The interface logic is designed for intuitive interaction by the bus driver and the
students. The driver can manage max capacity and the next destination of the bus by
accessing the settings menu through the interface by holding the menu button (Button 4)
for a few seconds. This brings up two menu options:

The driver can then navigate through these options using navigation buttons (Buttons 1
and 3) and select using the select button (Button 2). If the “Max Passengers” option is
selected, the driver can adjust the allowed number of passengers that can access the bus
and If “Destination” option is selected, the driver can scroll through predefined destinations
(e.g., Destination A, B...).

When the driver updates one of these options, they get saved and synchronized with the
remote database for real-time tracking and monitoring.
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Figure 2.6: Driver Interface Work Flow
2.4. System Data Flow & Communication
2.4.1. Overview of Data Flow

The in-bus system communicates with two databases: a local database (built using
SQLite) and a remote central database (built using MySQL) (see Appendix C for the
system general Data flow) This dual-database setup ensures that the system remains

functional even in areas with limited or no network connectivity.

All collected data including access logs, current capacity, maximum capacity, next
destination, and bus location are stored locally in the SQLite database. If an LTE
connection is available, the system attempts to synchronize this data with the remote
MySQL database in real time. If the signal is unavailable, data is cached locally and will
be synchronized once connectivity is restored.

2.4.2. Local database (SQLite)

2.4.2.1. Local database structure

The local database uses SQLite, a lightweight and efficient database engine that
supports standard SQL (Structured Query Language) commands like:

e SELECT: to retrieve data,

e INSERT: to add new records,

e UPDATE: to modify entries, and
e DELETE: to remove data.

SQLite was chosen for its offline functionality, minimal setup, and reliability for small
to medium workloads, making it ideal for embedded systems like our system, where low

resource usage and offline data processing are critical.

The local database contains four main tables that stores bus real-time stats, students and
stations lists and scan logs (Table 2.7) (see Appendix G1 for the local database code
structure).
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Table 2.6: SQLite Database Structure

Table Name | Fields Description

BusStats BusID Stores real-time stats for each bus such as
PlateNumber maximum capacity, current passenger
CurrentCapacity count, upcoming station, and when is last

. time the bus stats have been synced with
NextStationID
the remote server.

MaxCapacity
LastSyncTime

Students RFID Contains information about each student,
StudentID their RFID tag, access permissions, and the
AllowedAccess time of their last scan.
LastScanTime

EntryLogs LogID Logs every RFID scan event, recording the
RFID student’s RFID, the bus, the time, and sync
BusID status.
ScanTime
SyncedStatus

Stations StationID Holds the list of bus station identifiers and
StationName their respective names. Used to track

destinations.

2.4.2.2. Local data processing

Local data processing is critical to ensure real-time functionality even in the absence

of internet connectivity. The following tasks are handled locally:

e RFID Authorization: The system checks the scanned RFID against the Students table

to determine access.

StudentID AllowedAccess  SyncedStatus
1 202032036180 BSEE57&7D 0 1
2 202032036181 03B35C97 1 1

Figure 2.7: Visualization of Students Table (SQLite)
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o Capacity Management: The BusStats table is updated after each successful entry to
reflect the current onboard count.

o Driver Input Handling: Any updates from the driver (e.g., new destination or max
capacity) are saved immediately in BusStats.

BuslD PlateNumber MaxCapacity — CurrentCapacity — NextStationID LastSyncTime +
|Fiitre | Filtre |Fire | Fitre | Filtre [Filtre
1 BUS01 123456789 5 4 A 0

Figure 2.8: Visualization of BusStats Table (SQLite)

e Log Entry: Each granted entry scan is logged into the EntryLogs table with a timestamp
(Figure 2.12).

2.4.3. Central Database (MySQL)

2.4.3.1. Central database structure

The central database uses MySQL; a high-performance relational database system
designed for large data workload and enterprise-grade reliability. Unlike the embedded
SQLite database used locally.

The central database collects data from each bus's local databases, creating a centralized
system for real-time monitoring, analytics, and control. Each bus synchronizes its data,
including access logs, current location and capacity, and destination updates, to the central
MySQL database whenever a stable LTE connection is available.

This architecture combines the data sent and synced from multiple discrete datasets into
one centralized dataset to provide centralized visibility across the entire fleet of buses.
Creating a network of datasets (Figure 2.7) ensures real-time monitoring and tracking of
multiple systems and facilitates data analysis remotely.

Local DB DATA @ « DPATA | [ocal DB

of BUS 1 of BUS 2

Figure 2.9: General Database Network

The central database contains more detailed and comprehensive tables than the ones
stored in the local databases, such as a detailed students’ list table, a multi-buses stats table,
and a global scan logs table (Table 2.8) (see Appendix G2 for the remote database code
structure).
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Table 2.7: MySQL Database Structure

Table Name | Fields Description

buses BusID Stores data about each bus including
PlateNumber its ID, license plate, capacity details,
MaxCapacity upcoming station, location coordinates
CurrentCapacity and the last time it synced.
NextStationID
LastSyncTime
Latitude
Longitude

students StudentID Contains comprehensive records of
FullName students, including full identity, RFID
RFID tag, educational info, and scan/access

details.

Class
AllowedAccess
ContactInfo
SyncedStatus

entrylogs LogID Logs every RFID scan event with
StudentID contextual data: which student boarded
BusID or left which bus, at what station, and

. whether it has been synced.

Timestamp

stations StationID Holds the list of bus station identifiers
StationName and their respective names. Used to

track destinations.

2.4.3.2. Data Sync Strategy and Error Handling

The system employs a hybrid data synchronization strategy that adapts based on the

type of data being handled and the availability of network connectivity. Sync operations

are selectively triggered depending on data priority and update frequency, ensuring

efficient communication between each bus's local database and the central server.
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o Real-time Location Updates: When network connectivity is available, the bus's GPS
location coordinates (Longitude/ Latitude) are continuously transmitted to the backend
in real time then saved in the central database within the buses table.

e Driver Updates (Next Station / Max Capacity): When the driver modifies
configuration data such as the next destination or the bus's maximum passenger
capacity, these updates are first saved to the local database and then immediately synced
to the central database when network connectivity is available.

o Capacity Tracking (Current Capacity): Each time a passenger accesses the bus, the
current capacity value is updated locally. This change is then synced with the central

database in near real-time, assuming network availability.

BuslD  PlateNumber MaxCapacity CurrentCapacity NexiStationID LastSyncTime latitude longitude
b |BUSOL 123456789 5 i A (i oy
BUSO2 987654321 10 3 B ] L L
oM o oy FuLL | oy [y Mo ] oy

Figure 2.10: Visualization of buses Table (MySQL)

o Access Logs (EntryLogs): RFID scan events are first stored in the local database. The
logs are synced to the central database at regular entry times (sync unsynced logs each

X entries) to ensure data consistency without overloading the network.

LogID RFID BusID ScanTime

1 63FB4897 BUSD1 2025-01-01 00:00:21

2 223D9B1E BUSOD1 2025-01-01 00:02:19
P |3 63FB4897 BUSD1 2025-01-01 00:02:30

q 223D981E BUSD1 2025-01-01 00:02:490

5 03835C97 BUSOD1 2025-01-01 00:02:48

6 223D9B1E BUSD1 2025-01-01 00:03:00

Figure 2.11: Visualization of buses Table (MySQL)

In the event of a network failure or server unavailability unsynced data is flagged
using a SyncedStatus field and retried until a successful acknowledgment is received
from the backend (see Appendix H for the backend structure). Data is transferred in
JSON format over a secure HTTP connection. Once the transaction is successfully into
the central database, a flag is sent back the local system to mark those records as synced
(SyncedStatus = 1).

LogID RFEID BusiD ScanTime Syncedstatus
|F' tre | Filtre | Filtre IF' tre IF' tre
1 1} 63FE4BS7 BUSO1 2025-01-01 00:00:21 0

Figure 2.12: Visualization of EntryLogs Table (SQLite)
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Chapter 2 System Design and Implementation

2.5. Conclusion

This chapter outlined the complete design and implementation of the automatic bus
access and tracking system. It detailed the system's architecture, covering both hardware
and software components such as the microcontroller, communication modules, sensors,

and the driver interface.

The chapter also presented the structure and roles of the local and central databases,
focusing on how they manage student access, track bus status, and handle data
synchronization. With SQLite supporting offline data handling on the bus and MySQL
managing centralized records, the system ensures reliable performance in varying network
conditions. The data flow, synchronization strategy, and modular design enable the system
to operate efficiently while allowing for future expansion.

These foundations prepare the system for evaluation in the next chapter, where its
functionality and effectiveness will be further tested.
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Chapter 3 System Testing and Evaluation

3.1. Introduction

Initially, we approached this project by testing each hardware component individually
before integrating them one by one into a complete system. This modular testing approach
helped us isolate and resolve issues efficiently, ensure hardware compatibility, and simplify
troubleshooting during the integration phase. We adopted an iterative testing approach,
where each component was tested multiple times under a variety of possible conditions. This
process involved simultaneous monitoring of hardware behavior and software logic to enable
real-time validation, using tools such as the Serial Monitor for data output and debugging.
This method was particularly effective in tracing communication errors and validating sensor
outputs. The overall goal of our testing methodology was to guarantee stability, operational

efficiency, and reliable performance of the complete system.
3.2. Testing Environment

The testing environment consisted of both hardware and software tools that facilitated
validation, debugging, and performance monitoring. On the hardware side, the LilyGO T-
A7670 (ESP32-based) development board was connected with the computer through USB
Type-c for programming and serial debugging and each paired component was wired on a
breadboard for flexibility and visibility during initial tests. On the software side, the programs
needed for the code development (see Appendix D and E for a code snippet) and testing are:

Table 3.1: Software List

Software Description

Used to develop the main code of the development board and
PlatformlO IDE . i ) .

analyze results using Serial Monitor for logging outputs,
(VS Code) . .

capturing sensor data, and tracing errors.
Python (Flask) Used to build the backend system, providing RESTful API
(VS Code) endpoints.

Used to validate API endpoints, verify response formats, and
Postman .

confirm proper error handling.
SQLite DB Employed to view, query, an.d manag.e the structure anc'l updates
B of the local database stored in the microcontroller. This helped

rowser

ensure correct data insertion and reading during testing.
MySQL Responsible of visualizing synced data, managing queries, and
Workbench 8.0 CE | comparing expected data flow with actual results.
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Chapter 3 System Testing and Evaluation

3.3. Test Cases and Results
3.3.1. Functional Testing
¢ RFID Card Detection

Testing showed that the RFID module consistently detected student cards within a typical
scan range of 2—4 cm. Multiple trials confirmed perfect acceptance rates and quick response
times (~300 ms).

e GPS Tracking and Location Accuracy

The GPS module integrated into the T-SIM A7670E device retrieved the current location,
speed and timestamp at regular intervals. In open-sky environments, the average positional

accuracy remained within 3—5 meters.

However, in urban or obstructed areas, signal quality occasionally degraded, affecting
location precision. Despite this, the data remained usable for route and arrival-time

estimation.
e Driver Menu Interface

Functional testing of the [2C LCD and GPIO-based button interface confirmed that drivers

could interact with the menu to update the current destination and maximum passenger limit.

Navigation between menu options and data confirmation was done smoothly. The
interface provided clear feedback to the user, and driver inputs of the next destination/max
capacity values were updated immediately in the local database.

e Offline Operation and Local Logging

In offline scenarios, the system continued to log RFID entries and to update variables such
the current capacity locally. Once connectivity was restored, all data was successfully
uploaded to the backend server. This verified the reliability of the local SQLite offline
functionality.

e Real-Time Data Synchronization

The ESP32 module successfully transmitted data to the Flask backend over a 4G network.
Both Buses and EntryLogs tables were synchronized without corruption (see Appendix F
for the serial monitor outputs). The latency chart (see Section 3.4.1) shows that real-time
sync delays averaged around 1.2 seconds in optimal conditions. When internet connection is
lost, the retry mechanisms handled transmission failures effectively, ensuring consistency.

The table below (Table 3.2) summarizes all the results of our functional testing:
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Table 3.2: Functional Testing Results

Test Case Description Expected Result Actual Result Status
Detect UID of
RFID card scanned cards UID displayed
TC1 i i ) ) ) i Pass
detection and increase capacity in Serial Monitor
each valid entry
Get accurate latitude, Data shown
TC2 GPS data reading | longitude, speed, and correctly in Serial Pass
timestamp Monitor
IC3 Driver interface Navigate menus and | LCD updates values p
ass
(LCD + buttons) update values in real time
) Update bus stats, next
Read/write ) ) Values updated
TC4 . station, location and Pass
SQLite database . successfully
capacity
. Check the scanned
SQLite local L L Access granted or
TC5 o UID validity within . Pass
authentication denied message
the local DB
Logging access Write log entry with
o ) o Local Log table
TC6 within the local | timestamp within the Pass
updated correctly
DB local DB
Remote database bus stats and entries
o Send bus stats and
TC7 communication appeared Pass
) logs to remote DB )
via LTE in remote DB

3.3.2. Performance Testing

The performance testing evaluated the system's technical capabilities under operational
conditions to ensure all components meet specified requirements (within the acceptable
range). Both hardware and software interactions were measured, including RFID processing
delays, data logging speeds, GPS acquisition times, network latency, and interface
responsiveness. The table below (Table 3.3) demonstrates the system's ability to handle
critical operations and maintain real-time functionality.
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Table 3.3: Performance Testing Results
. L. Measured Acceptable
Metric Description Result
Value Range
RFID Time between card scan and
~300ms < 500ms Pass
read delay UID output
SD card Time to append
i ~120ms < 250ms Pass
write speed log to file
GPS Time to acquire
) ) ~20s cold start <30s Pass
fix time satellite lock
LTE Round-trip time
. ~150ms < 300ms Pass
ping delay to remote server
Ul response LCD update
. <200ms <500ms Pass
time on button press

3.3.3. Security Testing

Security Testing was performed to put into test the system’s ability to control access of
unauthorized tag usage according to multiple scenarios. The results confirm proper handling
of different unauthorized access cases such as duplicate scans, unauthorized RFID and bus

capacity saturation.

Table 3.4: Security Testing

o Actual
Test Description Expected Result
Result
Duplicate Prevent multiple logging “Access Denied” p
. . ass
RFID scan by same student in short time response
Unauthorized Prevent access “Access Denied” p
ass
RFID use from unknown tags response
) Prevent access if the student isn’t )
Student is not “Access Denied”
allowed to access Pass
allowed to access response
AllowedAccess = 0
Current Capacity Prevent access .
. . “Bus is Full”
reached Max due to bus capacity saturation Pass
‘ response
Capacity Current Capacity=Max Capacity
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3.4. System Evaluation

To evaluate our system’s performance, we put it the under the test during 10 trips from
location A to location B where we analyzed the real-time data sync latency, real-time tracking

accuracy, and arrival times accuracy.
3.4.1. Performance Metrics
3.4.1.1. Accuracy of Real-Time Tracking

The accuracy of Real-Time tracking represents how closely the system-reported location
matches the actual GPS location at specific intervals. We used equation (1) To evaluate this
accuracy. We needed to compare actual GPS coordinates and the reported GPS coordinates
from our in-bus system every sampled every N minutes.

Accuracy (%) = (1 — (Average GPS Error/Total Route Distance)) X 100 - - - - - - (D

As shown in Figure 3.1, the real-time tracking accuracy varied across the 10 trips. Lower
accuracy in Trips 4 (88%) and 9 (87%) was likely caused by urban signal blockage, which
disrupts GPS signals. In contrast, Trip 10 achieved high accuracy (95%) due to open-road
conditions and strong satellite visibility. To improve reliability in dense urban areas, hybrid
positioning systems combining GPS, GLONASS, and inertial sensors could be implemented

to mitigate signal loss and maintain accurate tracking performance.

1000 Real-Time Tracking Accuracy per Trip

97.5 A

95.0

92.5 A

90.0 A

Accuracy (%)

87.5

85.0

82.5

80.0

Figure 3.1: Real-Time Tracking Accuracy per Trip
3.4.1.2. Prediction Accuracy for Arrival Times

It represents how close our system’s predicted arrival times are to the actual arrival times
at station. To evaluate this accuracy, we needed to calculate the Error tolerance threshold
between the “Actual Arrival Time” at the station and the “Estimated Arrival Time” that is
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calculated by our system’s logic. The Estimated Arrival Time was calculated using equation
(2) mid-trip based on real-time GPS speed and road length between position.

Prediction Accuracy = |Predicted ETA — Actual Arrival Time|------------ (2)

As illustrated in Figure 3.2, the largest ETA prediction errors occurred in Trip 9 (3.3
minutes) and Trip 4 (2.9 minutes), primarily due to unexpected traffic jams. In contrast, Trips
1 (0.6 minutes) and 10 (0.8 minutes) showed minimal errors, benefiting from clear traffic

conditions and more predictable transit times.

ETA Prediction Error per Trip

4.0

3.5 1

Error (minutes)
= = g N w
[=] (%] (=] w o
| | | |

o
n
|

o
o
|

1 2 3 4 5 [} 7 8 9 10
Figure 3.2: ETA Prediction Error per Trip
3.4.1.3. real-time data sync latency

Sync latency was measured as the time delay (seconds) between data transmission from
the in-bus system to the backend server and confirmation of receipt via 4G LTE

communication (SIM module).

We used equation (3) to calculate Sync latency considering the exact time (T1) when a
data packet is sent by the bus’s onboard system and the time (T2) when the backend server
receives and processes the packet.

Sync Latency (ms) = T2 (server receive time) - T1 (device send time) ------- 3)

As we observe in the chart below (Figure 3.3), Trip 9 (6.2 s) and Trip 4 (5.9 s) experienced
the worst latency due to 4G network congestion during peak hours and weak signal zones. In
contrast, Trips 1 (2.5 s) and 10 (2.8 s) benefited from strong network coverage.
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Real-Time Data Sync Latency per Trip

Latency (seconds)

1 2 3 4 5 6 7 8 9 10
Trip Number

Figure 3.3: Real-Time Data Sync Latency per Trip
3.4.2. Limitations and Improvements
e Bus Capacity Decreasing

increasing the capacity when there is an entry can be done with using RFID identification
but decreasing the bus capacity when a student exits the bus is a feature that needs to be
integrated to achieve a final passenger counting accuracy. this feature can be applied by
adding a second RFID with Weight and proximity Sensors on the exit.

e Network Dependency

Since the system transmits data to a centralized server using cellular (4G) connection, its
real-time performance is based on network availability and stability. In areas with weak
mobile coverage or during network congestion, data synchronization delays may occur,
resulting in outdated information being displayed to stakeholders. This dependence on
external network infrastructure introduces variability that may not be fully controllable from
the system side, especially in remote or rural transit routes.

e GPS Signal Interference

The real-time tracking system relies heavily on GPS signals for accurate location updates.
However, in dense urban environments with tall buildings or during adverse weather
conditions, satellite signals may become reflected, leading to reduced positioning accuracy.
This can cause a lack of accuracy between the actual and reported locations of the bus, which
may impact the reliability of route tracking and estimated time of arrival (ETA) calculations
for users.
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e Scalability Challenges

While the system performs well under typical loads, handling a large number of
passengers or multiple buses simultaneously introduces scalability concerns. As the volume
of RFID scans, GPS updates, and log entries increases, the system may experience longer
processing and synchronization times. These delays can compromise the “real-time” nature
of the service, particularly when low-cost microcontrollers and local databases are used

without optimizations for parallel processing or load distribution.
e Hardware Challenges

Implementing a scalable solution across multiple buses is effective but at the same time it
requires advanced IoT hardware components such as the ones used in this project. these
components can significantly increase deployment costs especially when considering a wide

coverage of transportation.
e Energy Efficiency

The current system is powered by 18650 lithium-ion batteries. These batteries are cost-
effective and widely available but may not offer sufficient stability and durability for
continuous operations especially under heavy computational load. Voltage drops or
insufficient charging cycles could lead to unexpected shutdowns or data loss. An integration
of an alternative or supplementary power source, such as a solar panel or a higher-capacity
rechargeable battery is recommended to enhance system stability. These additions would
reduce maintenance requirements and ensure consistent power delivery in real-world

deployments.
e Lack of a Real-Time User Application

While the system effectively collects and synchronizes real-time data such as bus location,
next destination, and passenger capacity, it currently lacks a mobile or web application for
student interaction. This limits the ability of students to monitor bus positions or receive
estimated arrival times remotely. Adding an app that can monitor and track buses stats in real
time to keep students updated anywhere about buses location and an estimation of their

arrival time
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3.5. Conclusion

This chapter tested and evaluated how well the system works in real-world conditions.
The results showed that the RFID-based access control, GPS tracking, and 4G data syncing

worked correctly in most cases.

The system was able to track buses in real time and store trip data successfully. Some
issues were found, such as weak GPS signals in certain areas, reliance on stable 4G networks,
and limited battery life. Despite these, the system performed well overall and proved that it
can help improve student transportation by making it more secure, efficient, and easy to

monitor.
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General Conclusion

This thesis presented the design, implementation, and evaluation of a automatic student
transportation management system inspired by the principles of Intelligent Transport
Systems. The system was developed in response to critical challenges observed in
traditional university transportation setups, including inefficiencies in student access
control, lack of real-time tracking, and lack of bus availability.

By combining technologies such as GPS tracking, RFID authentication, embedded
microcontrollers, and real-time data communication, the proposed solution offers an
automated and responsive approach to managing student transport. The system enhances
security by controlling students’ access through RFID authentication, minimized students
overcrowding by limiting the bus capacity, and optimizes transportation unavailability and
user experience by providing up-to-date bus status and ETA predictions.

Through functional and performance testing, the system demonstrated its capability to
operate successfully under real-world conditions, although certain limitations such as
limited power dependency and network reliability highlight areas for future improvement.
The project shows that automatic, loT-driven transportation systems can provide a scalable

and effective solution to the growing demands of modern transport systems.
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Appendix A

Hardware Components List

The table below summarizes all the major hardware components used in the
implementation of the embedded system including their respective models and quantities:

N° Components Model Quantity
1 Development board LilyGOT — A7670 1
2 RFID Reader MFRC522 1
3 LCD display 16x2 I12C 1
4 Buttons / 4
5 Solenoid JF —0530B (12V/1A) 2
6 Diode 1N4007 1
7 MOSFET IRL540N 1
8 Buzzer Passive 5V 1
9 LEDs Green/Red 2
10 Micro SD 16 GB 1
10k 1
11 Resistors 2200 2
1500 1
12 Capacitor 100 uF 1
13 Jack adapter Female 1
14 Power supply 12V 14 1
15 USB adapter Type ¢ 1
16 Breadboard Large 1
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Appendix B
General Circuit Schematic (Fritzing)
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General System Circuit
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Appendix C

the system general Data flow

SD card database (SQLite)

Student List (IDs, LastScanTime , etc.)
Bus Stats (Bus ID, Current Capacity, Next direction ,ect.)
Entry logs (IDs, Bus ID, Timestamp, ect )

GPS

Dashboard
- Estimated Arrival Time

- Current Passenger Number

- Transportation Aviability

Bus's Location

RFID Reader

Student's ID

Driver Interface

T-SIM A7670E

4G LTE

Remote database (MySQL)

|

- Student list Update

Next Destination
Max Capacity

- Bus Location
- Next Destination

'|- Entry Logs

- CurrentCapacity

Student List (IDs, Names, Study Level, etc.)
Buses List (Bus ID, Location, Current Capacity, Next Destination ,ect.)
Entry logs (IDs, Bus ID, Timestamp, ect)
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Appendix D
ESP32 Main Code Snippet

void
//
if

detectTag () {

Look for new RFID cards

(rfid.PICC IsNewCardPresent () && rfid.PICC ReadCardSerial ())
String uid = getRFIDUID() ;

Serial.print ("Detected UID: ");
Serial.println (uid);
lcd.clear () ;

lcd.setCursor (0, 0);

lcd.print ("UID:") ;
lcd.setCursor (0, 1);

lcd.print (uid) ;

delay (500) ;

if (checkAccess (uid)) {
// Increment Curent capacity if access is wvalid
incrementCurrentPassengers () ;
// log entry in the local database
logEntry (uid) ;
Serial.println ("ACCESS GRANTED") ;
lcd.clear ()
lcd.print ("Welcome!") ;
accessAllowed() ;
Serial.print ("there are ");
Serial.print (currentPassengers) ;
Serial.println(" people in the bus");
delay (500) ;

} else {

Serial.println ("ACCESS DENIED") ;
lcd.clear () ;
lcd.print ("ACCESS DENIED") ;
accessDenied() ;
delay (500) ;
}
sglite3 close (db) ;
chooseRFID() ;
// Halt PICC
rfid.PICC HaltA();
rfid.PCD StopCryptol () ;
scanMessage = false;
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Appendix E

Key Libraries Used in ESP32 Code

Library Purpose / Functionality
s Initialization and board configuration specific to the T-SIM
utilities.h (LILYGO) A7670E module.
Wire.h Enables I2C communication, used for interfacing with the 12C

LCD screen.

LiquidCrystal 12C.h

Controls the 16x2 I2C LCD display for the driver menu
interface.

FS.h, SD.h, SPLh

Provide access to the SD card module for optional local
storage and data logging.

Allows communication with the RFID reader (MFRC522

MFRC522.h module) via SPL
salite3.h Embedded SQL database library used for local data
d ' management on the ESP32.
- Handles Wi-Fi connectivity to test cloud/back-end
WiFi.h .
communication.
HTTPClient.h Allows the ESP32 to send HTTP POST requests to the Flask

backend.

ArduinoJson.h

Serializes and parses JSON data for sending structured data via
HTTP.
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Appendix F
Serial Monitor Outputs:

Valid Access:

Detected UID: 223d981le

Opened /sd/LSDB.db successfully
Checking RFID: 223D981lE

RFID found in database.

Bus Capacity is incremented

Fetched BusID: BUSO1

Bus Capacity is updated successfully
Syncing payload:
{"BusID":"BUSO1","PlateNumber":"123456789", "MaxCapacity":5,"CurrentCa
pacity":1,"NextStationID":"A"}
Update sent successfully

Fetched BusID: BUSO1

Entry logged successfully.

Unsynced logs count: 1

ACCESS GRANTED

there are 1 people in the bus

Invalid Access:

Detected UID: 8e85767d

Opened /sd/LSDB.db successfully
Checking RFID: 8E85767D

RFID not found in database.
ACCESS DENIED

Full Bus Capacity:

Detected UID: 63fb4b97

Opened /sd/LSDB.db successfully
Checking RFID: 63FB4B97

RFID not found in database.

BUS IS FULL

ACCESS DENIED
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Syncing unsynced logs each 5 logs:

Detected UID: 63fb4b97

Opened /sd/LSDB.db successfully
Checking RFID: 63FB4B97

RFID found in database.

Bus Capacity is incremented

Fetched BusID: BUSO1

Bus Capacity is updated successfully
Syncing payload:

{"BusID":"BUSOL1", "PlateNumber":"123456789", "MaxCapacity":10, "CurrentC
apacity":10, "NextStationID":"A"}
Update sent successfully

Fetched BusID: BUSO1

Entry logged successfully.

Unsynced logs count: 5

Logs payload:

[

"RFID": "223D981E",

"BusID": "BUSO1",

"ScanTime": "1970-01-01 00:00:39"
br
{

"RFID": "223D981E",

"BusID": "BUSOL1",

"ScanTime": "1970-01-01 00:00:50"
bo
{

"RFID": "223D981E",

"BusID": "BUSO1",

"ScanTime": "1970-01-01 00:04:05"
bo
{

"RFID": "223D981E",

"BusID": "BUSO01",

"ScanTime": "1970-01-01 00:04:32"
bo
{

"REFID": "63FB4B97",

"BusID": "BUSO1",

"ScanTime": "1970-01-01 00:05:16"

]

Update sent successfully

Marked 5 logs as synced

Synced entries deleted successfully.
ACCESS GRANTED

there are 5 people in the bus
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Appendix G1
Local Database Structure:

CREATE TABLE Stations (
StationID TEXT PRIMARY KEY,
StationName TEXT NOT NULL

);

CREATE TABLE Buses (
BusID TEXT PRIMARY KEY,
PlateNumber TEXT,
MaxCapacity INTEGER NOT NULL,
CurrentCapacity INTEGER DEFAULT O,
NextStationID TEXT,
LastSyncTime DATETIME,
FOREIGN KEY (NextStationID) REFERENCES Stations (StationID)

) 8

CREATE TABLE Students (
StudentID TEXT PRIMARY KEY,
RFID TEXT UNIQUE NOT NULL,
AllowedAccess INTEGER DEFAULT 1,
LastScanTime DATETIME

) 8

CREATE TABLE EntryLogs (
LogID INTEGER PRIMARY KEY AUTOINCREMENT,
RFID TEXT NOT NULL,
BusID TEXT NOT NULL,
ScanTime DATETIME DEFAULT CURRENT TIMESTAMP,
SyncedStatus INTEGER DEFAULT O,
FOREIGN KEY (RFID) REFERENCES Students (RFID),
FOREIGN KEY (BusID) REFERENCES Buses (BusID)
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Appendix G2
Remote Database Structure:

USE bus tracking;

CREATE TABLE Stations (
StationID VARCHAR (2) PRIMARY KEY,
StationName VARCHAR (50) NOT NULL,
INDEX (StationName)

) ENGINE=InnoDB;

CREATE TABLE Buses (
BusID VARCHAR (10) PRIMARY KEY,
PlateNumber INT NOT NULL,
MaxCapacity INT NOT NULL,
CurrentCapacity INT DEFAULT O,
NextStationID VARCHAR (2),
LastSyncTime DATETIME,

FOREIGN KEY (NextStationID) REFERENCES
DELETE SET NULL,
INDEX (NextStationID)

) ENGINE=InnoDB;

CREATE TABLE Students (
StudentID BIGINT PRIMARY KEY,
FullName VARCHAR (100) NOT NULL,
RFID VARCHAR (50) UNIQUE NOT NULL,
Class VARCHAR (20),
AllowedAccess BOOLEAN DEFAULT TRUE,
ContactInfo TEXT,
SyncedStatus BOOLEAN DEFAULT TRUE,
INDEX (RFID)

) ENGINE=InnoDB;

CREATE TABLE EntryLogs (
LogID INT PRIMARY KEY AUTO INCREMENT,
StudentID BIGINT NOT NULL,
BusID VARCHAR(10) NOT NULL,
StationID VARCHAR (2) NOT NULL,
ScanTime DATETIME NOT NULL,
SyncedStatus BOOLEAN DEFAULT FALSE,

FOREIGN KEY (StudentID)
CASCADE,
FOREIGN KEY (BusID) REFERENCES Buses (BusID)

FOREIGN KEY (StationID)
RESTRICT,

INDEX (ScanTime),

INDEX (SyncedStatus)

) ENGINE=InnoDB;
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REFERENCES Students (StudentID)

REFERENCES Stations (StationID)

Stations (StationID) ON

ON DELETE

ON DELETE CASCADE,
ON DELETE



Appendix H
Backend Structure

Backend Technology Stack

Language: Python
Framework: Flask

Database: MySQL hosted locally

Main Responsibilities of the Backend

Receives HTTP POST requests from the in-bus system.

The backend includes two main endpoints: the first updates the bus status data in the
buses table, while the second logs RFID entry events in entrylogs table within MySQL
database.

send confirmation or error responses back to ESP32.

POST
In-Bus Flask update | pysal

System | __ Response Backend Database
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