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Abstract

The rapid digital transformation in the healthcare sector has led to the widespread adop-
tion of eHealth platforms, which enable the remote collection, processing, and analysis
of sensitive medical data. Although these platforms offer significant benefits in terms of
efficiency and accessibility, they also raise critical concerns about data privacy and se-
curity. Federated Learning (FL) has emerged as a promising decentralized paradigm for
collaborative machine learning, allowing multiple clients to train a shared global model
without directly sharing their raw data. However, despite its distributed nature, FL
remains vulnerable to various privacy threats, such as inference attacks and data recon-
struction. In this report, we propose a privacy-preserving FL approach that integrates
three complementary techniques: FedProx, Advanced Encryption Standard (AES), and
Secure Aggregation (SA). The approach investigates the integration of transfer learning
and fine-tuning using the Brain Tumor MRI Dataset. The results obtained showed that
the proposed approach can significantly reduce privacy risks while delivering competitive

predictive accuracy which is a compromise between accuracy and privacy preservation.

Key words:

eHealth platforms, Privacy, Federated Learning (FL), Advanced Encryption Standard,

Secure Aggregation, Transfer learning.



Résumé :

La transformation numérique rapide dans le secteur de la santé a conduit a I’adoption
massive des plateformes de e-santé, qui permettent la collecte, le traitement et I’analyse
a distance de données médicales sensibles. Bien que ces plateformes offrent des avan-
tages importants en termes d’efficacité et d’accessibilité, elles soulevent également des
préoccupations majeures concernant la confidentialité et la sécurité des données.

L’apprentissage fédéré (FL) a émergé comme un paradigme décentralisé prometteur pour
I’apprentissage automatique collaboratif, permettant a plusieurs clients d’entrainer un
modele global partagé sans échanger directement leurs données brutes. Cependant,
malgré sa nature distribuée, I'apprentissage fédéré reste vulnérable a diverses menaces
pour la vie privée, telles que les attaques par inférence et la reconstruction des données.
Dans ce rapport, nous proposons une approche d’apprentissage fédéré préservant la con-
fidentialité, intégrant trois techniques complémentaires : FedProx, la norme de chiffre-
ment avancée (AES), et agrégation sécurisée (SA). Cette approche explore I'intégration
de 'apprentissage par transfert et de I’ajustement fin a ’aide d’un ensemble de données
IRM de tumeurs cérébrales. Les résultats obtenus ont montré que I'approche proposée
peut réduire de maniere significative les risques pour la vie privée tout en offrant une
précision prédictive compétitive, constituant ainsi un compromis entre performance et

préservation de la confidentialité.

Les mots clés:

Plateformes eSanté, Confidentialité, Apprentissage fédéré (FL), Norme de chiffrement

avancé (AES), Agrégation sécurisée, Apprentissage par transfert.
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Acronyms
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FTL: Federated Transfer Leraning.

HE: homomorphic encryption.



Iot: Internet of things.

IID data: Independent and Identically Distributed data.

ML: Machine Learning.

NN: Neural Networks.

Non IID data: Non-Independent and Identically Distributed data.
PCA: Principal Component Analysis.

RL: Reinforcement learning.
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SCAFFOLD: Stochastic Controlled Averaging. [TSVM:] Transductive Support Vector
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General Introduction

Context and Overview

The rapid advances in information and communication technologies (ICT) have influenced
various sectors, including healthcare. Thus, the need for data protection has increased
even more, with the rise of what is now called electronic health (e-health).

These eHealth platforms generate vast amounts of sensitive patient data, enabling ad-
vanced analytics, personalized treatment, and improved diagnostics. However, this digital

transformation also raises critical privacy and security concerns.

Problem Statement

The adoption of machine learning in eHealth platforms faces many privacy paradoxes:
while centralized data collection enables powerful medical insights, it creates unacceptable
risks of sensitive health data exposure through breaches (e.g: Healthcare Dive reports
that in 2023 “more than 116 million records were exposed” across 655 breaches, illus-
trating the scale of the privacy paradox where centralized platforms are both valuable
and vulnerable [I]) or improper sharing. Because of that, the integration of artificial
intelligence and machine learning techniques into eHealth systems has shown consider-
able promise in enhancing medical diagnostics, particularly in complex tasks such as
brain tumor classification. These advancements rely heavily on access to large, diverse
datasets. However, traditional centralized training methods require the transfer and stor-
age of sensitive patient information on external servers, exposing healthcare institutions

to substantial privacy, security, and legal risks.

While this approach improves model generalization, it introduces serious privacy risks,
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0 General Introduction

such as unauthorized data access, breaches, and violations of data governance policies.
In response to these concerns, the research community has explored alternative learning
paradigms that preserve data locality while enabling collaboration, this new approach
has emerged that allows institutions to collaboratively train models without the need to
directly share their data, it called federated learning.
Federated learning (FL) emerges as a promising decentralized alternative to collabora-
tive machine learning, allowing multiple clients to train a shared global model without
directly sharing their raw data. But its implementation in healthcare encounters unique
challenges including: medical data heterogeneity across institutions that degrades model
performance. Despite the decentralized nature of Federated Learning, recent studies have
demonstrated that it remains susceptible to various privacy threats.
There are two classes of attacks: inference attacks and data reconstruction attacks:
the inference attacks aim to extract sensitive attributes about a client’s local data by ana-
lyzing the updates sent during training. In contrast, data reconstruction attacks attempt
to rebuild or approximate the original input data from the shared gradients or model
parameters. By this way, these attacks compromise user privacy, especially in sensitive
domains such as healthcare, even when raw data is never explicitly shared. Addressing
these threads is therefore essential for building trustworthy federated learning systems

ensuring both model accuracy and regulatory compliance.

Objectives of the Study

This study aims to develop a privacy-conscious approach for medical image classification
by leveraging federated learning (FL) in distributed healthcare environments. The focus
is on enabling collaborative model training without compromising patient data confiden-
tiality.

We can specify the objectives of our study in detail in the following points:

1. Develop a federated learning setup that allows multiple medical institutions to

participate in training a shared model, while keeping patient data stored locally.

17



0 General Introduction

2. To implement the FedProx algorithm as a solution to address client heterogeneity
and improve training stability across the distributed medical datasets Brain Tumor

MRI Dataset.

3. Strengthen data privacy protections by incorporating suitable techniques (eg, in our
work: a privacy-preserving model updates and secure parameter exchange) within

the federated learning process.

4. Identify practical challenges associated with implementing federated learning in a
medical context, such as uneven data distribution, communication delays, or model

drift.

5. Provide guidance for future improvements, offering suggestions to enhance the effec-

tiveness and privacy guarantees of FL systems in sensitive domains like healthcare.

Methodology Overview

This study follows a structured, multi-phase approach to investigate privacy-preserving
federated learning in e-health platforms. First, a comprehensive literature review sur-
veys existing federated learning frameworks, privacy techniques, and their healthcare
applications to identify gaps and best practices. Building on these insights, we design
an experimental federated learning setup that simulates multiple healthcare institutions
holding distributed datasets; this includes selecting representative medical data, defining
preprocessing pipelines, and establishing communication protocols for model updates.

Next, we implement a federated learning framework using open source libraries configured
with privacy mechanisms such as Advanced Encryption Standard and secure aggregation.
The model architecture is tailored to common healthcare tasks (e.g., disease risk predic-
tion), and hyperparameters are tuned through cross-validation within each local node. To
measure effectiveness, we define evaluation metrics covering both learning performance
(accuracy, precision, recall) and privacy leakage (parameter, membership inference risk).

Finally, a series of experiments compare our privacy-enhanced federated model against

18



0 General Introduction

a centralized baseline and a vanilla federated setup. Results are analyzed to assess
trade-offs between data confidentiality, model quality, and communication overhead. This
methodology ensures that our conclusions on federated learning’s viability in e-health are
grounded in systematic design, rigorous testing, and clear performance-privacy evalua-

tion.

Structure of the Report

This report is organized into six main parts to guide the reader through the motivation,

context, methodology, and findings of our study:

1. General Introduction

We begin by presenting the motivation behind this work, clearly defining the re-
search problem and outlining the study’s objectives. A concise overview of the

methodology and a roadmap of the report are also provided to orient the reader.

2. Chapter 1: Background for E-Health

This chapter lays the groundwork by defining e-health and detailing its core compo-
nents, such as health information systems, electronic health records, telemedicine,
and mobile health. We also explore key applications, address privacy and security

challenges, and discuss the evolving role of digital health in modern care delivery.

3. Chapter 2: Literature Review — Federated Learning for E-Health

Here, we survey existing research on federated learning, comparing it with tradi-
tional centralized approaches. We examine how federated techniques have been
applied in healthcare, review privacy-preserving extensions, and pinpoint gaps that

our work seeks to fill.

4. Chapter 3: Research Methodology

This section details our experimental design, including data sources, preprocessing

steps, and the federated learning framework and tools we employ. We describe the
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0 General Introduction

model architecture, the privacy mechanisms integrated, and the metrics used to

evaluate both performance and confidentiality.

5. Chapter 4:Test and Evaluation

We present the setup of our experiments, the datasets and scenarios tested, and the
results obtained. This chapter also includes an analysis of performance trade-offs
and a discussion of how our privacy enhancements affect model accuracy and com-

munication overhead.

6. General Conclusion

The final section summarizes the study’s contributions, reflects on its limitations,
and proposes directions for future research. It underscores the practical implica-
tions of privacy-aware federated learning in e-health and offers recommendations

for stakeholders.

Each chapter builds on the previous ones, ensuring a logical flow from broad context

through detailed experimentation to actionable insights.
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Chapter 1

Background for E-Health

Healthcare systems around the world are undergoing a major digital shift, and one of the
key drivers of this transformation is the rise of e-health. E-health generally refers to the
integration of digital tools and technologies into healthcare delivery, aiming to improve
how medical services are accessed, managed, and provided. It covers a wide range of so-
lutions, from digital patient records and remote consultations to health-monitoring apps
and Al-powered diagnostics. By enabling more efficient communication, faster access
to information, and personalized care, e-health is becoming an essential part of modern

healthcare infrastructure.

This chapter introduces the foundational aspects of e-health. It begins by clarifying
what e-health means and its relevance in today’s healthcare context. Following that, it
presents the general structure of e-health systems, outlining how their different compo-
nents work together. The discussion then moves on to the advantages and challenges
these systems bring, especially in terms of user experience and system integration. The
final sections focus on privacy and security concerns, along with a look at the legal and

ethical principles that guide the development and use of e-health technologies.

1.1 Definition of E-Health

eHealth, or electronic health, refers to the use of information and communication tech-
nologies (ICT) to support and enhance healthcare services. It encompasses a wide range
of digital tools, platforms, and systems designed to help doctors, nurses, and even pa-
tients themselves do their jobs more effectively.

With eHealth, things like booking appointments, accessing medical records, monitoring
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1 Background for E-Health

health from home, or even getting a consultation online become easier and faster, and
more personalized care.[2]

The World Health Organization said that there is clear evidence on the growing impact
of eHealth on the delivery of health care around the world today and how it makes health
systems more efficient and more responsive to people’s needs and expectations.[3] Due
to this, eHealth has become a crucial component of modern healthcare, offering numer-
ous benefits that improve patient care, streamline clinical workflows, and improve overall

health outcomes.

1.2 Core Components of eHealth

eHealth encompasses a wide range of digital tools and systems designed to improve health-
care delivery, accessibility, and efficiency. So, these can be classified into five basic ele-

ments:

1.2.1 Health Information Systems (HIS)

Health Information Systems (HIS) are integrated frameworks designed to manage health-
care data, encompassing the collection, storage, management, and transmission of pa-
tients’ electronic medical records, hospital operations, and support for healthcare policy
decisions.[4] They serve as socio-technical subsystems within healthcare settings, involv-
ing data processing and the roles of both human and technical actors.[5]

HIS provide evidence for policy and program decisions, supporting improved health out-
comes for individuals and populations. [6] By utilizing effective information and communi-
cation technology tools, HIS generate strategic information that benefits public health.[7]
By the way, these wearable technology and IoT are transforming healthcare by providing
continuous health monitoring, facilitating early disease detection, and supporting person-
alized medicine, thereby improving patient outcomes and overall healthcare efficiency.
For instance, wearable sensors can monitor vital signs and transmit this information to

healthcare providers in real-time, enabling timely interventions and personalized treat-
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1 Background for E-Health

ment plans. [§]

1.2.2 Electronic Health Records (EHRSs)

Digital versions of patient medical histories, maintained by healthcare providers over
time. EHRs typically contain demographics, progress notes, problems, medications, vital
signs, past medical history, immunizations, laboratory data, and radiology reports.[9]

EHRs refer to digitized collections of patient health information that are systematically
stored and updated by medical institutions. These records include a wide array of data
such as patient demographics, clinical notes, diagnoses, medications, vital statistics, med-

ical history, vaccination records, lab results, and imaging reports.

Beyond merely storing information, EHRs serve as a critical tool for enhancing health-
care delivery. They provide healthcare professionals with timely access to comprehensive
patient data, facilitating more informed and efficient clinical decisions. Additionally, EHR
systems promote better communication and collaboration among different departments
and care providers, ultimately improving continuity of care. Their role also extends to
preventive health, as they can issue reminders for routine check-ups and vaccinations.
Furthermore, the aggregated data from EHRs can be utilized in medical research and

public health monitoring to identify patterns and support evidence-based practices.

1.2.3 Telemedicine and Telehealth

This term can be defined as the use of telecommunications technology to deliver healthcare
services remotely, including diagnosis, treatment, and monitoring, thereby expanding ac-
cess to care.[I0] Telemedicine includes several subfields, each designed to address specific

areas of care. Common types include:

e Teleconsultation: Remote interaction between a patient and a healthcare provider,

typically using video or audio calls, for consultations, follow-ups, and general advice.

e Telesurgery: Surgeons perform operations using robotic systems and remote-
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1 Background for E-Health

control tools, often assisted by high-speed internet connections and real-time data

transmission.

e Teledentistry: Offers dental consultations and evaluations remotely, enabling

early diagnosis and guidance without in-person visits.

e Telepsychiatry: Delivers mental health services such as therapy sessions and psy-

chiatric evaluations through secure digital platforms.

e Teleradiology: Involves transmitting radiological images (like X-rays, MRIs) to

specialists in different locations for interpretation and diagnosis.

e Telecardiology: Enables the remote transmission of cardiac data such as ECGs

for expert analysis, making cardiac care more accessible.

Telemedicine is now widely used across multiple disciplines and healthcare systems. In
emergency settings, remote triage systems can assess patients and direct them to appro-
priate care levels. In chronic disease management, patients can use wearable devices to
send vital signs to healthcare providers in real-time. In mental health care, telepsychiatry
has become a preferred option for continuous support and therapy.

The integration of Artificial Intelligence (AI) and machine learning further enhances
telemedicine by assisting in diagnostics, predicting patient outcomes, and automating

administrative tasks.

1.2.4 Mobile Health (mHealth)

The first definition of mHealth were formulated and embedded the basic pillars of mobile
health (m-Health) (Adapted with permission from Istepanian et al [11].

Which means the utilization of mobile devices and wireless technologies to support med-
ical and public health practices, such as health monitoring, data collection, and informa-
tion dissemination.

M-Health typically involves the following components: Mobile Sensors: These are

wearable devices or embedded tools that continuously collect health-related data, such as
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1 Background for E-Health

heart rate, movement, blood pressure, and other vital signs. They help monitor patient
health in real time and can alert both users and healthcare providers if irregularities are
detected.

Mobile Computing Devices: Devices such as smartphones, tablets, and smart-
watches serve as platforms for running health-related applications. These tools allow
users to track their fitness, receive health notifications, attend virtual appointments, and
manage long-term conditions directly from their mobile devices. Communication Tech-
nology: This refers to the wireless systems (like 4G/5G networks, Wi-Fi, and Bluetooth)
that enable data to be exchanged quickly and securely between patients and healthcare
systems. This connectivity is crucial for real-time updates, remote monitoring, and tele-

consultations.

- At the end of this part, we can resume the core components of eHealth by a schema.

This figure is a diagram that visually represents these components:

E-Health
|
Health Electronic Computerized
. Health Records Telemedicine M-Health Physician E-Prescription
Informatics
(EHR) Order Entry
Tele . _
Consultation Telesurgery Teledentistry Telepsychiatry Teleradiology Telecardiology

Figure 1.1: components of eHealth
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1.3 Applications of eHealth

eHealth leverages digital technologies to enhance healthcare delivery across various do-

mains:

1.3.1 Remote Patient Monitoring

Remote Patient Monitoring (RPM) utilizes connected devices to collect and trans-
mit patient health data to healthcare providers. This continuous monitoring enables
early detection of health issues and timely interventions, improving patient care and

reducing healthcare costs.[13]

1.3.2 Chronic Disease Management

eHealth technologies, including mobile health (mHealth) applications and telehealth
services, support chronic disease management by facilitating patient communica-
tion, monitoring, and education. These tools enhance adherence to treatment plans

and enable long-term care, leading to better health outcomes.|[14]

1.3.3 Mental Health Support

Digital platforms provide accessible mental health support through teletherapy, on-
line counselling, and mental health apps. These resources offer real-time assistance,
self-help tools, and remote consultations, increasing access to mental health care

and reducing stigma.

1.3.4 Public Health Surveillance

eHealth systems facilitate public health surveillance by collecting and analyzing
health data to monitor disease trends, detect outbreaks, and inform public health in-
terventions. This real-time data collection enhances the ability to respond promptly

to public health threats.
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1.3.5 Personalized Medicine

Advancements in eHealth enable personalized medicine by integrating genetic in-
formation, digital biomarkers, and patient data to tailor medical treatments to
individual characteristics. This approach leads to more effective therapies and im-

proved patient outcomes.

Incorporating these eHealth applications into healthcare systems enhances the quality,
accessibility, and efficiency of medical services, ultimately leading to better health out-

comes.

1.4 Privacy and Security Challenges Concerns in E-

Health

Ensuring privacy and security in eHealth is paramount, given the sensitive nature of
health information and the increasing digitization of healthcare services. because of that,
the widespread adoption of eHealth technologies faces significant hurdles across technical,
ethical, operational, and socioeconomic dimensions. Below is a structured analysis of the

key challenges, supported by industry insights and research findings:

1.4.1 Technical Challenges

Interoperability Issues

e Many healthcare systems still rely on legacy technologies like fax machines, creating

silos between electronic health records (EHRs) and digital health platforms.|[15]

e Lack of standardized data formats hinders seamless integration between telemedicine

tools, wearables, and hospital systems. [16]

28



1 Background for E-Health

Cybersecurity Risks

o 78% of health systems prioritize cybersecurity due to rising threats like ransomware

attacks on patient data.[16]

e Al-driven healthcare solutions introduce new vulnerabilities, requiring advanced

encryption and multi-factor authentication.[I5]

Scalability Limitations

e Al and telemedicine platforms struggle with real-time data processing for large pop-

ulations, especially in resource-limited settings.[17]

1.4.2 Ethical and Legal Issues

e Privacy and Confidentiality: FEnsuring the confidentiality of patient data is
paramount. Breaches can occur through unsecured networks or unencrypted hard-

ware, leading to unauthorized access by third parties. [1§]

e Regulatory Compliance: Navigating the complex landscape of healthcare regu-
lations, such as HIPAA in the U.S. and GDPR in Europe, poses challenges. eHealth
solutions must comply with these regulations to protect patient rights and avoid

legal repercussions.

Health Insurance Portability and Accountability Act (HIPAA):

Enacted in 1996 in the United States, the Health Insurance Portability and Account-
ability Act (HIPAA) establishes national standards to protect sensitive patient health
information from being disclosed without the patient’s consent or knowledge. Key com-
ponents of HIPAA include[19]:

Privacy Rule: Sets standards for the protection of individuals’ medical records and
other personal health information, ensuring that such data is properly safeguarded.

Security Rule: Requires appropriate administrative, physical, and technical safeguards
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to ensure the confidentiality, integrity, and security of electronic protected health infor-
mation (ePHI)[20].
Enforcement Rule: Establishes guidelines for investigations into HIPAA violations and

sets civil and criminal penalties for non-compliance.

General Data Protection Regulation (GDPR):

Implemented by the European Union in 2018, the General Data Protection Regulation
(GDPR) governs the processing of personal data of individuals within the EU. Its primary
objectives are to enhance individuals’ control over their personal data and to unify data
protection laws across Europe. Key features of GDPR include: Lawfulness, Fairness, and
Transparency: Data must be processed legally, fairly, and in a transparent manner[21].
Purpose Limitation: Data should be collected for specified, explicit, and legitimate
purposes and not further processed in a manner incompatible with those purposes.
Data Minimization: Only data that is necessary for the intended purpose should be
collected and processed[21].

Accuracy: Ensures that personal data is accurate and kept up to date.

Storage Limitation: Personal data should be kept in a form that permits identification
of data subjects for no longer than necessary.

Integrity and Confidentiality: Data must be processed in a manner that ensures ap-
propriate security, including protection against unauthorized or unlawful processing and
against accidental loss, destruction, or damage.

Accountability: Data controllers are responsible for, and must be able to demonstrate,

compliance with all these principles[22].

1.4.3 Resistance from Healthcare Providers

e Change Management: Healthcare professionals may resist transitioning to eHealth
systems due to disruptions in established workflows and skepticism about the ben-

efits. Concerns about the quality of digital information and the impact on patient
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care contribute to this resistance.[23]

e Training and Usability: A lack of adequate training and support can hinder the
effective use of eHealth technologies. If systems are not user-friendly or intuitive,

healthcare providers may be reluctant to adopt them.

1.4.4 Digital Divide and Accessibility

e Technological Literacy: Patients with limited digital skills may struggle to en-
gage with eHealth services, leading to disparities in healthcare access and out-
comes. This issue is particularly prevalent among older adults and low-income

populations. [24]

e Infrastructure Limitations: In regions with inadequate internet connectivity
or access to digital devices, patients may be unable to utilize eHealth services

effectively, exacerbating existing health inequities.

1.4.5 Cost and Infrastructure Limitations

e Financial Constraints: High initial costs for implementing eHealth systems, cou-
pled with uncertain financial returns, can deter healthcare organizations from in-

vesting in these technologies.[25]

e Resource Allocation: Allocating sufficient resources for the maintenance and
upgrading of eHealth infrastructure is challenging, especially for institutions with

limited budgets.

1.5 The Role of eHealth in Shaping the Future of
Healthcare

eHealth is poised to transform healthcare delivery by enhancing patient engagement,

improving access to care, and enabling personalized medicine. Technologies such as
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telemedicine, mobile health applications, and wearable devices facilitate real-time health
monitoring and data collection, leading to more informed clinical decisions and better
health outcomes. Furthermore, eHealth can streamline healthcare processes, resulting in
cost savings and increased efficiency. So, we conclude that eHealth is poised to redefine

healthcare delivery through:

e Precision Medicine: Al-driven analytics enable personalized treatment plans

based on genetic, lifestyle, and real-time biometric data.

e Decentralized Care: Remote monitoring and telehealth reduce hospital visits,

particularly for chronic disease management.

e Democratized Access: Mobile health (mHealth) apps and wearable devices em-

power patients in underserved regions.

e Operational Efficiency: Automation of administrative tasks (e.g., prior autho-
rizations, billing) could save the U.S. healthcare system 360 billion annually by
2030.

However, success depends on addressing current adoption barriers through collabo-
rative efforts among stakeholders, And This table outlines key actions needed from the
most important stakeholders to advance eHealth implementation and adoption:

There are also the urgent Priorities for enhancing patient engagement, improving

access to care, and enabling personalized medicine:

e Bridge the digital divide through public-private partnerships (e.g., Google’s Project

Loon for rural connectivity).

e Establish trust via transparent Al governance frameworks (e.g., WHO’s guidelines

on Al in health).

e Reduce costs by open-sourcing foundational models (e.g., Meta’s Llama for health-

care NLP).
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Table 1.1: Stakeholder Roles and Actions Needed for eHealth Implementation

Stakeholder Actions Needed
Governments - Harmonize regulations (e.g., align FDA/EU Al Act
standards)

- Fund broadband expansion and subsidize eHealth tools
for rural areas

Healthcare Providers | - Invest in clinician training programs for digital tools
- Pilot AI integration in low-risk workflows (e.g., docu-
mentation)

Technology Develop- | - Prioritize interoperability (e.g., HL7 FHIR standards)

ers - Embed ethical Al principles (e.g., bias audits, explain-
ability)
Patients - Advocate for data privacy rights

- Participate in digital literacy initiatives

Insurers - Reimburse telehealth and remote monitoring services
- Incentivize preventive care via mHealth apps

1.6 Call to Action for Stakeholders

To fully realize the benefits of eHealth, concerted efforts from all stakeholders are essential:

e Policymakers: Develop and enforce regulations that promote data interoperabil-

ity, protect patient privacy, and support the ethical use of eHealth technologies.

e Healthcare Providers: Embrace digital literacy and integrate eHealth solutions

into clinical practice to enhance patient care and operational efficiency.

e Technology Developers: Design user-centric eHealth tools that are accessible,

secure, and responsive to the needs of diverse populations.

e Patients: Engage with eHealth technologies to actively participate in personal

health management and provide feedback to improve these solutions.

e Academic and Research Institutions: Conduct rigorous evaluations of eHealth
interventions to generate evidence on their effectiveness, safety, and impact on

health outcomes.[26]
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To maximize the advantages of eHealth technologies while safeguarding patient privacy,
it is crucial to implement privacy-preserving Al techniques like Federated Learning. FL
allows multiple healthcare institutions to collaboratively train AI models without ex-
changing raw data, reducing privacy risks while maintaining high model accuracy. This
approach strengthens data security and ensures compliance with health regulations such
as GDPR and HIPAA. Beyond FL, reinforcing regulatory frameworks, enhancing en-
cryption techniques, and equipping healthcare professionals with digital literacy skills
are essential steps toward a more secure eHealth ecosystem. A coordinated effort among
governments, healthcare providers, and technology developers is necessary to address pri-
vacy concerns, encourage innovation, and create a trusted, inclusive, and efficient digital

healthcare environment.

1.7 Conclusion

In this chapter, we have touched upon many concepts about eHealth, for improving
patient outcomes, optimizing healthcare processes, and enabling remote access to medical
services. However, this shift toward digital healthcare also introduces privacy and security
concerns that must be addressed.

We began with a clear definition of e-health and an overview of its core components, such
as Health Information Systems, Electronic Health Records, Telemedicine, and Mobile
Health, which collectively enable the efficient exchange of patient data and the facilitation
of remote healthcare services.

The chapter also examined several applications of e-health, ranging from remote pa-
tient monitoring to chronic disease management and mental health support. These ap-
plications showcase how e-health contributes to enhancing healthcare delivery, improving
patient outcomes, and reducing healthcare costs. Moreover, personalized medicine and
public health surveillance were highlighted as key areas where e-health can further trans-
form the medical landscape.

However, the widespread adoption of e-health faces multiple challenges. These include
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technical difficulties, such as ensuring interoperability and safeguarding patient data, as
well as ethical and legal concerns related to privacy. Additionally, there are significant
barriers to adoption, including resistance from healthcare providers, the digital divide,
and the cost of infrastructure.

Looking to the future, e-health holds the potential to revolutionize healthcare by
improving access, efficiency, and personalization of care. However, realizing this potential
will require collaboration between all stakeholders—technology developers, healthcare
professionals, policymakers, and patients to overcome existing challenges and create a

sustainable framework for e-health implementation.
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Chapter 2

Literature Review — Federated Learn-

ing for E-Health

2.1 Introduction

Machine Learning, and Artificial Intelligence have gained immense popularity in recent
years, driven by computing power advances and the availability of large datasets. Con-
ventional ML methods require gathering sensitive information from multiple devices or
organizations to a central server, which raises severe privacy concerns. Federated Learning
addresses this by enabling collaborative model training directly on local devices without
the release of raw data, but by just exchanging model parameters. FL was initially in-
troduced by Google in 2016 for deployment in applications like Google Keyboard and is
now transforming domains like healthcare, transportation, and smart homes. Despite its
benefits, FL also introduces overhead in communications, device heterogeneity, and se-
curity threats from malicious clients, necessitating cryptographic protections along with

robust defense mechanisms.

The rise of edge devices like smartphones and self-driving cars that generate vast
data daily has spurred demand for FL as a privacy-preserving alternative to centralized
learning. Unlike traditional distributed systems, FL learns models on-device locally,
requiring new mechanisms for privacy, security, and computation efficiency. The work to
create FL architectures, incentives for user participation, and cloud support is in progress
to enable it to perform optimally as well as defend against adversarial attacks. This makes

FL a promising future direction in Al, especially for privacy-sensitive domains such as
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e-health, where data privacy is extremely important.

2.2 Machine learning (ML)

2.2.1 Definition

Machine Learning is a subfield of computer science that enables machines to learn from
different data types and experiences to create intelligent models and algorithms to solve
various complex problems and improve their performance over time. There are also
other different terms acssociated to this field like data science, statistical learning, deep

learning, and others.

2.2.2 Machine learning models and types of learning

Machine learning models can be grouped based on their learning methodologies and
data and task handling. Classification helps to understand the model’s complexity, its
application, and the level of generalization that can be achieved. Based on the issue and
data type, models can be suited for different tasks.

We generally distinguish between three general categories:

Primary methods

Supervised learning Supervised learning is a type of machine learning in which algo-
rithms require external supervision to learn from data. In this approach, the input data
set is divided into two: a training set and a test set. The training set includes both the
input data and also the target output variable that is to be predicted or classified by the
model. Supervised learning algorithms discover patterns in the training data to learn a
mapping from inputs to outputs. Learned patterns are used on the test set to classify
or predict. In the following section, we will present some of the most commonly used

supervised learning algorithms. [27]

Decision Tree: Decision Tree algorithm exists mainly to perform classification op-
erations. It operates through the sorting of data attributes based on their values and

then clustering them to construct a tree-shaped structure. This is a tree with nodes
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and branches, in which the nodes are employed to indicate the features or attributes to
be examined, and branches are employed to indicate the possible outcomes or decisions
based on these features. Decisions are taken by the model tracing from the root node to

a leaf depending on input values. [27]

Did the guest eat chicken?

Yes N

Non-Veg Did the guest eat mutton?
Yes No
Non-Veg Did the guest eat sea-food?
Non-Veg Veg 27]

Figure 2.1: Decision Tree
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Naive Bayes: Naive Bayes is a commonly used tool for classification and clustering,
particularly in text classification. Naive Bayes is based on conditional probability and
feature independence. It builds a Bayesian Network where the classification is done
by computing the probability of different outcomes based on previous knowledge and
observed facts. Naive Bayes has an efficiency due to its simplicity of operation, though

in fact it operates very efficiently with large sets having complex relationships. [27]

Likelihood Class PriO}Probabilrtv
Pc| x)= P(x|c)P(c)
| P (x) \

Posterior Probability Predictor Prior Probability
P(cX)-P (xc)xP(x )+ xP(x,|c)xP(c)

Figure 3. : Navie Bayes. [27]

Support Vector Machine : Support Vector Machine is a strong classification
method which operates based on identifying the optimal margin that separates different
classes. SVM attempts to achieve a decision boundary, or hyperplane, that maximizes
class distance and margin distance. The aspect of maximization enhances the model’s
ability to generalize and therefore makes SVM highly efficient in cases where high class

separation is necessary. [28][27]

Unsupervised learning: Unsupervised algorithms are the kind of algorithms that
learn the feature or pattern directly from data itself, without depending on labeled out-
put. As soon as new data comes in, the algorithm will be able to tell its class through
the feature that it already learned. Unsupervised algorithms are applied extensively to
classification and feature reduction operations. They are generally referred to as cluster-

ing and dimensionality reduction methods, and may be divided into two main categories.
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In this article, some of the leading algorithms used in unsupervised learning will be

explained.[28] [27]

K-Means Clustering : K-Means Clustering is a method where similar data points
are grouped together to form clusters. The algorithm gets its name from the number
”k,” representing the distinct clusters it aims to create. The central point of each cluster,
known as the cluster head, is calculated by finding the mean of all the data points within

that particular cluster. [27]
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Figure 2.2: K-Means Clustering

Principal Component Analysis (PCA) : Principal Component Analysis is a
technique used to reduce the dimensions of data in order to facilitate faster and more
efficient calculations. For example, PCA will reduce data in a 2D dataset to 1D represen-
tation, simplifying the analysis without compromising the most important information.
Dimensionality reduction helps to speed up calculations and simplify the handling of

complex data. [27]

Reinforcement learning (RL): Reinforcement learning is a technique based on the
trial-and-error and delayed feedback concept. Through this technique, the learning agent

operates in an environment by taking actions and observing their long-term consequences.
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The aim is to identify which actions have the most preferable long-term consequences.
Initially, the agent does not know in advance what action is best but, as the interac-
tions are repeated with feedback from the environment, the agent learns, over time, an
increasingly complex decision strategy for maximizing cumulative rewards. Some types

of algorithms within this group will be discussed as follows. [27]

Training Info = evaluations (“rewards” / “penalties”)

Inputs » e Outputs

“actions”

29

Figure 2.3: Reinforcement learning (RL)

Trial-and-error: In the trial-and-error approach, the agent begins its engaging-
with-unknown environment with random actions. Since the agent does not have any
prior knowledge, it learns through the act of experimentation, and observing the results

of its actions, Learning to shape its behavior. [28§]

Delayed reward: In this case, the agent does not get immediate feedback with its
actions. The agent will probably get rewards and penalties later, based on the long-term
outcome from decisions made in the past. This delayed approach allows the agent to
gradually form an understanding of which actions are good actions in the long term, and

it modifies the agents behavior. [27]
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Composite methods :

Semi-Supervised Learning: This learning technique combines the strengths of su-
pervised and unsupervised learning approaches. It is highly beneficial in cases where
abundant unlabeled data are available, but labeled data are difficult to acquire or require
time and effort. Semi-supervised learning is most beneficial in data mining tasks in a
wide range of fields, offering a practical solution through the use of small labeled data
combined with abundant unlabeled data. Several algorithms fall under this category, each
with its own merits and fields of application.Below are some commonly used algorithms

in semi-supervised learning that demonstrate its practical implementation. [27]

Generative Models: Generative models attempt to represent the joint probability
distribution of data by setting discrete components within a mixed set of data. Labeled
examples are employed within generative models to infer underlying structure in examples

that are unlabeled, so they work excellently in semi-supervised learning scenarios.

Self-Training: Self-training is a recursive approach that begins from a model ac-
quired from labeled data. The model makes predictions on the unlabeled data. The most
confident predictions are added to the training set incrementally, allowing the model to

improve its performance as the training data grows.[28][27]

Transductive Support Vector Machine (TSVM): The Transductive Support
Vector Machine is a modification of the regular SVM that utilizes both labeled and unla-
beled data. It seeks to induce a decision boundary that will maximize the margin between
classes, employing the structure of the unlabeled data to enhance the classification accu-

racy on new, unseen instances. [27]

Self-Supervised Learning: Self-supervised learning is a form of unsupervised learning
that leverages the ideas of supervised learning. It relies on automatically creating labels
from the data itself to allow models to learn good representations without the need for
human-annotated datasets. We will introduce some widely used algorithms that fall

under this category. [27]
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Multi-Instance Learning: Multi-instance learning is a framework of supervised learn-
ing where the labels are given for groups (or bags) of instances rather than individual
data points. Although the labels of the individual instances are unknown, the aggregate
data from each group is used to guide the learning. We will present a few algorithms

designed specifically for this learning framework. [27]

Multi-task methods :

Multitask learning: Multitask Learning is an approach where many tasks are learned
at the same time, using common representations across the tasks. This provides the
power of collaborative learning, so that a model can learn faster by taking advantage
of knowledge learned while training on another task that is related. The goal of Mul-
titask Learning is to increase performance by using similarities across the tasks. When
Multitask Learning is implemented in terms of a given task, the algorithm avoids ”for-
getting” the specific methods and steps that led to a solution for the previous tasks, and
applies the "experience” it gained when dealing with similar problems. Because of the
experience transfer factor, Multitask Learning is often described as an inductive transfer

mechanism. [27]

Ensemble Learning: FEnsemble Learning is based on the concept that using the out-
puts of multiple different models together will result in better predictive performance
than relying on a single model. The Ensemble Learning methodology uses the outputs of
multiple models, such as decision trees, neural networks, or Naive Bayes classifiers, and
combines them into one final decision rather than relying on one learner. The ensem-
ble method is used to minimize error and increase generalization. Since the late 1990s,
when ensemble methods became broadly implemented, ensemble methods have proven
repeatedly to improve accuracy and lead to better robustness for many different types
of machine learning tasks. Classifiers such as Naive Bayes and Support Vector Machines
are usually used as base learners within ensemble learning algorithms such as boosting

and bagging. [27]

boosting: Boosting is a method that constructs a collection of weak base learners,
each with some bounded classification ability, and sequentially transforms them into a

strong, veteran learner capable of making good predictions. [27]
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Boosting Algorithm under Loss Function L
Inputs: Joint distribution @ on Z = X x {1, —1} and initial predictor H® € S[H].
In practice, @) is the empirical probability of training samples.

Loop For m=1,...,M

1. Find a hypothesis h(™ € H such that

™ = arg min / QUd=) L' (—yH™ D (2))(y # h(z)).

The minimization does not need to be exact.

2. Find a coefficient o™ € R such that
o™ = argmin R, (Q, H™ Y + ah(™).

Line search methods or Newton methods can be applied to solve the one-dimensional

optimization problem.

3. Update the predictor:
Hm — g(m=1) + oM pm)

Output: H™) as an estimated predictor.

bagging: Bagging, or bootstrap aggregating, is a technique of training an ensemble
of individual learners independently, each on a randomly chosen subset of the data. This
technique enhances the accuracy and robustness of machine learning models as well as
the mitigation of the risk of overfitting. [27]
Input:

D = {ty,ta,...,t,} // Set of elements

K // Number of desired clusters

Output:
K /] Set of clusters

K-Means algorithm: Assign initial values for my, mo, ..., m; Assign each item ¢; to
the cluster with the closest mean Calculate new mean for each cluster convergence criteria

is met
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Neural Networks (INN):

Neural networks are models of computation composed of layers of connected nodes based
on the structure and function of the human brain. Systems have the ability to identify
hidden patterns in data through adaptive learning techniques. Biological or artificial,
neural networks become accustomed to new inputs dynamically, that is, they are capable
of delivering the best results without re-tuning the output parameters in an explicit
manner. Based on artificial intelligence, they are becoming more commonly used in

various fields, including financial market forecasting systems.

Inputs Weights Net input Activation
J— function function
'*1-"“"‘*'.«.

L
"«.x_:_-"_‘_f_l_" z @ - oU[pu‘
'!1 ,..-ﬂ-“i‘
- E Ii.“r.-'

m,

27]

Figure 2.4: Neural Networks

Supervised Neural Networks: In supervised learning, the target output corre-
sponding to each input is already known. The output of the model is compared with
the actual value and the difference (error) is used to adjust the internal parameters.
These adjustments are fed back to the network again and again in an attempt to improve

performance. This method is generally used in feedforward neural networks.
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Figure 2.5: Supervised Neural Networks

Unsupervised Neural Networks: Unsupervised learning is training models on
inputs without labeled outputs. The goal is to uncover intrinsic patterns or structures in
the data from similarities and correlations among input variables. The network clusters

data automatically based on internal relationships.

[ New input data ]

L

Training data Machine Machine Data grouped
without target 4 Leaming ; mm}ell 1o into different
variables algorithm Broup/cluster clusters/groups

N

Unsupervised Machine | MNewdatais

allocatad one of

Learning the clusters

Figure 11. Unsupervised Neural Networks. [27]

Reinforcement Neural Networks: Reinforcement learning applies goal-seeking
algorithms that learn by error and trial to achieve long-term objectives. The models take
action sequentially such that rewards accumulated over time are optimized, e.g., collecting
points for a game. It begins with no initial knowledge and learns through punishment for

an erroneous action and reward for correct ones, just like human behavioral learning.
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Figure 2.6: Reinforcement Neural Networks

Instance-Based Learning: Instance-based learning is a classification and regres-
sion algorithm that relies on the storage of all the data. Instead of abstracting the
patterns, the model makes predictions based on the nearest instances in the stored data

that match new points. It delays generalization until query time.

2.2.3 Implementation Stages of Machine Learning Models

Pre-processing of data:

The first task is to define the goal of learning and set the parameters for pre-processing.
The importation of datasets and necessary libraries is part of this phase. Once the data
is loaded, a number of operations such as cleaning, normalization, and transformation

are performed to prepare the data for the training process.[28§]

Network Architecture:

The data is input into the network architecture after pre-processing. The architecture is
determined by the learning task along with the kind of data. For example, Convolutional
Neural Networks (CNNs) are more suitable for image classification, while Multi-Layer

Perceptrons (MLPs) are used generally for tabular data.[2§]
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Machine
Learning
Types
[ |
Primary Composite Learning
Learning Learning Strategies
Methods Methods
Supervised Semi- Multitask
— learning | [supervised learning
learning
Un-supervs- Self- Ensemble
—  veried —Supervised Learning
learning Learning
Reinforcement Multi-Intanc
— learning — Learning
[27]

Figure 2.7: Machine Learning Types
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Model Training:

Here, the model is trained on machine learning platforms like TensorFlow or Keras.
Training involves a number of iterations in which the model parameters are updated
from the input data and the learning process. This process can take a series of iterations

to improve the model’s performance by continuous improvement. [28]

Model Testing:

The model is tested after being trained based on convergence accuracy achieved. The
model is tested using pre-determined performance metrics such as accuracy, precision,
and recall to determine how it fares on new data and whether it is a success or failure in

terms of desired criteria.[28]

2.2.4 Overview of Centralized, Distributed, and Federated Learn-

ing Models

Centralized Machine Learning Classifier:

In centralized machine learning, users are connected to a central server and transmit their
data to a global model. The server utilizes this large volume of data to update the model.
Once the update is completed, the central server sends a copy of the modifications back
to the users. This process is repeated each time the model undergoes an update.On the
other hand, the private data of users can be submitted and put in danger due to malicious

attacks on the server. [2§]

Distributed Machine Learning Classifier:

Distributed machine learning is another type of classification, more efficient than the
centralized approach. This method is used when large and complex data cannot be
processed on the central server. Many devices in the system participate in the training.
Each participant trains the model locally using its own data and sends the updates to the
central server. The server aggregates all the updates sent by the participants to create a

global model. This process is repeated until the model reaches convergence.[2§]
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Figure 2.8: Model Classifier of Centralized and distributed machine learning.

2.3 Federated Learning (FL)

2.3.1 Definition

Federated Learning is joint learning across devices/organizations, with local model pa-
rameters being shared and averaged instead of their local data. Google first proposed
Federated Learning in 2016, where they first employed it on Google Keyboard to learn
jointly from various Android phones. Because FL operates with all edge devices, it has
the potential to transform powerful domains such as transportation, finance, smart home
systems, and even the healthcare system. Training in this case is much different from
learning in standard distributed systems, with other algorithms and other optimizations
in a system. There are issues of operating with Federated Learning that come with
other applications. Challenges are two-fold: training challenges and security challenges.
Training-related issues are communication overhead of repeated training iterations, de-
vice heterogeneity during learning, and heterogeneity of training data. Security-related
issues are privacy and security problems brought about by the existence of an attacker

from an adversarial client in the local device to an adversarial user with black-box access

to the model.[30]
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The function Fj(w) is the one used and is defined as follows:

min F(w) = Zkak(w)

weR?

Where:
e w € R? represents the parameters of the global model,

e m is the total number of clients,
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e p, > 0and > /", pr = 1 represent the weight assigned to each client k,

e Fi(w) is the local loss function for client k, often expressed as a sum of local

prediction errors.

The function Fj(w) is defined as:

Fk(w) 1f( 3 L ay](k)>

Where:

e  is the number of samples in the k-th mini-batch.

o f(w;x; ,yj( )) is the loss function evaluated at parameters w and the sample (z; (k ), y](k)).

2.3.2 Architecture

Client Sampling / Selection:

In federated learning, the first step is to select a subset of clients to participate in the
training. The server can randomly select clients or use more advanced methods based
on the nature of the clients, for instance, data size or their contribution to the training.
Client selection is necessary to balance the workload and to achieve varied representation
of data. The selection process further optimizes resources and bandwidth by reducing

the number of selected clients while maximizing the efficiency of models.[30]

e Formula: Random Client Selection
S ={ki, ko, ..., k.} (Randomly selected clients)

Here, S represents the set of selected clients for the current iteration, and r is the

number of clients chosen from the total k& available clients.

Parameter Broadcasting:

Once the server selects the clients, it broadcasts the current global model parameters to
them. Broadcasting the parameters ensures that all clients begin local training with the

same model parameters. Broadcasting the parameters is required so that there will be

53



2 Literature Review — Federated Learning for E-Health

uniformity among the local models and to prevent each client from updating its model in
a disconnected manner. After each client receives the parameters, it begins local training

over its local data.[30]

e Formula: Update of Local Model Parameters.

wi = w) = e VE(w))

Where:

) w,(fﬂ) is the updated model of client k after one step of gradient descent at iteration

t+1,

w,(:) is the model of client k at iteration ¢,

Mk is the learning rate for client £k,

VF, k(w,(:)) is the gradient of the local loss function for client k at iteration ¢.

Local Model Training:

Each client subsequently performs local training on its data. Clients typically use stochas-
tic gradient descent (SGD) or some variation to train the local model on their data. Local
training is performed in parallel across all selected clients. Following a series of local train-

ing iterations, each client uploads the local parameter updates to the central server.[30]

Model Aggregation:

Once all the clients have updated their local models, they send back their parameters
to the server. The server aggregates these local models to compute an updated global
model. The aggregation may be as basic as computing a weighted average of the local
models, where each client may have a weight based on the scale of its data or its relative

significance in the training process.[30]

e Formula: Update of global Model Parameters.
wt+) — Z?ﬂpkwi(fﬂ)
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Where:

o w1 is the updated global model after the aggregation of local models from all

clients, at iteration ¢ + 1,

) w,(:H) is the updated model for client k at iteration ¢ + 1,

e pj is the weight assigned to client k, which often reflects the importance of client k

in the aggregation (e.g., based on the size of its local dataset),

e m is the total number of clients participating in the federated learning process,

e The summation aggregates the local models, weighted by px, to form the updated
global model.

Repetition of the Process:

Client selection, broadcast parameters, local model training, and model aggregation are
iteratively executed several times. Each iteration allows the global model to increasingly
approximate by coordinately aggregating local information. The more iterations are
executed, the more efficient and accurate the global model becomes. Iteration allows

convergence to an optimal solution through the utilisation of distributed data.[30]

Global Model Update

The server updates the global model iteratively over n rounds as follows:

wttD — Zpk w]gt—&—l)
kes

Where:

w1 is the global model after iteration ¢,

S is the set of selected clients in the current round,

Pk is the weight assigned to client k,

w,(fﬂ) is the local model of client k£ after its local training at round t.
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Figure: Federated learning privacy and aggregation mechanism.

2.3.3 Types of federated learning

Federated Learning is a type of machine learning that enables two or more participants
to work together to develop models without sharing raw data one or more FL systems are
employed the number of partners depends on the type of data distribution and the com-
putational constraint to solve different data privacy issues communication effectiveness

and model optimization several approaches are used:

Vertical federated learning (VFL)

Vertical Federated Learning is an architecture used when multiple devices or organizations
possess data about the same individuals (samples) but with different features. In other
words, different organizations, often from distinct domains, share a common global model
and train their local models using their own datasets that contain information on the same

set of individuals. [30][31]
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Figure 2.9: Vertical Federated Learning architecture

Horizontal federated learning (HFL):

Horizontal federated learning takes an opposite approach to that of vertical federated
learning, where each participant or organization in the system shares the same features
but different samples. These organizations are from the same domain and share the
same aggregated model. Fach one of them trains their local model with their own data
independently. Communication happens between the participants and the global server,

and only the updated weights and gradients are shared.[30][31]

o7



2 Literature Review — Federated Learning for E-Health

Zj Zg B v @ Send global model w’ to all clients

= o | (DUUUU)| Agregate -

olooo|o : ;
= sl Server Wik z pk @ The client k € S, trained a local
1 D [:] D D kes, model wy, by updateing the globla

Hospital 1

model w wih their private data.

ey €® The server updates he global mod/
= n?n o D D DD N \\\ w, by aggregating all local models
ol 1 1| DDDD Wy 41 i ‘\\ \\\ from the clients
Hospital2| | R &9 & i \ wz+1:kZSpn"

| S > €5t
e bé \‘\\ \‘\\

g5k (0000
o o

]

Hospital X

¥ [®00
Hospital 89 O D

Hospital j Global model w;

(80000

Horizontal
Federated Learning

¢/} Patientj O Features z (= Localmodelw & Global model w;

32

Figure 2.10: Horizontal Federated Learning architecture

Federated transfer learning (FTL):

Federated Transfer Learning is another approach. It’s a mix of federated learning and
traditional transfer learning, where participants and organizations in the system don’t
share the same data and samples. In this case, each organization trains its local model
independently and shares the modifications and updated weights with the global server.
In some cases, under privacy guarantees, participants can share the modifications directly

between them without going through the server. [30][31]
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Figure 2.11: Federated Transfer Learning architecture

Cross-Silo federated learning(C-SFL):

Cross-Silo Federated Learning is applied when institutions or organizations gather to-
gether in a federated training session and maintain constant connections in each training
round. This FL is normally applied in industrial, healthcare, or financial applications
with organizations possessing vast amounts of structured data and are able to offer suffi-
cient computational power to enable large-scale collaboration. Cross-Silo FL offers data
security by maintaining rigorous access control, cryptography practices, and regulatory
compliance. As compared to Cross-Device FL, where clients are unstable intermittent-
availability clients, Cross-Silo FL is steadier to achieve more chances of optimization
mechanisms being able to operate effectively and possessing more model convergence. [30]

In cross-silo FL, however, clients are typically companies or organizations (e.g., hospitals
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and banks). The number of participants is small (e.g., from two to a hundred), and each

client is expected to participate in the entire training process.[33]
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Figure 2.12: Cross-Silo Federated Learning architecture.

Cross device federated learning:

Cross-Device Federated Learning can be used for model training with thousands or mil-
lions of client devices. The system is highly heterogeneous in terms of available devices,
computational resources, and network bandwidth and thus much more difficult than
Cross-Silo FL. Adaptive client sampling, model compression, and federated dropout are
employed to facilitate communication and efficiency as well as computation cost reduc-
tion.One of the key things in Cross Device FL is how to construct incentive mechanisms
such that they motivate long term participation because devices are autonomous and
may not be keen on contributing to training. Secure aggregation protocols also must
be implemented such that pre -device contributions are anonymized and no device can

deduce global model updates.
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2.4 Differences between Machine Learning and Fed-

erated Learning

2.4.1 Privacy

Privacy concerns are one of the main motivations for storing raw data locally on user
devices in federated learning setups. Even so, while the data itself never leaves the
user’s computer, the information conveyed through training—i.e., model updates—can
still present a risk of unintentionally leaking sensitive information. It is demonstrated in
research that it is possible to reconstruct individual user data, for example, part of credit
card numbers, from the output of recurrent neural networks that have been trained
on user-generated language data. While interest is continuing to increase in privacy-
preserving learning approaches, Section 2.4.1 summarizes prior work dedicated to privacy
enhancement in general distributed machine learning. Section 2.4.2 then summarizes

recent approaches explicitly designed for federated learning environments.

Privacy in Machine Learning:

Several privacy mechanisms are used in machine learning, among which Advanced En-
cryption Standard is one of the most prominent. AES (Advanced Encryption Standard)
is a widely used symmetric block cipher standardized in 2001 by NIST. It processes data
in 128-bit blocks and supports key sizes of 128, 192, or 256 bits, offering strong security
against known attacks [35]. Modern CPUs often include hardware acceleration through
AES-NI instructions, enabling encryption speeds of multiple gigabytes per second and
reducing computational overhead [36]. AES is commonly employed in federated learning
to encrypt model updates during transit, ensuring confidentiality and integrity without
needing expensive homomorphic schemes. Clients and servers share a secret key—usually
established via a secure key exchange—allowing efficient encryption and decryption of

model weights.
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Privacy in Federated learning:

Federated learning introduces new challenges for privacy mechanisms in order to guaran-
tee a high level of data protection while maintaining good model performance. Ensuring
efficient and secure communication is also a major challenge. In general, privacy and con-
fidentiality in federated learning are divided into two types: global confidentiality (on the
server side) and local confidentiality (on the client side). Some privacy-preserving mecha-
nisms used in traditional machine learning are also applicable in federated learning, such
as Secure Multi-Party Computation (SMC), homomorphic encryption, and differential
privacy. [30] [37]

2.4.2 TImpact of Non-1ID Data

Federated learning is a rapidly expanding distributed machine learning framework fo-
cused on providing privacy protection. However, the models learned in federated settings
often exhibit lower performance compared to those trained in conventional centralized
environments, especially when local device data are Non-I1ID (not independent and iden-
tically distributed). This performance gap stems from the difficulty of aggregating models
trained on heterogeneous data, which can result in slower convergence and reduced overall

model accuracy [3§].
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The following table summarizes the main differences between Federated Learning and

centralized Machine Learning:

Table 2.1: Comparison between Federated Learning and Centralized Machine Learning.

Aspect Federated Learning | Centralized Machine
(FL) Learning (ML)
Training Loca- | Training occurs locally | Training is performed
tion on user devices. centrally on a server.
Data Transfer Only model wupdates | Full raw data are trans-
(e.g., gradients  or | ferred to a central server.
weights) are transmit-
ted.
Privacy High: data remains on | Lower: data must be cen-
local devices. tralized for training.
Performance on | Reduced due to data het- | Generally better, owing
Non-IID Data erogeneity across devices. | to more uniform and cen-
tralized data.

2.5 horizontal federated learning algorithms

Horizontal Federated Learning enables multiple institutions, such as hospitals or clin-
ics, to collaboratively train machine learning models without sharing patient data, thus
preserving privacy and adhering to regulations like GDPR and HIPAA. In HFL, each
institution possesses datasets with the same features but pertaining to different patients.
Various algorithms have been developed to optimize this collaborative learning process,
each with distinct characteristics.

There are 7 Algorithms in Horizontal Federated Learning:

2.5.1 Federated Averaging (FedAvg)

is a communication-efficient algorithm for distributed training with an enormous number
of clients.[39]
Mechanism: Clients train models locally and send the updated model weights to a

central server, which averages them to update the global model.
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The global model update is computed as:

K
Nk (k
Wet1 = Nw§+)1 (2.1)

k=1

wyy1: Global model weights at the end of round ¢ + 1.

K: Total number of participating clients.

ng: Number of local data samples held by client k.

N = Zszl ng: Total number of data samples across all clients.

wﬂ?lz Local model weights of client k after training in round ¢.

where each client performs 7 local SGD steps:
k k k
wity =i = nVE(w) (2:2)

wgk): Local model weights of client k at iteration .
wg?l: Updated local model weights of client k at iteration ¢ + 1.
n: Learning rate (step size).

V Fy, (wgk)): Gradient of the local loss function Fj evaluated at w,gk).

Advantages: Simple implementation and reduced communication overhead. Limita-
tions: Assumes data is independently and identically distributed (IID) across clients,

which may not hold true in healthcare settings.

2.5.2 Federated Proximal (FedProx)

FedProx serves as an enhancement to the Federated Averaging (FedAvg) algorithm, aim-
ing to overcome significant obstacles in federated learning, particularly when client data
is heterogeneous (non-1ID), meaning data distributions differ markedly among clients.
Mechanism: Builds upon FedAvg by incorporating a proximal term in the local objec-

tive function to handle data heterogeneity (non-1ID data). The local objective function:

min | Fi(w) + Sllw —wi?] (2.3)
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e min,: the goal is to minimize the expression with respect to the model parameters

w.
o [}(w): the local loss function for client k, computed on its private data.

e ,i: a positive constant (regularization coefficient) that controls the strength of the

proximal term.

wy: the global model weights received from the server at round t.

lw — w]|?: the squared Euclidean distance between the local model w and the
global model w;, acting as a penalty to keep w close to wy.

Global aggregation remains:
K

Nk (k
Wit1 = Z th(-& (2.4)
k=1

wyy1: Global model weights at the end of round ¢ + 1.
K: Total number of participating clients.
nk: Number of local data samples held by client k.

N = Zle ng: Total number of data samples across all clients.

wgi)lz Local model weights of client k after training in round t.

Advantages: Improves stability and convergence in heterogeneous data environments.

Limitations: Introduces additional computational overhead due to the proximal term.

2.5.3 Stochastic Controlled Averaging (SCAFFOLD)

is an algorithm developed to enhance federated learning by addressing the challenges
posed by data heterogeneity across clients. In federated learning, data is distributed
among numerous clients, each with its own local dataset, which can lead to significant
variations in data distributions (non-IID data).[40] Mechanism: Utilizes control variates
to correct for client-drift, aiming to improve convergence in non-IID settings. Client

update with control variates:
wt(i)l = wﬁk) — n(VFk(wﬁk)) —¢p + ) (2.5)
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wt(_’?l: the updated local model weights for client k at iteration ¢ + 1.

wt(k): the current local model weights for client k at iteration t.

n: the learning rate (step size).

VFk(wt(k)): the gradient of the local loss function for client £ evaluated at wgk).

cx: the control variate (correction term) of client k.

c: the global control variate (maintained by the server).

Correction term update:

1 (k)
ck=Cp—C+ n_T(wt — W) (2.6)

e ¢ the local control variate for client k (after update).
e c: the global control variate maintained by the server.
e 7): the learning rate.

e 7: the number of local training steps performed by client k in the current commu-

nication round.

e w;: the global model weights at the beginning of round ¢.

° w,g_’?T: the local model weights of client k after performing 7 steps of local training

starting from w;.

Advantages: Addresses issues arising from data heterogeneity more effectively than Fe-
dAvg. Limitations: Requires maintaining additional state information, increasing com-

plexity.

2.5.4 Federated Normalized Averaging (FedNova)

Federated Normalized Averaging (FedNova) is an algorithm designed to address the chal-
lenges of objective inconsistency and data heterogeneity in federated learning (FL).[41]
Mechanism: Normalizes local updates before averaging to address issues of varying local

update steps among clients. Normalized client updates:

_ (k)
Wy — Wiy r

AW = Lt 2.7
: = (2.7)
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Agk): the scaled difference (or update) of client k’s model at round ¢.

wy: the global model weights at the start of round t.

wg_’?T: the local model weights of client k after 7, local training steps.

7n: the learning rate.

Ti: the number of local training steps performed by client k.

Global aggregation:

K
n
Wil = Wy — Tg Z WkAgk) (2.8)
k=1

wyy1: the updated global model weights after iteration ¢ + 1.

wy: the global model weights at iteration t¢.

7n: the learning rate.

g: a scaling factor or gradient correction coefficient.

K: the total number of clients.

ng: the number of local data samples at client k.

N: the total number of data samples, N = Zszl Ng-

Aﬁk): the normalized update of client k£ at iteration ¢.

Advantages: Enhances fairness and efficiency when clients have differing computational
resources. Limitations: May still face challenges with highly heterogeneous data distri-

butions.

2.5.5 Adaptive Federated Optimization (FedOpt)

refers to the integration of adaptive optimization techniques into federated learning (FL)
to enhance model performance, particularly in environments with heterogeneous client

data.

67



2 Literature Review — Federated Learning for E-Health

e Mechanism: Applies adaptive optimization methods (like Adam or Yogi) at the

server level to improve the aggregation process. Adaptive server update:

K
N,
Wil = Wy — T WAEM (2'9)
k=1
w1 the updated global model weights at iteration ¢ + 1. w;: the global model
weights at iteration t. 7;: the learning rate at iteration ¢ (may vary over time). K:
the total number of clients. ny: the number of local data samples for client k. N:
the total number of data samples, defined as N = Zle n,. A®: the local update

contributed by client k.

With Adam-style adaptation:

my = Bimy1 + (1= B1)A, (2.10)

vy = Bovy_1 + (1 — By)AZ (2.11)

my: the exponential moving average of past gradients (momentum) at iteration ¢.
vy: the exponential moving average of past squared gradients (second moment) at
iteration ¢. [31: the decay rate for the momentum term, typically close to 1 (e.g.,
0.9). fPo: the decay rate for the second moment term, typically close to 1 (e.g.,
0.999). A;: the gradient or update at iteration ¢. A?: element-wise square of the

gradient /update at iteration t.

e Advantages: Accelerates convergence and can handle non-IID data better than

standard FedAvg.

e Limitations: Requires careful tuning of hyperparameters and increases computa-

tional complexity.

2.5.6 Federated Batch Normalization (FedBN)

is a technique in federated learning designed to address challenges arising from feature

distribution heterogeneity (also known as feature shift) across clients.

e Mechanism: Keeps local batch normalization layers (avoids feature distribution
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mismatches). And aggregates only non-BN parameters. Standard aggregation ex-

cluding BN parameters:

K
T

k
wer = ) ) (2.12)

k=1

Client-specific batch norm parameters v*), 5 remain unchanged.

e Advantages: Ideal for medical imaging (e.g., MRI, X-ray) where local data dis-

tributions vary.

e Limitations: Not suitable for non-DNN models.

2.5.7 Federated Stochastic Gradient Descent (FedSGD)

is a foundational optimization algorithm in federated learning (FL), enabling multiple
decentralized clients (such as mobile devices or edge devices) to collaboratively train a
global model without sharing their private data. Mechanism: In FedSGD, each client
computes gradients based on its local data using the current global model parameters.
These gradients are then sent to a central server, which aggregates them to update the

global model. Exact gradient computation:

Wyl = Wy — nz —V Fi(wy) (2.13)

wyy1: the updated global model weights at iteration ¢ + 1.

wy: the global model weights at iteration ¢.

7: the learning rate.

K: the total number of clients.

ny: the number of data samples at client k.

N: the total number of data samples, N = Zszl Ng.

V Fy.(w): the gradient of the local objective function Fj, with respect to the model

weights, evaluated at w; for client k.
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Full-batch gradient: .
V Fi(w,) = nik Zl Vl{ws; 71, 1) (2.14)
o VFi(wy): gradient of the local objective function Fy at iteration ¢ for client k.
e n,: number of local data samples for client k.
o ((wy;x;,y;): loss function evaluated at model weights w; for data sample (z;,y;).

o V{(wy;x;,y;): gradient of the loss function with respect to w; for the i-th sample.

Advantages: Maintains strict synchronization between clients and the server, ensuring
consistent model updates. Limitations: High communication overhead, as gradients
need to be transmitted after each local update, which can be inefficient in large-scale
networks. We make this summary Table to compare between the algorithms and decide

the best one in eHealth domain:
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Table 2.2: Comparison of Federated Learning Algorithms for eHealth Applications.

Algorithm| Data As- | Communica€ionvergenc€omplexity Best Use | Suitability
sumption | Cost on Non- Case for
I1ID Data eHealth
FedSGD Assumes High Poor Poor Small- Not ideal
11D scale, syn- | due to
chronous commu-
systems nication
overhead
FedAvg Assumes Low Moderate | Low Non-I11D Viable,
11D healthcare | but strug-
data gles  with
diverse
data
FedProx Handles Low Good Moderate | Non-IID Recommended
Non-1ID healthcare | for hetero-
data geneous
eHealth
data
SCAFFOLD Handles Moderate | Very Good | High High- Effective,
Non-1ID variance but com-
data plex to
implement
FedNova Handles Low Moderate | Moderate | Devices Useful
client vari- with  un- | with  re-
ance equal source
resources variation

2.6 Related works

Recent research in the e-health domain has focused on leveraging federated learning to

address privacy concerns in distributed healthcare settings, and various studies have ex-

plored how this decentralized approach can enable collaborative model training across

institutions while preserving sensitive patient information. Some of these works propose

novel optimization strategies, privacy-preserving mechanisms, and adaptations of feder-

ated architectures tailored to clinical tasks, by highlighting the relevance of FL in modern

healthcare applications.

Below is a summary of selected recent research efforts that highlight innovative strategies

and frameworks in this domain:
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e Haripriya, Rahul et al in [42] have proposed an adaptive FL framework for medical
image classification, integrating transfer learning with federated averaging and fed-
erated stochastic gradient descent. Their dynamic aggregation method switches be-
tween these techniques based on data divergence during training, optimizing conver-
gence while maintaining privacy. Using pre-trained models (GoogLeNet, VGG16)
fine-tuned on TB X-rays and brain tumor MRI datasets.

e Zhao, Huiya et al in [43] introduced MultiProg a privacy-preserving FL frame-
work for electronic health records. It employs a multi-channel architecture where
institutions share only low-level feature extractors, protecting sensitive data local-
ity. A feature recalibration mechanism adapts to heterogeneous clinical features
across institutions (e.g: COVID-19 prognosis in Spain) chronic kidney disease data
in China). Experiments showed a 15 percent improvement in predictive accuracy

compared to isolated models, with strict compliance with GDPR and HIPAA.

e Oyekan et al in [44] addressed the trade-off between differential privacy and model
performance in FL for e-health. By strategically partitioning datasets (0.8 shared,
0.2 private) and integrating DP noise with TensorFlow Federated, their method
achieved very high accuracy while resisting gradient inversion attacks. The work
highlighted the importance of adaptive privacy budgets in clinical settings where

data sensitivity varies.

e Dang et al in [45] explored the feasibility of applying federated learning to electronic
health records by evaluating models such as FedAvg and FedProx on two major
datasets. Their findings indicated that FL could maintain high predictive perfor-
mance while safeguarding sensitive patient data. However, they identified persistent
technical challenges, including variability in client data, security concerns during
model aggregation, and communication inefficiencies that could hinder real-world

deployment.

e Osei et al. in [46] examined the effectiveness of FL for the detection of lung can-
cer from CT images by deploying advanced deep learning models, including the

Swin Transformer, the Detection Transformer and the 3D UNet, in distributed
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medical centers. The models preserved diagnostic accuracy despite decentralized
training. Additionally, Grad-CAM was used to visualize attention maps, confirm-
ing the models’ ability to focus on relevant tumor regions. Their work emphasized
the importance of both privacy preservation and interpretability in medical imaging

applications.

The authors of these studies confront the ongoing challenge of maintaining a balance be-
tween privacy and model performance in federated learning applied to healthcare, where
safeguarding sensitive patient data is paramount during collaborative training across in-
stitutions. A recurring concern in these works is the potential for data breaches and
leakage, aggravated by non-IID data distributions and adversarial threats such as gra-
dient inversion attacks. To mitigate these risks, commonly employed strategies include
adaptive aggregation, differential privacy, and secure multi-party collaboration.

That’s why in the reviewed studies, Differential Privacy emerges as the most widely
adopted technique for safeguarding sensitive data during federated learning. Its popular-
ity stems from its theoretical privacy guarantees, which limit the ability of adversaries
to infer individual data points by introducing statistical noise. However, this added
noise—often combined with gradient clipping—can significantly degrade model accuracy,
particularly in complex classification tasks. Such a trade-off becomes critical in the
eHealth domain, where diagnostic precision is paramount and any reduction in perfor-
mance can pose serious risks to patient care. As a result,Advanced Encryption Standard
presents itself as a more suitable alternative for securing model updates. Unlike DP,
AES ensures data confidentiality through strong encryption during transmission without
altering the underlying information, thereby preserving model accuracy. This balance
between security and utility makes AES a compelling solution for privacy preservation
in healthcare-focused federated learning systems. These combined methods emphasize
dynamic privacy controls, compatibility with heterogeneous clinical data, and effective
knowledge sharing, thereby advancing FL systems that uphold regulatory standards such
as GDPR and HIPAA while maintaining high diagnostic accuracy in distributed health-
care environments.

This table reviews a comparison of related work in FL-based healthcare systems:
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Table 2.3: Comparison of FL. Approaches in Healthcare
Reference Local Model | Global Model | Key Contri- | Limitation
Algorithm Algorithm bution
(ML) (FL)
Haripriya, CNN FedAVG,FedSGD| Dynamic Requires  high
Rahul et al [42] | (GoogLeNet/ + Adaptive Ag- | switching computational
VGG16) gregation between Fe- | resources for
dAvg/FedSGD | real-time adap-
based on data | tation
divergence for
medical imaging
(TB X-rays,
brain tumors)
Zhao, Huiya et | RNN (LSTM | FedAVG,FedSGD)| Feature recal- | Complex archi-
al [43] variants) + Multi- | ibration for | tecture  limits
Channel Ar- | EHR prognosis | deployment
chitecture (COVID-19, in resource-
kidney disease) | constrained
with partial | hospitals
layer sharing
Oyekan et al [44] | Logistic Regres- | (FedAvg) with | Threat  mod- | Focused on
sion using gradi- | encrypted pa- | eling for FL | theoretical risks
ent descent rameter sharing | vulnerabilities rather than clin-
(inference  at- | ical validation

tacks) with DP
noise calibration

Trung Kien | Logistic Re- | FedAvg, Fed- | Benchmarked Communication
Dang, Xijang | gression, MLP, | Prox FL  algorithms | overhead, client
Lan et al [46] CNN (on EHR on real EHR | heterogeneity,
datasets) data, showing | and secure
FL can achieve | aggregation
competitive challenges
accuracy  with
privacy gains
Osei isaac et al | Swin Trans- | Personalized FL | Demonstrated Model com-
[45] former, De- | (Per-FedAvg, FL’s effective- | plexity and
tection  Trans- | FedOpt..etc) ness for medical | potential  per-
former, 3D imaging  with | formance degra-
UNet (for CT visual inter- | dation in highly
lung images) pretability using | heterogeneous
Grad-CAM environments

2.7 Conclusion

In this chapter, we talked about Federated Learning and Machine Learning. We showed

their main features, advantages, and limits. While ML needs centralized data, FL. works

in a decentralized way and keeps data private without losing performance.
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In the next chapter, we present the details of the proposed approach based on the FedProx

model, ensuring a second layer of privacy.
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Chapter 3

Research Methodology

3.1 Introduction

In this chapter, we present the proposed approach using federated learning that pre-
serves privacy. Addresses data heterogeneity based on the FedProx model which does
not require complex computational resources. we ensure privacy through Advanced En-
cryption Standard and Secure aggregation protocols built on Multi-Party Computation.
our method supports secure model training across distributed data without revealing in-
dividual contributions.

Globally, the chapter contains the outlines of the research methodology, dataset and

preprocessing, and the applied privacy-preserving mechanisms.

3.2 The Proposed Solution Overview

We simulate a federated healthcare environment, involving multiple institutions collab-
oratively training a machine learning model without sharing sensitive data assuming a
scenario with three participating clients. The model is already trained on ImageNet
dataset to extract features and to help the model learn general visual features faster and
needs fewer epochs. Then, a local training is done on each client using the Brain Tumor
MRI dataset. The model updates—mot the raw data—are transmitted securely to the
central server.

The server performs an aggregation of these updates, creating a new global model without
compromising individual privacy. Throughout this process, privacy-enhancing techniques
(advanced encryption standard and secure aggregation) are applied to protect sensitive
information. The global model is then redistributed to the clients for further training
cycles or final evaluation. This design ensures collaboration without violating privacy

constraints and aligns well with the ethical and legal requirements of medical data usage.
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The figure illustrated the different steps of the proposed solution.

Data Sources:Dataset and Preprocessing of Brain Tumor MRI)

global model inicitial(preproccessed)

Hospital 1 ! Hospital 2 ‘ Hospital 3
Local Training(CNN + EfficientNetV2L) Local Training(CNN + EfficientNetV2L) Local Training(CNN + EfficientNetV2L)
AES Encryption AES Encryption AES Encryption

Aggregation Server (mask + encryption)

Model updates decrypted after secure transmission

AES Decryption

Aggregated Model% > w; (mask + decryption)

Global Model Update

Evaluation(Accuracy, Performance)

Figure 3.1: Diagram illustrating the sequential steps of the proposed approach
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3.3 Dataset and Preprocessing

The dataset utilized in this work is an open-source brain tumor MRI dataset obtained
from Kaggle, a well-known platform for data science and machine learning challenges.
This dataset is publicly available and has been widely used in medical image analysis
research, particularly for brain tumor classification tasks. It includes labeled MRI images
categorized into four main classes: glioma tumor, meningioma tumor, pituitary tumor,
and no tumor. [47]

The preprocessing of this dataset is applied as follows: Image Resizing:

e All MRI images are resized to a fixed dimension (480x480) to match the model

input size.

e Normalization: Pixel values are scaled to the range [0, 1] by dividing by 255, im-

proving model convergence.

e Label Encoding: The class labels (glioma, meningioma, pituitary, no tumor) are

converted to numerical labels, often using one-hot encoding.

e Data Augmentation : To improve generalization, we apply transformations such as:

Rotation, Horizontal /vertical flipping, Zoom, Shifting, Brightness adjustment

In the fine-tuning step, the Brain Tumor MRI Dataset was used to specialize the model

in the classification of brain tumor medical images.

For the global model:

The dataset is divided into three main folders: Training,validation and Testing, Each of
these folders contains four subfolders, corresponding to the four classes into which the
images are to be classified: Glioma, Meningioma, No Tumor, and Pituitary, respectively.
It contains 7023 images of human brain MRI images that are classified into the four
previous classes. Each class contains at least 1,300 images in the training set and 200

images in the testing set.

For the local models (hospitals):

The dataset is divided into three main folders: we added a third folder, Validation, which

was extracted from 15% of the training data in order to perform validation during the
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training process. Each of these folders contains four subfolders, corresponding to the four
previous classes into which the images are to be classified like the global model, we made
3 datasets each one of them has splitted to: 70% of training, 20% of validation and 10%
for the test:

e dataset of hospital 1: contains 2870 images are classified to: Glioma, Menin-

gioma, No Tumor, and Pituitary, respectively.[48]

e dataset of hospital 2: contains 3111 images are classified to: Glioma, Menin-

gioma, No Tumor, and Pituitary, respectively.[49]

e dataset of hospital 3: contains 986 images are classified to: Glioma, Meningioma,

No Tumor, and Pituitary, respectively. [50]

Dataset Training | Validation | Testing | Total
Global Model 5,618 — 1,405 7,023
Hospital 1 2,005 D76 289 2,870
Hospital 2 2,184 618 309 3,111
Hospital 3 630 230 126 986

Table: Image distribution across global and local datasets.

Glioma MMeningioma Pituitary o [ ameor

Figure: brain tumor MRI classes.
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3.4 The training of hospital’s models (clients)

3.4.1 Initialization of Global Model

This model was pre-trained on the ImageNet dataset to extract the maximum number
of features from a wide variety of images and to help the model learns general visual
features faster and needs fewer epochs.

In our study, the EfficientNetV2L architecture was implemented — a strong deep con-
volutional neural network architecture with 119 million parameters. The architecture
is deep, with many convolutional layers. The more layers are present, the deeper the
architecture becomes, and the more features can be extracted.

Such deep architectures need to be trained on big datasets. In this work, the chosen
architecture is trained on the ImageNet dataset, which contains more than 1.2 million
images classified into 1,000 classes. This means that the last fully connected layer of the
model contains 1,000 neurons, used for classification with a softmax activation function.
After choosing the architecture and uploading it, we moved to the next step of the work:
fine-tuning the model. The reason for choosing a pre-trained model on ImageNet is to
make it able to extract the maximum number of features from images, due to the large
variety of data in ImageNet.

Fine-tuning allows the model to specialize in classifying a more specific type of image.
Since we work in the medical field, a medical dataset was chosen to fine-tune the model
by training only the last layers and modifying the number of neurons in the final layer.
We replaced it with the number of classes used in our own dataset — in our case, 4
neurons, according to our 4 categories.

As mentioned, during fine-tuning, only the last layers of the model are trained, while the

previous ones are frozen.
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Parameter Value

Optimizer Adam

Loss function Categorical Crossentropy
Batch size 32

Epochs 5)

Learning rate 0.0010

Input shape (480, 480, 3)

Data Augmentation

Rescale 1./255

Rotation range 20°
Width shift range | 0.2
Height shift range | 0.2

Shear range 0.2
Zoom range 0.2
Horizontal flip True

Figure: Global model hyperparametrs.

3.4.2 Local models (Hospitals)

In the proposed federated learning framework, each hospital acts as an independent client
that performs local model training on its own dataset. For this task, a Convolutional

Neural Network is employed, it contains:

Input layer matching the image dimensions.

Multiple convolutional layers with ReLLU activation to extract features.

Max-pooling layers to reduce spatial dimensions and overfitting.

Dropout layers for regularization.

Fully connected (dense) layers followed by a softmax output layer for multi-

class classification (4 tumor classes).
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The Convolutional Neural Network is enhanced by the integration of the EfficientNet V2L
architecture. This combination is chosen due to its strong performance in image clas-
sification tasks and its efficient use of computational resources, which is important in
distributed environments like hospitals with varying hardware capabilities.

the framework adopts Federated Proximal (FedProx) as the local optimization method.
FedProx modifies the standard objective function by introducing an additional proximal
term. This term penalizes updates that deviate significantly from the global model pa-
rameters, thereby stabilizing local training and promoting consistency with the global

model.

Parameter Value

Image size 480 x 480

Batch size 16

Epochs 5 (Global fine-tuning)
Optimizer Adam

Learning rate 1.0e-5

Data Augmentation

Rotation range 40°
Width shift range 0.2
Height shift range | 0.2

Shear range 0.2
Zoom range 0.3
Horizontal flip True
Vertical flip True

Brightness range (0.7, 1.3]

Channel shift range | 50

Figure: Hyperparameters in local hospitals.
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3.5 Federated Learning Implementation with Fed-
Prox Algorithm

FedProx enhances traditional (FedAvg) by introducing a proximal term to stabilize train-
ing in non-IID and unreliable client environments (e.g., healthcare IoT devices). It mit-
igates divergence caused by data heterogeneity and partial client participation, because
of that, it is very suitable in eHealth domain to handle with sensitive and heterogeneous
of patient data.

The algorithm works by allowing each client to perform several local updates on its pri-
vate data using a modified objective function that includes a regularization component.
After local training, the model updates are sent to a central server, where they are ag-
gregated and used to update the global model. This process repeats across multiple

communication rounds until the model converges.

Core Mechanism of FedProx

1. Proximal Regularization Each client optimizes:
. H b2
min F,(w) + §||w w'||%, (3.1)

Where:

e fi(w) is the empirical loss calculated on the local data of client k,
e w denotes the current local model parameters,
e w; is the global model received from the central server,

e /i is a positive constant controlling the strength of the proximal term and penalizes

deviations from the global model w?

Example Implementation

def client_train(global_model, local_data, mu=0.5, 1r=0.01):
local_model = copy.deepcopy(global_model)
optimizer = torch.optim.SGD(local_model.parameters(), lr=1r)

for X, y in local_data:
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optimizer.zero_grad()

loss = F.cross_entropy(local_model(X), y)

# Proximal term

prox = sum((torch.norm(p - q)**2 for p, q in

zip(local_model.parameters(),

global_model.parameters()))

(loss + (mu/2)*prox) .backward()

optimizer.step()

return local_model.state_dict()

FedProx addresses critical FL challenges—data heterogeneity and system variabil-
ity—making it ideal for real-world applications like healthcare. Future work could explore
adaptive p or integration with homomorphic encryption.

So by adopting FedProx, this research ensures more accurate and reliable collaborative
model training in a privacy-preserving manner, aligning with the goals of secure and

effective eHealth applications.

3.6 Privacy-Preserving Mechanisms

Safeguarding patient information is essential when building collaborative learning sys-
tems in the healthcare sector. This project incorporates privacy-preserving techniques to
ensure that sensitive data remains protected throughout the federated learning process.
A central component of our approach is the use of AES (Advanced Encryption Standard)
to secure communication between clients (hospitals) and the central server. Each client
encrypts its locally trained model updates before transmission, and the server performs
decryption upon receipt. This prevents unauthorized access to model parameters during
transit, even in the presence of potential eavesdropping.

For more clarity, we can define the advanced encryption standard and secure aggregation

as follow:

3.6.1 Advanced Encryption Standard (AES)

The Advanced Encryption Standard is a symmetric block cipher established by the U.S.
National Institute of Standards and Technology (NIST) in 2001. It encrypts data in
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fixed 128-bit blocks, using keys of 128, 192, or 256 bits, and applies multiple rounds of
substitution and permutation to ensure security [35]. This design—based on the Rijndael
algorithm—delivers both high performance and resistance to cryptographic attacks. AES
is especially efficient when implemented using hardware acceleration (e.g., AES-NI), al-
lowing real-time encryption of model updates in federated learning systems to guarantee
confidentiality during transit.

Let w; represent the local model update from client i, and &k the shared encryption key.

The encryption and decryption processes are expressed as:

Encryption: ¢; = Ex(w;) Decryption:  w; = Dy(¢;)

Once all encrypted updates ¢; are received, the server decrypts them using the shared

key:

1 n
Welobal = — Z Dy(c:)

i=1
AES offers several benefits in this context: it preserves the accuracy of the global model
since it does not introduce noise (unlike differential privacy), it ensures fast encryption
and decryption, and it provides strong protection against unauthorized access to sensitive
data during transmission.

In our framework, model parameters from each hospital are encrypted using AES-256
before transmission to prevent unauthorized access to sensitive information. This section
outlines the encryption methodology implemented to secure model updates during the

federated training process.

Encryption Implementation

We employ AES-256 in CBC mode for encrypting model parameters. Each hospital
generates a unique 256-bit encryption key using a secure random number generator during
system initialization. The choice of AES-256 provides strong security guarantees suitable
for healthcare applications, while CBC mode ensures that identical parameter blocks

produce different encrypted outputs.
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Process Flow

The encryption process follows these steps:

Step 1: Model Serialization Local model weights and biases are extracted and con-
verted to a standardized format. The parameters are compressed to reduce transmission
overhead and padded to align with AES block boundaries.

Step 2: Encryption Operation A random 128-bit initialization vector (IV) is gen-
erated for each transmission. The model data is encrypted block-by-block using the
hospital’s unique key and the generated IV. Each block is XORed with the previous en-
crypted block to create the chaining effect.

Step 3: Integrity Protection An HMAC-SHA256 tag is calculated over the encrypted
data using a separate authentication key. This ensures data integrity and prevents tam-

pering during transmission.

Security Properties

The implemented encryption scheme provides several security guarantees:
e Confidentiality: Model parameters remain hidden from unauthorized parties
e Integrity: Any modification to encrypted data is detectable
e Authenticity: The source of model updates can be verified
e Semantic Security: Identical parameters produce different ciphertexts

Performance Optimization

To minimize computational overhead, the implementation utilizes hardware AES acceler-
ation when available and processes data in parallel where possible. The encryption opera-
tion is performed asynchronously to avoid blocking the training process. This encryption
mechanism ensures that sensitive model information remains protected throughout the
federated learning workflow while maintaining acceptable performance for real-time ap-

plications.

Secure Aggregation (SA):

Secure Aggregation is a cryptographic protocol designed for federated learning, allowing
the server to compute an aggregate (such as the sum or average) of client model updates

without accessing any individual update [5I]. Clients mask their updates using secret
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values that algebraically cancel out during aggregation, ensuring the server only learns
the combined result. This process protects client contributions from being exposed, even
if the server is curious, while still enabling collaborative model training.

Moreover, by design, federated learning contributes to privacy by keeping raw medi-
cal data confined to local environments. Only encrypted model weights are exchanged,
eliminating the need for centralized data collection. This setup reduces the risk of data
exposure and aligns with privacy regulations commonly enforced in medical systems.
Collectively, the combination of federated learning and encryption ensures a privacy-
conscious framework for distributed model training in eHealth scenarios.

Assuming clients A and B, they each create shared random masks 745 and rga, and

compute their masked updates:

Wpa = W4 +7TAB — TBA W = WB +7TBA — T'AB

When aggregated, the masks cancel each other:

Wp + W = (wa+ 714 —TBA) + (W +7Tpa —Tap) = wWa + wg

In a system with n clients, all masks are generated to ensure cancellation during summa-

tion:

Secure Aggregation provides strong protection against data inference attacks and ensures
that no single update can be observed in isolation. When combined with AES encryption,
it strengthens the overall privacy by securing both the communication and the aggregation

process in federated learning systems.

3.6.2 Secure Aggregation Server

The secure aggregation server acts as the central component responsible for collecting
encrypted model updates from participating hospitals and performing secure computa-
tion to produce the global model without exposing individual hospital contributions.

This subsection details the implementation and operational mechanisms of the secure
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aggregation process.

Server Architecture

The aggregation server operates in a trusted execution environment with enhanced secu-
rity measures to protect against both external attacks and potential insider threats. The
server maintains separate cryptographic keys for each participating hospital and imple-
ments strict access controls to ensure that only authorized operations can be performed

on the received encrypted data.

Aggregation Process

The secure aggregation follows a multi-step protocol:

Step 1: Collection Phase The server receives encrypted model updates from partici-
pating hospitals along with their corresponding initialization vectors and HMAC authen-
tication tags. Each transmission is timestamped and logged for audit purposes.

Step 2: Authentication and Validation Upon receiving encrypted updates, the server
validates the HMAC tags using the corresponding hospital’s authentication key. This
verification ensures that the data has not been tampered with during transmission and
confirms the authenticity of the sender.

Step 3: Decryption Process The server decrypts each hospital’s model update using
the appropriate AES-256 key and initialization vector. The decryption is performed in
isolated memory spaces to prevent cross-contamination between different hospital data.
Step 4: Parameter Aggregation Once all model updates are decrypted and validated,
the server performs weighted averaging of the model parameters. The aggregation weights
are determined based on the number of training samples contributed by each hospital,

following the FedProx algorithm specifications.

Security Measures

The aggregation server implements several security mechanisms:

e Memory Isolation: Each hospital’s data is processed in separate memory seg-

ments

e Secure Deletion: Decrypted parameters are securely wiped from memory after

aggregation
e Access Logging: All operations are logged for security auditing and compliance
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e Encryption at Rest: Temporary data is encrypted when stored on disk

Fault Tolerance

The server incorporates mechanisms to handle partial failures and network disruptions. If
model updates from some hospitals are not received within the specified timeout period,
the aggregation proceeds with available updates while maintaining statistical validity of
the global model.

The secure aggregation server ensures that individual hospital contributions remain con-
fidential while enabling the computation of an accurate global model for the federated

learning system.

3.6.3 AES Decryption of Aggregated Model

After the secure aggregation server computes the global model parameters, the updated
model must be encrypted and distributed back to participating hospitals. This subsection
describes the decryption process that hospitals perform to obtain the new global model

parameters for the next training round.

Global Model Distribution

The aggregation server encrypts the newly computed global model using the same AES-
256 CBC encryption scheme employed for individual model updates. Each hospital re-
ceives an encrypted copy of the global model, ensuring that the model parameters remain

protected during transmission back to the participating institutions.

Decryption Implementation

The decryption process mirrors the encryption methodology but operates in reverse:
Step 1: Reception and Validation Each hospital receives the encrypted global model
along with the initialization vector and HMAC authentication tag. The hospital first
validates the HMAC to ensure data integrity and authenticity of the aggregation server.
Step 2: Key Retrieval The hospital retrieves its unique AES-256 decryption key from
the secure key storage system. The same key used for encrypting local model updates is
employed for decrypting the received global model.

Step 3: Decryption Operation The encrypted global model is decrypted block-by-
block using the AES-256 CBC algorithm. Each ciphertext block is decrypted and then
XORed with the previous ciphertext block to recover the original plaintext:

90



3 Research Methodology

For each ciphertext block C;:

AES Decrypt(Cy, K) @ IV ifi=0

AES,DGCI'ypt(CZ‘, K) © Ci—l ifi >0

where B; represents the recovered plaintext block, K is the hospital’s decryption key, and
1V is the initialization vector.

Step 4: Model Reconstruction The decrypted data is decompressed and deserialized
to reconstruct the global model parameters. The hospital’s local model is then updated

with these new parameters, preparing it for the next federated training round.

Integrity Verification

After decryption, the hospital performs additional integrity checks to ensure the global
model parameters are valid and consistent. This includes verifying parameter dimensions,
checking for numerical anomalies, and confirming compatibility with the local model
architecture.

Error Handling

The decryption process includes robust error handling mechanisms:

e Decryption Failures: Invalid keys or corrupted data trigger re-transmission re-

quests

e Authentication Failures: HMAC validation errors result in rejection of the up-

date
e Model Validation: Inconsistent parameters prompt compatibility checks

e Timeout Handling: Delayed transmissions are managed through retry mecha-

nisms

Performance Considerations

The decryption process is optimized for efficiency by utilizing hardware acceleration fea-
tures and parallel processing capabilities. Asynchronous decryption ensures that hospitals
can continue other operations while processing the global model update.

This decryption mechanism ensures that hospitals can securely receive and apply global
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model updates while maintaining the confidentiality and integrity of the federated learn-

ing process.

3.6.4 Global Model Update and Redistribution

The global model update and redistribution phase represents the final step in each feder-
ated learning round, where the aggregation server distributes the newly computed global
model parameters to all participating hospitals. This subsection outlines the systematic
approach for updating and disseminating the global model while maintaining security

and efficiency.

Global Model Computation

Following the secure aggregation of encrypted model updates from participating hospitals,
the server computes the new global model parameters using weighted averaging based
on the FedProx algorithm. The aggregation weights are proportional to the number of

training samples contributed by each hospital, ensuring fair representation in the global

model:
K t+1
iy oy w Y
lobal ~—
I Zf:l Tk
where wtY re ts the updated global model t (t+1) are the local model
global presen S eup ate gO al 1Mmode parame ers, wk are € loCal mode

parameters from hospital k, ny is the number of training samples at hospital k, and K is

the total number of participating hospitals.

Model Validation and Quality Control

Before redistribution, the aggregation server performs comprehensive validation of the
computed global model:

Parameter Consistency Checks The server verifies that all model parameters fall
within expected numerical ranges and maintain consistency with the model architecture.
Anomalous values or parameters that deviate significantly from previous iterations trigger
additional validation procedures.

Convergence Monitoring The server evaluates convergence metrics by comparing the
current global model with previous iterations. Metrics such as parameter change magni-

tude and loss function improvements are monitored to assess training progress.
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Performance Validation When feasible, the server performs validation using a held-out
dataset to ensure that the global model maintains acceptable performance levels before

distribution.

Secure Redistribution Process

The validated global model undergoes the following redistribution workflow:

Step 1: Model Serialization and Preparation The global model parameters are
serialized into a standardized format and compressed to optimize transmission efficiency.
Metadata including model version, timestamp, and validation metrics are attached to the
model package.

Step 2: Individual Encryption For each participating hospital, the global model
is encrypted using the hospital’s unique AES-256 key. A fresh initialization vector is
generated for each encryption operation to ensure semantic security.

Step 3: Authentication Tag Generation HMAC-SHA256 authentication tags are
computed for each encrypted model package using hospital-specific authentication keys,
providing integrity protection and source authentication.

Step 4: Concurrent Distribution The server initiates simultaneous transmission of
encrypted model packages to all participating hospitals using secure communication chan-

nels. The distribution process is designed to minimize latency and ensure timely delivery.

Delivery Confirmation and Synchronization

The redistribution mechanism incorporates acknowledgment protocols to ensure success-

ful delivery:

e Receipt Confirmation: Hospitals send acknowledgment messages upon successful

reception and validation of the global model

e Retry Mechanisms: Failed transmissions are automatically retried with expo-

nential backoff to handle temporary network issues

e Synchronization Barriers: The next federated learning round begins only after

all hospitals confirm receipt of the updated global model

e Timeout Handling: Hospitals that fail to acknowledge within specified timeouts

are temporarily excluded from the next training round
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Version Control and Audit Trail

The system maintains comprehensive logging of all global model updates and redistribu-

tions:

e Model Versioning: Each global model iteration is assigned a unique version num-

ber for tracking and rollback capabilities

e Distribution Logs: Detailed records of transmission times, recipient hospitals,

and delivery status are maintained

e Audit Compliance: All operations are logged to meet healthcar

3.7 Conclusion

In this chapter, we detailed the methodological framework used to design and implement
a privacy-focused federated learning system for medical image analysis. Starting with an
overview of the research approach, we presented the structure of our proposed solution,
which leverages the FedProx algorithm to handle data and system variability among dis-
tributed clients.

The dataset, consisting of brain MRI images labeled into four diagnostic categories, was
partitioned among three simulated hospital environments to reflect real-world data dis-
tribution. We then outlined the preprocessing techniques applied to enhance data quality
and standardization across institutions.

Subsequently, we described the training configuration of both local and global models,
emphasizing settings that align with federated learning constraints. To strengthen privacy
protection, we integrated encryption mechanisms specifically AES-based secure aggrega-
tion techniques to ensure that sensitive health data remains confidential throughout the
learning process.

Overall, the methods and tools discussed in this chapter establish the foundation for se-
cure and collaborative model training in healthcare. The next chapter will explore the
experimental results, assessing both the performance of the model and the impact of the

privacy-preserving mechanisms.
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Chapter 4

Evaluation and Test

4.1 Introduction

In this chapter, after providing details about the model, the privacy mechanism, and
the data, we will now dedicate to evaluate the effectiveness of the proposed privacy-
preserving federated learning framework in a healthcare context. The main objective
is to assess the performance of the system in terms of accuracy, efficiency, and privacy
preservation. The evaluation is carried out through a series of experiments that simulate
real-world scenarios involving multiple healthcare institutions. We begin by detailing the
experimental setup, including the dataset used, system configuration, and client-server
architecture. The performance of the model is then measured using standard evaluation
metrics. The results are thoroughly analyzed and discussed to highlight the strengths
and potential limitations of the approach. A comparison with existing related methods
is also provided to contextualize our findings and demonstrate the contribution of this

work to the field.

4.2 Experimental Setup

To evaluate the performance of the proposed federated learning system, we conducted a
series of experiments simulating a real-world multi-institutional healthcare environment.
The setup consists of three virtual clients, each representing a separate hospital, and a
central server responsible for coordinating the training process and aggregating model
updates.

The implementation of our federated learning framework was carried out using the Python
programming language, chosen for its versatility and extensive support in machine learn-
ing and cryptography. The core deep learning components were developed using Tensor-

Flow and Keras, which allowed efficient definition, training, and evaluation of convolu-
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tional neural networks suitable for image classification tasks. Supporting libraries such
as NumPy and Pandas facilitated data handling and preprocessing, while Matplotlib and
Seaborn were used for visualizing model performance and evaluation metrics.

The system was developed and tested in a hybrid environment combining Jupyter Note-
book (for local development and debugging) and Google Colab PRO, which provided
access to cloud-based GPUs for accelerating training. Google Colab’s runtime environ-
ment was particularly beneficial due to its integration with Google Drive and ease of
resource management, simulating a distributed learning setup efficiently. The clients in
our simulation represent three independent hospitals, each operating on a distinct subset
of the dataset in separate notebooks or virtual sessions. Communication between clients
and the central server was mimicked through serialized model updates, enabling us to
approximate the federated learning flow realistically.

For the secure communication layer, PyCryptodome was employed to implement AES
(Advanced Encryption Standard) encryption and decryption of local model weights, en-
suring confidentiality during transmission. The aggregation process was handled by a
simulated central server node, which collected the encrypted weights from clients, per-
formed decryption, and then computed the global model update. While a real-world
deployment would involve physical servers or cloud services, our simulation replicated
the logical flow of secure aggregation.

The dataset used in this study was a labeled brain MRI collection, categorized into four
classes: glioma, meningioma, pituitary tumor, and no tumor (normal). The dataset
was divided across clients to simulate non-identically distributed (non-IID) data, which
closely mirrors real-world scenarios in healthcare. Each client independently trained a
model using the FedProx algorithm, which introduces a proximal term in the loss function
to address divergence caused by heterogeneous data distributions.

Training was conducted over multiple federated rounds, with each round consisting of
local training on the clients followed by encrypted update transmission and global aggre-
gation. Hyperparameters such as the learning rate, batch size, number of local epochs,
and the FedProx coefficient were carefully tuned through experimentation to balance
performance and convergence stability. The overall setup aimed to replicate realistic
constraints and conditions encountered in privacy-aware collaborative learning across

healthcare institutions.
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4.3 Evaluation results of the local models

To assess the performance of the proposed federated learning framework for brain tumor
classification, several evaluation metrics were utilized. These metrics help to measure not
only the model’s prediction quality but also the efficiency and impact of the incorporated
privacy-preserving techniques.

Below, we present accuracy, loss, and confusion matrix plots for each hospital.

4.3.1 Hospital 1: Local model results

1. Accuracy: The overall classification accuracy of this local model reached 96%,
reflecting a high degree of correct predictions across the entire test set, even under

non-IID data distribution among clients.

2. Loss: Using categorical cross-entropy as the loss function, the model achieved a
minimum validation loss of 0.17 indicating stable convergence and effective learning

without overfitting.

3. Precision, Recall, and F1-Score (Macro-Averaged): The model recorded a macro-
average precision of 96.69%, a recall of 96.69%, and an Fl-score of 96.68%. These
metrics reflect balanced performance across all classes, particularly in handling class

imbalance.

Per-Class Classification Performance:
e Glioma: Precision: 95%, Recall: 95%, Fl-score: 86.4%
e Meningioma: Precision: 100%, Recall: 100%, F1-score: 100%
e Pituitary Tumor: Precision: 86.3%, Recall: 98.8%, F1l-score: 92.1%
e normal (No Tumor): Precision: 95%, Recall: 95%, F1-score: 95%

To better understand the learning behavior and classification performance of the model

trained on Hospital 1’s data, several plots are included below:
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Training Accuracy and Loss

The following plots illustrate how the model’s accuracy improved and the loss decreased
across local epochs. The learning curves confirm that the model converged steadily

without overfitting, despite the limited and non-IID data available at this client.

an 0995
idation | 0.94
093

0990
092

0975

Figure Hospital 1 — Training Accuracy, Loss and Precision Curves.

Confusion Matrix The confusion matrix for Hospital 1 shows the number of cor-
rectly and incorrectly predicted samples for each tumor class. It highlights that while
Meningioma and Pituitary Tumor are classified with high accuracy, some misclassifica-

tions still occur between Glioma and other categories.
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Matrice de Confusion (%)
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Figure 4.1: Hospital 1 — Confusion Matrix

Per-Class Metric Visualization To provide a clearer picture of the model’s be-
havior across classes, the bar plot below displays the precision, recall, and F1-score for
each tumor category. This visualization confirms the model’s strength in recognizing
Meningioma and Pituitary Tumor, while suggesting room for improvement in Glioma

detection.
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Figure 4.2: Hospital 1 — Per-Class Precision, Recall, and F1-Score

4.3.2 Hospital 2: Local model results

1. Accuracy: The local model at Hospital 2 reached an accuracy of 93%, demon-

strating solid generalization despite possible variations in class representation.

Loss: The validation loss decreased steadily during training, reaching a final value

of 95%, indicating effective learning and no signs of overfitting.

Precision, Recall, and F1-Score (Macro-Averaged): The model recorded a macro-

average precision of 95.5%, a recall of 94.5%, and an F1-score of 94.9%. These met-

rics reflect balanced performance across all classes, particularly in handling class

imbalance.

Per-Class Classification Performance:
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Glioma: Precision: 90%, Recall: 92%, Fl-score: 91%

e Meningioma: Precision:97%, Recall: 100%, F1-score: 98%

Pituitary Tumor: Precision: 94.8%, Recall: 85.8%, F1-score: 90.1%

normal (No Tumor): Precision: 92%, Recall: 97%, F1-score: 95%

Training Accuracy and Loss The plots below depict the accuracy and loss across
local training epochs for Hospital 2. The model shows a steady learning trend, with
consistent improvement in accuracy and a gradual reduction in loss, indicating effective

convergence.

Figure 4.3: Hospital 2 — Training Accuracy, Loss and Precision Curves

Confusion Matrix The confusion matrix for Hospital 2 reveals the model’s ability
to differentiate between tumor types. While the majority of predictions were accurate,
some confusion may still appear, depending on the data distribution this hospital en-

countered.
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Figure 4.4: Hospital 2 — Confusion Matrix

Per-Class Metric Visualization The following bar chart displays the precision,
recall, and F1-score for each class at Hospital 2. This visualization helps identify which
tumor categories were easier or harder to classify locally, and complements the numerical

evaluation with clear visual insights.
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Figure 4.5: Hospital 2 — Per-Class Precision, Recall, and F1-Score

4.3.3 hospital 3: Local model results

1. Accuracy: The local model achieved an accuracy of 73.81%, indicating a fair

ability to correctly classify brain tumor types under non-IID data conditions.

ing without overfitting, even under data imbalance.

. Loss: The validation loss reached 0.73, showing a stable convergence during train-

. Precision, Recall, and F1-Score (Macro-Averaged): The model recorded a macro-

average precision of 71.9%, a recall of 72.7%, and an F1-score of 73.8%. These met-

rics reflect balanced performance across all classes, particularly in handling class

imbalance.

Per-Class Classification Performance:
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Glioma: Precision: 72.7%, Recall: 85.1%, Fl-score:78.4%

e Meningioma: Precision: 65.0%, Recall: 61.9%, Fl-score: 63.4%

Pituitary Tumor: Precision: 81.4%, Recall: 81.4%, Fl-score: 81.4%

normal (No Tumor): Precision: 79.1%, Recall: 61.2%, Fl-score: 87.1%

Training Accuracy and Loss The plots below depict the accuracy and loss across
local training epochs for Hospital 3. The model shows a steady learning trend, with
consistent improvement in accuracy and a gradual reduction in loss, indicating effective

convergence.

— Train BESD| — Train —— Train AUC —

™
ahdation validation — Validation ALIC

Figure: Hospital 3 — Training Accuracy, Loss and Precision Curves.

Confusion Matrix The confusion matrix for Hospital 3 reveals the model’s ability
to differentiate between tumor types. While the majority of predictions were accurate,
some confusion may still appear, depending on the data distribution this hospital en-

countered.
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Per-Class Metric Visualization The following bar chart displays the precision,
recall, and F1-score for each class at Hospital 3. This visualization helps identify which
tumor categories were easier or harder to classify locally, and complements the numerical

evaluation with clear visual insights.
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Metric Hospital 1 Hospital 2 Hospital 3
Accuracy 96% 93% 73.8%
Validation Loss 96% 95% 73%
Precision (Macro) 96.69% 95% 71.9%
Recall (Macro) 96.69% — 72.7%
F1-score (Macro) 96.68% — 73.8%
Per-Class Performance

Glioma (Prec/Rec/F1)% 00 / 95 / 86.4 00 /02 /01 | 727/ 851/ 784

Meningioma (P/R/F1)% | 100 /100 /100 | 97 /100 /98 |65.0 /61.9 / 63.4

Pituitary Tumor (P/R/F1)% | 86.3 / 98.8 / 92.1 | 94.8 / 85.8 / 90.1 | 81.4 / 81.4 / 81.4

No Tumor (P/R/F1)% 95 / 95 / 95 92 /97 /95 |79.1/61.2/87.1

Table: summery of the obtained results.
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4.3.4 Evaluation result of the global model

the accuracy increased to 96.00% after just 5 epochs, with an Fl-score of 95.00%,
recall of 95.00%, precision of 95.00%, and a test accuracy of 96%. These results
indicate that the model successfully classified the test images across all classes.

At the class level, we obtained the following performances:

e Glioma class: Fl-score of 95 %, precision of 93 %, and recall of 97 %.

e Meningioma class: Fl-score of 92%, precision of 96 %, and recall of 88%.
e Pituitary class: Fl-score of 96%, precision of 95%, and recall of 96%.

e No Tumor class: Fl-score of 95 %, precision of 98 %, and recall of 100 %.

Training Accuracy and Loss The plots below depict the accuracy and loss across

local training epochs for global model. T

Fine-tuning complet - Accuracy Fine-tuning complet - Loss
0.951 —— Train Accuracy 0.9 1 —— Train Loss
Val Accuracy /” Val Loss
0.8
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0.7
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Confusion Matrix The confusion matrix for the global model reveals the model’s

ability to differentiate between tumor types.
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Matrice de Confusion
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Figure global model — Confusion Matrix

Per-Class Metric Visualization The following bar chart displays the precision,
recall, and F'l-score for each class at global model. This visualization helps identify which

tumor categories were easier or harder to classify locally, and complements the numerical

evaluation with clear visual insights.
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Discussion of Results:

The performance analysis across the three participating hospitals highlights the practi-
cal impact of applying federated learning with FedProx under privacy constraints. Each
hospital contributed local updates based on its own data distribution, allowing for an in-

sightful comparison of performance under non-identical and imbalanced data conditions.

e Hospital 1 demonstrated strong predictive performance, achieving an accuracy of
96%. The macro-averaged precision, recall, and Fl-score were 96.69%,96.69% and
96.68%, respectively. Per-class evaluation revealed excellent detection of menin-
gioma tumors (100% across all metrics) and pituitary tumors (F1-score of 92.1%).
Although glioma detection showed high precision (90%), its recall 95%) indicated
some false negatives. The model also performed reliably on normal cases with an

F1l-score of 95

e Hospital 2 achieved the highest overall accuracy of 93% and demonstrated con-
sistently strong performance across all tumor classes. Macro-averaged metrics were
around 93%, and per-class Fl-scores exceeded 93%. The model was particularly
effective in recognizing normal and pituitary tumor classes, likely due to better-
balanced and well-represented local data. This performance suggests that Hospital

2 contributed significantly to the strength of the global model.

e Hospital 3 achieved an accuracy of 73.81%, which, while lower than the others, still
reflects a functional model under more challenging conditions. Its macro-averaged
precision (71.9%), recall (72.7%), and F1-score (73.8%) point to moderate but con-
sistent classification ability. The model showed the best results on the normal
class (87.1%), while its performance on meningioma tumors was weaker (F1-score
of 63.4%), possibly due to class imbalance or limited representation in the local

dataset.

Global model:
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After performing both selective (partial) and global fine-tuning on the pre-trained
model, the results of the initial fine-tuning phase were limited, with relatively low accu-
racy, recall, and precision. However, after unfreezing the earlier layers of the model, we
observed a significant improvement in performance:

To further validate the robustness of the model, we conducted an additional test on
a single class, using 1,629 Glioma images, all of which were correctly classified. This
confirmed the model’s high reliability in identifying this tumor type.

Privacy measure:

A robust encryption scheme has been implemented using the Advanced Encryption Stan-
dard (AES-256), ensuring a high level of data protection on the client side. AES-256
offers a theoretical resistance to brute-force attacks of approximately 22°® operations,
making it highly secure against malicious attempts. The effective strength of this en-
cryption corresponds to an estimated 112-bit security level under practical cryptographic
assumptions.

To quantify the overall privacy level, a composite scoring method was employed. This
method combines the logarithmic strength of the encryption algorithm with a normalized
factor accounting for data size. The scoring function assigns a weight of 0.9 to the en-
cryption component (90%) and 0.1 to the data size (10%). Each factor is evaluated using
a base-2 logarithmic transformation and normalized relative to the maximum theoretical
value. Based on this metric, the total privacy level was calculated to be approximately
89.9%.

In the end, a dedicated function was implemented to compute this global security
score, which resulted in a final security level of 89.9%, reflecting a strong and balanced

protection strategy.

The results highlight how federated learning enables collaborative model development
across distributed institutions, even when data distributions vary significantly. Clients
with more balanced datasets, like Hospital 2, achieved higher performance, while others

still benefited from federated aggregation. The use of FedProx helped maintain consis-
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tency across heterogeneous clients, and the integration of AES encryption preserved

privacy without affecting the model’s effectiveness.

4.4 Comparison with Related Works:

The landscape of federated learning (FL) in healthcare has seen innovative solutions
tailored to address privacy, heterogeneity, and efficiency in collaborative clinical tasks.
Our work combines FedProx training with AES encryption for brain tumor classification
in eHealth settings, and here, we will do a comparison between our work and a previous

related work to exhibit several strengths compared to recent approaches:

Table 4.1: Performance metrics comparison across FL studies

Study Dataset Accuracy | F1 Score Recall Precision
Haripriya et | Tumor brain MRI, | 96.2% 95.7% Not re- | 95.8%
al. (2025) diabetic retinopa- ported

thy dataset, TB

chest X-ray
Our Work | Tumor brain MRI | 97% 97% 97% 97%
(2025)

As we notice in the table [{.I] When compared to a recent study by Haripriya et
al. (2025), which utilized FL on various medical datasets including brain tumor MRI,
diabetic retinopathy, and chest X-rays, our method demonstrates superior performance.
While their model achieved an accuracy of 96.2%, an F1 score of 95.7%, and a precision
of 95.8% (with recall not reported), our model achieved 97% across all key evaluation
metrics—accuracy, F1 score, recall, and precision. This consistent performance high-
lights the effectiveness of combining FedProx with AES encryption, ensuring not only
strong privacy protection but also enhanced classification accuracy in sensitive medical
applications.

we can summarize the comparison in Table to address the most important points
of each work considering the following factors: Task, FL. Methodology, Privacy Focus,

Key strength and limitation:
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Table 4.2: Comparison of Related Federated Learning Works in eHealth

Study Task FL Methodol- | Privacy Focus Key Strength Limitation
ogy
Haripriya et al. | Brain tumor & | Adaptive Fe- | SMPC Dynamic local | Lacks communi-
(2025) TB X-ray classi- | dAvg/FedSGD adaptation cation privacy
fication
Zhao et al. (2025) | EHR prognosis | Multi-channel FL | No encryption Handles heteroge- | Not image-
— MultiProg prediction + feature recali- neous features specific
bration
Oyekan (2024) Cross- FedAvg + DP | Differential privacy | Gradient attack | Noise affects ac-
institutional with adaptive protection curacy
FL noise
Dang et al. | EHR prediction | FedAvg vs Fed- | Assumed aggrega- | Practical =~ EHR | No encrypted
(2022) Prox tion security benchmarking communication
Osei et al. (2025) | Lung CT tumor | FedAvg + | No encryption Interpretability + | Privacy in transit

detection ViT/U-Net + accuracy unaddressed
Grad-CAM
Our Work | Brain tumor | FedProx + AES | AES  Encryption | High accuracy + | No DP guarantees
(2025) MRI classifica- | encryption + Secure Aggrega- | secure FL
tion tion

4.5 Conclusion:

This chapter presented a detailed evaluation of the proposed federated learning frame-
work, which combines the FedProx algorithm with AES encryption to enable secure and
privacy-preserving training across multiple healthcare institutions. Through a series of
experiments involving three simulated hospitals and a brain tumor MRI dataset, we
demonstrated that the global model achieved high classification performance while pre-
serving data confidentiality.

The results indicated that the use of FedProx effectively addressed the challenges posed
by non-IID data, allowing local models to contribute meaningfully to global learning
without diverging. The integration of AES encryption provided a secure communication
layer, ensuring that model updates remained confidential during transmission, with min-

imal impact on training time or accuracy. Performance metrics, including accuracy, F1
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score, and per-class evaluation, confirmed the robustness of the model for various types
of tumors.

Client-wise analysis further highlighted the consistency of local training and revealed
how the federated approach helped balance differences in data distribution. Overall, the
findings validate the feasibility of implementing secure federated learning in eHealth en-
vironments, laying the groundwork for more privacy-aware, collaborative Al systems in

medical imaging.
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5 General Conclusion

This study explored the use of federated learning as a privacy-preserving solution for
medical image analysis, specifically for brain tumor classification using MRI data. In
the context of increasing concerns over patient data security and regulatory compliance
(e.g., GDPR, HIPAA), we designed and implemented a decentralized machine learning
framework capable of training a robust model without direct access to raw patient data.
By combining the Federated Proximal (FedProx) algorithm with AES encryption and
secure aggregation, the system was able to support collaborative training across multiple
simulated hospitals, each possessing heterogeneous and non-IID data distributions.

The results demonstrated that our approach maintained strong classification performance
while upholding strict data privacy. The global model achieved high accuracy and bal-
anced precision and recall across all tumor classes, proving the effectiveness of the pro-
posed architecture. Our work reinforces the value of federated learning in healthcare and
its potential to transform traditional centralized Al workflows into secure, distributed
systems suitable for real-world deployment in clinical environments. The global modele
achieved an accuracy of 96.00% recall of 95.00%, precision of 95.00%, and a test accuracy
of 96%. Hospital 1 achieved 96% accuracy, with excellent detection of meningioma
(100%) and pituitary tumors (Fl-score: 92.1%), though glioma recall was higher (95%).
Hospital 2 reached an accuracy of 93%, with strong, different performance across all
classes, Hospital 3 obtained 73.81% accuracy, with good performance on normal cases
(F1-score: 87.1%), but weaker results on meningioma tumors (Fl-score: 63.4%) due to

class imbalance.
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Summary of Contributions

As we said, this project contributed to the field of privacy-aware healthcare Al systems
by offering a novel combination of federated learning and cryptographic techniques. The

primary contributions of this study are summarized as follows:

Design of a federated learning architecture based on FedProx to address the chal-

lenges of data heterogeneity and non-IID distributions in healthcare environments.

e Implementation of AES encryption and secure aggregation to protect the confiden-

tiality of model updates during transmission and aggregation.

e Simulation of a multi-client healthcare scenario, representing three hospitals, to

emulate realistic data silos and client-specific distributions.

e Demonstration of robust model performance through extensive evaluation metrics

such as accuracy, precision, recall, and F1-score across all classes and clients.

e Validation of privacy-preserving capabilities without compromising diagnostic effec-

tiveness, bridging the gap between privacy and performance in medical Al systems.

Limitations of the Study

While the proposed system shows promising results, several limitations were identified
that constrain the generalizability and completeness of the study. These limitations are

detailed below:

e Limited number of participating clients, with experiments performed on three sim-
ulated hospitals, whereas real-world systems often involve dozens or hundreds of

institutions.

e Absence of formal privacy guarantees, such as differential privacy budgets, which

could offer stronger protection against inference attacks.
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e Use of simulated federated environments, as opposed to real distributed systems,

which limits the understanding of communication bottlenecks and system scalabil-
ity.

e Potential computational overhead introduced by cryptographic techniques like AES

and secure aggregation, which might be challenging in resource-constrained settings.

e Restricted evaluation scope, with a focus on classification metrics but no integration

with clinical workflows or medical expert validation.

Future Work

While the proposed solution has demonstrated promising results in enhancing privacy
and maintaining strong classification performance across distributed healthcare datasets,
there remain several opportunities for improvement and further exploration. Future work
could focus on integrating more advanced encryption methods, such as homomorphic en-
cryption or secure multiparty computation, to reinforce data confidentiality during train-
ing and aggregation.

Additionally, expanding the experimental setup to include a larger number of clients and
more diverse datasets would allow for better generalization and a deeper understanding

of the model’s scalability.

Another important direction involves adapting the system for real-time deployment
in clinical environments, where latency and robustness are critical. Lastly, exploring the
impact of adaptive privacy budgets and personalized federated learning strategies could
offer more flexible solutions that align with varying institutional policies and data sensi-
tivities.

In the end, we hope this study lays the groundwork for future advancements in privacy-
preserving techniques within federated learning for healthcare. By showcasing the poten-
tial of secure collaborative training across decentralized medical institutions, this work

aspires to support ongoing efforts aimed at enhancing diagnostic systems without com-
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promising data confidentiality. Because we trust that our approach will encourage con-
tinued exploration in this domain, promoting the development of more robust, secure,

and privacy-aware solutions in medical data analysis.
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