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Abstract

Web, referring to the World Wide Web (WWW), is a well acceptable platform that enables
the global communication. Its original intention is to provide the “universe of network accessi-
ble information”. Situated on top of the Internet, Web allows users to present and exchange text,
video and other multimedia information and to collaborate between each others.

New trend is Web of Things (WoT) where the open Web standards are supported for information
sharing and device interoperation. By penetrating smart things into existing Web, the conven-
tional web services are enriched with physical world services. This WoT vision enables a new
way of narrowing the barrier between virtual and physical worlds.

The objective of our study is to set up a web platform respecting the ergonomic criteria of human-
machine interface to ensure good management of connected objects and ensure good communi-

cation and collaboration between users, whether by audio or video chat.

Keywords: Web, Web of Things, Human Machine Interface, collaborative platform.
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Résumé

Web, faisant référence au World Wide Web (WWW), est une plate-forme bien acceptable qui
permet la communication globale. Son intention initiale est de fournir «I’univers de I’'information
accessible par réseau». Situé au sommet d’Internet, le Web permet aux utilisateurs de présenter
et d’échanger du texte, des vidéos et d’autres informations multimédias et de collaborer entre
eux.

La nouvelle tendance est le Web of Things (WoT), ou les normes Web ouvertes sont prises en
charge pour le partage d’informations et I’interopérabilité des appareils. En pénétrant les objets
intelligents dans le Web existant, le Web conventionnel les services sont enrichis de services
mondiaux physiques. Cette vision de WoT permet une nouvelle facon de réduire la barriere entre
les mondes virtuel et physique.

L’objectif de notre étude est de mettre en place une plateforme web respectant les criteres er-
gonomiques d’interface homme-machine pour assurer une bonne gestion des objets connectés
et assurer une bonne communication et collaboration entre les utilisateurs, que ce soit par chat

audio ou vidéo.

Mot-clés : Web, Web des objets, interface homme-machine, plateforme collaborative.
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General introduction

For a few years now smart devices that are connected to the internet and communicate with
each other are no longer a fantasy only existing in science function movies. Nowadays there
are various devices with sensors and actuators available from different manufacturers that can
measure and interact with their surroundings and can be used in home automation, smart cities
and many other fields. These gadgets include many items such as smart light bulbs, temperature
or air quality sensors, wireless buttons or smart power switches [1].

Currently, the web has already become the major medium of communication and collaboration
to share data, make audio or video calls and work from different locations in today’s Internet.
On the other hand, tiny web server technology has been researched for decades and now various
embedded tiny web servers are available. More specifically, web services have been proven to be
indispensable in creating interoperable applications on today’s Internet. Smart things with em-
bedded web servers can be abstracted as web services and seamlessly integrated into the existing
web.

It is natural to reuse existing web technologies and standards to unify the cyber-world and the

physical-world. As a result, one research trend treats [oT as Web of Things (WoT) [2].

Problematic
» Connected Object often use different, proprietary communication protocols which are not

interoperable.

* No communication between users and no collaboration when managing a connected object,

current collaboration tools have problems and must be installed.

* Normal users have a lot of difficulty when interacting with websites and platforms

Objective
The objective of this work is to provide a simplified collaborative WoT platform that respect
Ergonomic Criteria of Human Machine Interface, that with it we can manage several Connected

Object in collaboration between users across the Web with a simple design.



Workplan

this work is made up of five chapters:

The first chapter is prerequisites, We will talk about the different concepts in IoT and WoT,

history, definition, architecture, technologies and protocols.

The second chapter is collaborative platform, It will be devoted to the study of collab-
oration platform, Categories, types, examples and Impact of collaborative platforms in

companies.

The third chapter is Human Machine Interface, it will talk about definition of Human

Machine Interface and list of ergonomic criteria.

Chapter 4 provides a detailed overview of the application we created by introducing our
application, giving structure to it, choosing a development methodology and suggesting a
UML design using various diagrams (use case diagram, sequence diagram, class diagram),

and state diagram a diagram.

The last chapter is the implementation of our solution developed in the previous chapter.



Chapter I

Prerequisites




CHAPTER I. PREREQUISITES

1.1 Introduction

The disruption of the digital world by the massive arrival of Connected Objects (CO), made
that the Internet is undergoing a major revolution, full of opportunities for all users. There are
our daily perception of the real world and our social world, in which we live, we share and we
consume, because of that two technologies appeared Internet of Things (IoT) and Web of Things

(WoT).

1.2 Internet of Things

The IoT is a system of physical objects that can be discovered, monitored, controlled, or
interacted with by electronic devices that communicate over various networking interfaces and
eventually can be connected to the wider Internet [3]. IoT used in many fields like logistics,
health, alimentary, Automation, industry, etc.

Like every technology, IoT has a lot of things to discuss in:

1.2.1 IoT history

The term IoTs is 16 years old. But the actual idea of connected devices had been around
longer, at least since the 70s. Back then, the idea was often called “embedded Internet” or “per-
vasive computing”. But the actual term “Internet of Things” was coined by Kevin Ashton! in
1999 during his work at Procter&Gamble?. Ashton who was working in supply chain optimiza-
tion, wanted to attract senior management’s attention to a new exciting technology called RFID
(Radio Frequency Identification). Because the Internet was the hottest new trend in 1999 and
because it somehow made sense, he called his presentation “Internet of Things”. Even though
Kevin grabbed the interest of some P&G ? executives, the term IoT did not get widespread atten-

tion for the next 10 years [4].

lis a British technology pioneer who cofounded the Auto-ID Center at the Massachusetts Institute of Technol-

ogy.
The Procter & Gamble Company (P&G) is an American multinational consumer goods corporation headquar-

tered in Cincinnati,Ohio,Founded in 1837 by William Procter and James Gamble.
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1.2.2 Nature of Things

Research in the Internet of Things usually considers Things in the broad sense of physi-
cal objects. Things can include (but is not limited to) tagged objects (RFID, NFC(Near Field
Communication), QR(Quick Response) codes, Barcodes, Image Recognition) to WSN (Wireless

Sensor Networks), machines, vehicles and consumer electronics [5] as we illustrate in “Figure

1.1 [6].

Machines Enviroment

Tags Devices
[ ! i
O ;o &R
MFC/RFID tag Arduinoc Philips Hue Smart building

or o)

OO0 B o= ES

Oy g

R code iBeacon/BLE Raspberry Pi Smart car Smart city

Figure 1.1: Nature of Things in IoT.

1.2.3 10T architecture

IoT architecture consists of different layers of technologies supporting 1oT. It serves to illus-
trate how various technologies relate to each other and to communicate the scalability, modularity
and configuration of IoT deployments in different scenarios.

The lowest layer is made up of smart objects integrated with sensors. The sensors enable the
interconnection of the physical and digital worlds allowing real-time information to be collected
and processed. The next layer consists of [oT data acquisition systems and gateways that collect
the great mass of unprocessed data, convert it into digital streams, filter and pre-process it so that
it is ready for analysis. The third layer is represented by The management service renders the

processing of information possible through analytics, security controls, process modeling and
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management of devices. The [oT application (fourth layer) covers “smart” environments/spaces
in domains such as:

Transportation, Building, City, Lifestyle, Retail, Agriculture, Factory, Supply chain, Emergency,
Healthcare, User interaction, Culture and tourism, Environment and Energy [7].

We illustrate in “Figure 1.2 [7] the four layers of IoT architecture from the first layer to the last

layer:

.

VIRTUALENTITY || VIRTUAL ENTITY & 10T SERVICE MANAGMENT | | VIRTUAL ENTITY SERVICE |
I—Iu:rrnun PROCESS BUSINESS PROCESS I—Iumnm PROCESS
MANAGMENT | EXECUTION | MODELING
| o I GENERIC/SPECIFIC
MANGMENT CAPABILITIES | MANAGMENT " DEVICE MANAGER " Q0S5 MANAGER I
| SECURITY || AUTHENTICATION || IDENTITY MANGMT || ACEESS CONTROL || ENCRYPTION |

SERVICE SUPPORT | ocetamancment | | DaTA GOVERMENCE || DATA QUALITY MANGMT || DaTA MIMING |
\C

nuvmics puaForm | [ im momon anaumics || prepicTive anaumics |[ staismicaL anaurmics |

mDmoLEZmu

devices

Figure 1.2: IoT architecture.
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1.2.4 IoT protocols and technologies

IoT protocols are a crucial part of the [oT technology stack without them, hardware would be
rendered useless as the IoT protocols enable it to exchange data in a structured and meaningful
way.
but we mention just the most protocols and technologies commonly used:
1.241 MQTT

MQTT (Message Queuing Telemetry Transport Protocol) is one of the oldest Machine to
Machine (M2M) communication protocols, which was introduced in 1999. It was developed by
Andy Stanford-Clark® of IBM* and Arlen Nipper® of Arcom Control Systems Ltd (Eurotech).
It is a publish/subscribe messaging protocol designed for lightweight M2M communications in
constrained networks [8].
1.24.2 COAP

CoAP (Constrained Application Protocol) is a lightweight M2M protocol from the Internet
Engineering Task Force® (IETF) Constrained RESTful Environments’ (CoRE) Working Group.
CoAP supports both request/response and resource/observe (a variant of publish/subscribe) ar-
chitecture [8].
1.2.4.3 Bluetooth

Bluetooth is a universal radio interface in the 2.45 GHz frequency band that enables portable
electronic devices to connect and communicate wirelessly via short-range, ad hoc networks.
Each unit can simultaneously communicate with up to seven other units per piconet. Moreover,

each unit can simultaneously belong to several piconets [9].

3is the Chief Technology Officer for IBM in UK and Ireland. He is an IBM Distinguished Engineer and Master

Inventor with more than 40 patents.

“International Business Machines (IBM), is a global technology company that provides hardware, software,
cloud-based services and cognitive computing.

3is one of the early architects of pervasive computing and the Internet of Things and co-invented MQTT.
%is the leading Internet standards body. It develops open standards through open processes with one goal in

mind is to make the Internet work better.

’is an IETF working that provides a framework for REST applications intended to run on constrained IP net-

works.
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1.2.4.4 WiFi

WiFi (Wireless Fidelity) is a wireless networking technology that allows devices such as com-
puters (laptops and desktops), mobile devices (smart phones and wearables), and other equipment
(printers and video cameras) to interface with the Internet. It allows these devices to exchange
information with one another, creating a network [10].
1.2.4.5 ZigBee

ZigBee (Zonal intercommunication Global-Standard) is a network- and application-level
wireless standard. It makes use of physical and medium access control layers. It provides data

rates of up to 250 kbits/s [11].

1.2.5 Platforms used to link IoTs to the Internet

There is a several platforms used to link [oT with the Internet, we mention just two, Arduino
and Raspberry Pi.
1.2.5.1 Arduino

Arduino is an open-source electronics platform based on easy-to-use hardware and software.
Arduino boards are able to read inputs (Light on a sensor, a finger on a button, etc.) and turn
it into an output (activating a motor, turning on an LED (Light Emitting Diode), publishing
something online) as “Figure 1.3 [12] illustrates. You can tell your board what to do by sending

a set of instructions to the micro-controller on the board [13].
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Power LED
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Power Jack

Power Pins  Analog Input Pins

Figure 1.3: Arduino board.

1.2.5.2 Raspberry Pi

The Raspberry Pi is a small, inexpensive personal computer, Raspberry Pi zero W and Nano

Pie Neo cost 10$ [14]. Although it lacks the capacity for memory expansion and can’t accom-

modate on-board devices such as CD, DVD, and hard drives, it has everything a simple personal

computer requires. As “Figure 1.4” shows, Rasberry Pi 3 has two USB ports, an Ethernet port,

HDMI (and composite) video, and even an audio connector for sound [15], there are different

types like Raspberry Pi 2, Raspberry Pi 3, Raspberry Pi 3 b+, Raspberry Pi 4, Raspberry Pi zero,

etc.
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micro USB

Power DSI Display Port

HDMI

CSI Camera Port /Micro .
Audio & Video ' (back side)

Bluetooth 4.1

\ WiFi

Network GPIO Pins

USB 2 Ports CPU, GPU, Memory

Figure 1.4: Raspberry Pi board.

1.3 Web of Things

WoT is a software architectural styles and programming patterns that allow realworld objects
to be part of the World Wide Web. Web is one of the general applications of internet. Similarly
an application layer is provided by WoT which simplifies the way we deal with 10T devices. It
uses the existing Web in a better and faster way for the betterment of humanity [16].

In this section, we talked about WoT definition, WoT architecture and WoT technologies and

protocols.

1.3.1 Web of Things architecture

Just like the OSI (Open Systems Interconnection) layered architecture organizes protocols
and standards of the Internet, the WoT architecture is an attempt to structure the galaxy of Web
protocols and tools into a useful framework for connecting any device or object to the Web [17],

as we illustrate in “Figure 1.5” .
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Source: Building the Web of Things: book.webaofthings.io
Creative Commons Attribution 4.0

Figure 1.5: Web of Things architecture.

1.3.1.1 Access layer

This layer is responsible for turning any Thing into a WoT that can be interacted with using
HTTP (Hypertext Transfer Protocol) requests just like any other resource on the Web. In other
words, a WoT is a REST API (Representation State Transfer Application Programming Inter-
face) that allows to interact with something in the real world, like opening a door or reading a

temperature sensor located across the planet [5].

10
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1.3.1.2 Find layer

Marking Things accessible via an HTTP and WebSocket API is a great but it doesn’t mean
applications can really “understand” what the CO is what data or services it offers, and so on.
This is where the second layer — Find — becomes interesting. This layer ensures that your CO
Web of Things architecture: can not only be easily used by other HTTP clients but can also be
findable and automatically usable by other WoT applications. The approach here is to reuse Web
semantic standards to describe CO and their services. This enables searching for CO through
search engines and other Web indexes as well as the automatic generation of user interfaces
or tools to interact with CO. At this level, technologies such as JSON-LD ® (JavaScript Object
Notation for Linked Data) are in use. This is also where standards such as the Web Things
Model and the work of the W3C® (World Wide Web Consortium) WoT group help (They define
an abstract set of REST resources that CO should offer) [5].
1.3.1.3 Share layer

The IoT will only blossom if CO have a way to securely share data across services. This is
the responsibility of the Share layer, which specifies how the data generated by CO can be shared
in an efficient and secure manner over the Web. At this level, another batch of Web protocols
help. First, TLS, the protocol that makes transactions on the Web secure. Then, techniques such
as delegated Web authentication mechanisms like OAuth!'® which can be integrated to the CO
APIs [5].
1.3.1.4 Compose layer

Finally, once COs are on the Web (layer 1) where they can be found by humans and machines
(layer 2) and their resources can be shared securely with others (layer 3), it’s time to look at how
to build large-scale, meaningful applications for the WoT. In other words, the integration of data

and services from heterogeneous CO into an immense ecosystem of Web tools such as analytics

8JSON-LD is a language for semantically annotating JSON.
9W3C is the main international standards organization for the World Wide Web.
190pen standard for access delegation, commonly used as a way for Internet users to grant websites or applica-

tions access to their information on other websites but without giving them the passwords.

11
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software and mashup'! platforms is very important to understand. Web tools at the Compose
layer range from Web toolkits for example, JavaScript SDKs !? offering higherlevel abstrac-
tions to dashboards, with programmable widgets, and finally to physical mashup tools such as
Node-RED6'3. Inspired by Web 2.0 participatory services and in particular Web mashups, phys-
ical mashups offer a unified view of the classical Web and WoT and empower people to build

applications using data and services from WoT without requiring programming skills [5].

1.3.2 WoT technologies and protocols

There are many technologies and protocols used in WoT, but we mention just the most com-
monly used ones:
1.3.2.1 WebSockets

WebSocket is a naturally full-duplex, bidirectional, single-socket connection. With Web-
Socket, your HTTP request becomes a single request to open a WebSocket connection,), and
reuses the same connection from the client to the server, and the server to the client [18].
1.3.2.2 SSE (Server Send Event)

SSE (Server Sent Events) is a technology that enables a browser (Client) to receive automatic
updates like text-based event data from a server via HTTP connection. The logic behind SSE is
to create a seamless avenue for the browser to automatically receive data from the server without
explicitly asking for it. This construct makes working with real-time data very efficient, as it uses
just one long-lived HTTP connection [19].

1.3.23 HTTP

HTTP is predominantly a web messaging protocol, which was originally developed by Tim

Berners-Lee. Later, it was developed by IETF'* and W3C jointly and first published as a standard

protocol in 1997. HTTP supports request/response RESTful (Representational State Transfer)

""Mashup is a mixture or fusion of disparate elements.
2The JavaScript SDK is a collection of software tools for the creation of applications and libraries that use

Amazon Web Services (AWS) resources.
13Node-RED is a flow-based development tool for visual programming developed originally by IBM for wiring

together hardware devices, APIs and online services as part of the IoTs.
I4TETF is an open standards organization, which develops and promotes voluntary Internet standards

12
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Web architecture [8].
1.3.2.4 RESTful API

Representational state transfer RESTful API or RESTful web services is a way of providing
interoperability between computer systems on the Internet. REST-compliant Web services allow
requesting systems to access and manipulate textual representations of Web resources using a
uniform and predefined set of stateless operations [20].
1.3.2.5 Web Real-Time Communication

Web Real-Time communication (WebRTC) is a new standard that lets browsers communicate
in real time using a peer-tp-peer architecture. it is about secure, consent-based, audio/video (and
data) peer-to-peer communication between HTMLS5 browsers. This is a disruptive evolution in
the Web applications world, since it enables, for the very first time, Web developers to build

real-time multimedia applications with no need for prietary plug-ins [21].

1.4 IoT vs WoT

The ultimate goal of the WoT is maximizing existing and emerging tools and techniques
used on the Web and applying them to the development of 10T scenarios. The Web of Things
is concerned with only the highest OSI layer 7 the named Application layer, which handles
applications, services, and data. Working with such a high level of abstraction makes it possible
to connect data and services from many devices regardless of the actual transport protocols they
use. In contrast, the IoT doesn’t advocate a single Application-level protocol and usually focuses
on the lower layers of the OSI stack which means Physical layer, Data Link layer, Network layer,
Transport layer, Session layer and Presentation layer. The WoT emphasizes the use of Web
standards to exchange data between devices, the WoT build a new generation of [oT solutions
that are more flexible, scalable, and interoperable by building upon and using the infrastructure,
tools, and experience accumulated since the Web was invented in the early 90s [6]. In short,

"Table 1.1" shows a comparison between IoT and WoT:

13
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IoT WoT

- layer 1 to 6 in OSI model. - layer 7 in OSI model.

- More complex. - Easier to program.

- Depend to devices. - Agnostic to the physical and transport

- Various transport protocols used. | - Use HTTP and WebRTC to interact with embedded devices.

- Openly connected to the Web and publicly accessible.

- layer protocols used by devices.

Table 1.1: Comparison between IoT and WoT.

1.5 Conclusion

In this first chapter, we talked about IoT and WoT, concerning [oT we adduced IoT history,
nature of things, architecture, protocols and technologies used to link IoT to the Internet. con-
cerning WoT we adduced WoT architecture, technologies and protocols, in the end we add IoT

vs WoT.
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2.1 Introduction

Several Web-based platforms have emerged to ease the development of interactive or near
real-time [oT applications by providing a way to connect things and services together and process
the data they emit using a data flow paradigm. While these platforms have been found to be useful
on their own.

Communication and collaboration tools play an essential role in the daily lives of people and

businesses, since they make chat, video broadcasting and sharing possible.

* Collaborative platforms are independent applications, that works in conjunction with other

applications (e.g. web server, email server, etc.).[22].

* Collaborative software or groupware is a new wave and is designed to boost teams produc-
tivity as it allows to share information, files and documents and helps them communicate

faster in an enterprise environment [23].

2.2 Categories of collaborative platforms

Collaboration software technologies are generally categorized along two main dimensions:

2.2.1 Synchronous or real-time collaboration software

Real-time or synchronous collaboration software programs allow two or more people to view
and edit documents or information even if they are from different areas. Shared whiteboards,
for instance, allow people to work collaboratively on a problem on a Webbased platform. Many
shared whiteboards are used for informal discussions, but these tools may also serve communi-
cations that are structured or more sophisticated, including collaborative graphic design, engi-

neering, or publishing applications [24].

2.2.2 Asynchronous or non-real time collaboration software
Users are doing work together in one place (also known as “collocated” or “face-to-face”) or
in various places (known as “non-collocated” or “distance”), like emails, mailing lists and news

groups, workflow systems and group calendars [24].
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2.3 Types of collaborative platform

There are many types of collaborative platforms, we mention three like "Figure 2.1" [24]

shows:

Look for Collaboration Software
with these 3 Main Features

Allow the exchange of messages between parties

E * Email, Voice mail, Instant messaging, VaoIP or video calls

Allow real-time discussions among members
Video conferencing, IM teleconferencing, Social media
group chats, forums or community boards, application
sharing :

Facilitate group activities, schedule,
and deliverables
Calendars, Time trackers, spreadsheets, client portals,
alerts, and status updates

FinancesOnline
REVIEWS FOR BUSINESS

Source: AccountancyAge.com

Figure 2.1: Types of collaborative platforms.
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2.3.1 Communication
Early collaboration software applications like Lotus Notes' are more focused on communi-

cations. Other platforms include instant messaging or chat [24].

2.3.2 Conferencing
Groupware? software tools consist of a real-time collaboration of project members who are
presented with a unified view screen. In most cases, one presenter controls the view screen, while

others provide their inputs by talking or chatting [24].

2.3.3 Coordination
The most recent collaborative software type and the one with the highest growth potential
today, coordination software solutions help you manage complex or big interdependent tasks

with a common goal [24].

2.4 Examples of collaborative Platforms
Below there is a list of tools for remote teams to collaborate and be more efficient.

2.4.1 Skype

One of the biggest reasons that Skype is the most popular communication tool is that it’s free.
Skype allows audio and video calls between multiple devices. In other words, one person could

be on a laptop and another can be on their phone [25].

2.4.2 Mockplus

Mockplus is the most robust all-in-one product platform for prototyping, collaboration, and
design systems. It not only help to create interactive prototypes for websites, mobile apps, desk-
top, and Web apps faster and easier, but also give a more connected product design workflow that

brings designers, product managers, and front-end developers to work better and together [25].

Lotus Notes is a brand of groupware that is now owned by IBM. Lotus Notes is used with a variety of local and

collaborative server applications, including email, calendars, personal information managers (PIM) and the Web.
2Groupware refers to programs that help people work together collectively while located remotely from each

other.
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2.4.3 Google Docs

Google Docs is a Web-based document management application for creating and editing pri-
vate and public, word processing and spreadsheet documents. These documents can be stored
both online on the Google cloud and/or on the user’s computer. Access to these files is avail-
able from any computer with an Internet connection and a fully-featured Web browser. The
documents may be viewed by other google groups and members with the document owner’s

permission [25].

2.4.4 Dropbox

Dropbox is a personal cloud storage service (sometimes referred to as an online backup ser-
vice) that is frequently used for file sharing and collaboration. The Dropbox application is avail-
able for Windows, Macintosh and Linux desktop operating systems. There are also apps for

iPhone, iPad, Android, and BlackBerry devices [26].

2.4.5 Trello

Trello is project management software offered as a cloud service. The Trello app can be used
on i0S and Android devices, and on the Web using any major modern browser. It can also be
used integrated inside of a Slack® client. The Trello service was launched in 2011. The same
year, Wired magazine called it "One of the 7 coolest startups you haven’t heard of yet." By 2017,
Trello had grown to over 1 million average monthly users, and was purchased by Atlassian* for

$425 million [27].

2.4.6 ProofHub

ProofHub is a cloud — hosted project management solution that helps everyone to stay on top
of deliverables and deadlines. It has scalable features and pay terms that match the requirements
of any business size from small startups to large enterprise. The Walnut, CAbased company

has attracted big ticket clients, such as, TripAdvisor, Harvard University, and Wipro, since the

3Slack is basically a messaging app on steroids. It’s meant for teams and workplaces can be used across multiple

devices and platforms.
4 Atlassian Corporation is an Australian enterprise software company that develops products for software devel-

opers, project managers, and content management
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software was launched in 2011. Likewise, ProofHub was among the Cloudswave Awards 2014

top ten project management software for excellent features and performance [28].

2.4.7 Collaborative platform for managing IoTs using WebRTC

That work is an application allowing several operators to control an IoT platform in collab-
oration using WebRTC. with this application users can cooperate with each other to carry out
different tasks, collective communication in real time and control an IoT platform (announce-
ment of the need for the object, retrieve object state, retrieve item descriptions, receive events
generated by an object, perform actions and do tasks, announcement of the need for the object,
retrieve object state, retrieve item descriptions, receive events generated by an object and rerform
actions and do tasks.
2.4.7.1 General architecture

The general architecture of the last example (listed above) shows in “Figure 2.2” [29].

Team Leader

Y e

. g

1 l |WebRTC
Ao oh Socket.io c

WebRTC
G ®:
Operator 1 ? ﬁ Operator 2
@

Signaling Server

G | Socket.io

WebRTC

Control ™. @ “Control

Y &

g 4

Connected Object

Control

Figure 2.2: Global architecture of collaorative platforms
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There is different operator, there is a leader, CO and signaling server, each operator can
register or authenticate so that he can access the application, find a team and join it, list and
control COs, cooperate with other team using WebRTC.

Team leader manages the functionalities of teams in the platform where he allows to create

teams, update operators (add, delete or modify), update COs.

2.5 Impact of collaborative platforms in companies

Companies are under considerable strain. Several events or developments such as the global
economic crises or the ongoing globalization process contribute to this situation. Meanwhile,
however, companies have realized that the concept of virtual organizations represents an efficient
measure to counter the current challenges.

More and more companies make use of collaboration platforms because a lot of advantages:

* Enable communication in different ways such as email, instant messaging or wiki systems

between the alliance partners.

* Collaboration platforms change the way companies organize themselves internally and

also impose the need to open their processes to external partners.

* People acting in collaboration platforms have the chance and are obliged to interact with

many different co-workers with different backgrounds and across varying companies [30].

2.6 Conclusion

In this chapter we talked about collaborative platforms, we adduced definition of collabora-
tive platform, categories (Synchronous or real-time and Asynchronous or non-real time), types
of collaborative platforms (communication, conferencing, coordination), examples, and impact

of collaborative platforms in companies.
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3.1 Introduction

Accidents involving machines are often attributed to human error. However, when these
accidents are investigated in detail, it can often be concluded that they were in fact caused by poor
ergonomic design of the interface or by problems of interaction between the machine and the user
rather than by negligent or careless use. It is therefore essential that the design of interaction and
of the interfaces be based on principles governing the dialogue and human physical and mental
characteristics. The following chapter will illustrate these basic human characteristics and show

how they may best be considered by the design of interfaces.

3.2 Definition

Human-machine interface (HMI) is a component of certain devices that are capable of han-
dling human-machine interactions as "Figure 3.1" [31] shows below. The interface consists of
hardware and software that allow user inputs to be translated as signals for machines that, in turn,
provide the required result to the user. HMI technology has been used in different industries like
electronics, entertainment, military, medical, etc. HMIs help in integrating humans into complex
technological systems. HMI is also known as man-machine interface (MMI), computer-human
interface or human-computer interface. In HMI, the interactions are basically of two types, i.e.,
human to machine and machine to human. Since HMI technology is ubiquitous, the interfaces
involved can include motion sensors, keyboards and similar peripheral devices, speech recogni-
tion interfaces and any other interaction in which information is exchanged using sight, sound,

heat and other cognitive and physical modes are considered to be part of HMIs [32].
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Human being Machine

Sensory Presentation
W ENES of information
Task J Infarmation
(Goal)
> Decision Execution

Caontrol
actuators/
Operating manipulation
organs elements

Figure 3.1: Human-machine system shown as a closed control loop.

3.3 List of Ergonomic Criteria

The set of criteria consists of eight main criteria of “Dominique L. Scapin and J. M. Christian

Bastien”, some of which are divided into sub-criteria ,each sub-criteria contains some examples.

3.3.1 Guidance

User guidance refers to the means available to advise, orient, inform, instruct, and guide
the users throughout their interactions with a computer (messages, alarms, labels, etc.), includ-
ing lexical issues. The criterion guidance is subdivided into four criteria: prompting, group-
ing/distinction of items, immediate feedback and legibility.
3.3.1.1 Prompting

As it is used here, Prompting has a broader definition than usual. Here it refers to the means
available in order to lead the users to making specific actions whether it be data entry or other
tasks. This criterion also refers to all the means that help users to know the alternatives when
several actions are possible depending on the contexts. Prompting also concerns status informa-
tion, that is information about the actual stateor context of the system, as well as information

concerning help facilities and their accessibility.
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Examples:

— For each data field, display an associated label.

— Provide a title for each window.

3.3.1.2 Grouping/Distinction of Items

The criterion Grouping/Distinction of Items concerns the visual organization of information
items in relation to one another. This criterion takes into account the topology (Location) and
some graphical characteristics (Format) in order to indicate the relationships between the various
items displayed, to indicate whether or not they belong to a given class, or else to indicate dif-
ferences between classes. This criterion also concerns the organization of items within a class.
The criterion grouping/distinction of Items is subdivided into two criteria: grouping/distinction

by location and grouping/distinction by format.

Examples:

— Grouping/Distinction by Location:

* Organize items in hierarchical lists.
x Organize the options of a menu dialogue as a function of the objects to which
they apply.
— Grouping/Distinction by Format:
* Provide clear visual distinction of areas having different functions (command
zone, message zone, etc.).

+* Provide clear visual distinction of data fields and their labels.

3.3.1.3 Immediate Feedback

Immediate Feedback concerns system responses to users’ actions. These actions may be
simple keyed entries or more complex transactions such as stacked commands. In all cases
computer responses must be provided, they should be fast, with appropriate and consistent timing
for different types of transactions. In all cases, a fast response from the computer should be

provided with information on the requested transaction and its result.
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Examples:

— All users’ entries should be displayed except for secure entries. Even in this case,

every keyed entry should produce a perceptible feedback (e.g., symbols such as stars
¢ ksksk )
— Following user interruption of data processing, display an advisory message assuring

the user that the system has returned to its previous status.

3.3.1.4 Legibility

Legibility concerns the lexical characteristics of the information presented on the screen that
may hamper or facilitate the reading of this information (character brightness, contrast between
the letter and the background, font size, interword spacing, line spacing, paragraphs spacing, line

length, etc.). By definition, the criterion Legibility does not concern feedback or error messages.

Examples:

— Titles should be centered.
— Labels should be displayed in upper case letters.

— Cursors should be distinguished from other displayed items.

3.3.2 Workload

The criterion workload concerns all interface elements that play a role in reducing the users’
perceptual or cognitive load, and in increasing the dialogue efficiency. The criterion workload
is subdivided into two criteria: Brevity (which includes conciseness and minimal actions), and
information density.
3.3.2.1 Brevity

The criterion Brevity concerns the perceptual and cognitive workload both for individual
inputs and outputs, and for sets of inputs (i.e., sets of actions needed to accomplish a goal or a
task). Brevity corresponds to the goal of limiting the reading and input workload and the number
of action steps. The criterion Brevity is subdivided into two criteria: Concision and Minimal

Actions.
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3.3.2.1.1 Concision
The criterion Concision concerns perceptual and cognitive workload for individual inputs or

outputs. By definition, Concision does not concern feedback or error messages.
Examples:

— For numerical data, entry of leading zeros should not be necessary.

— Allow users short data entries.

3.3.2.1.2 Minimal Actions
The criterion Minimal Actions concern workload with respect to the number of actions neces-
sary to accomplish a goal or a task. It is here a matter of limiting as much as possible the steps

users must go through.
Examples:

— Minimize the number of steps required to make a selection in a menu.
— Do not require data entry by the user when the computer can handle it.
3.3.2.2 Information Density
The criterion Information Density concerns the users’ workload from a perceptual and cog-

nitive point of view with regard to the whole set of information presented to the users rather than

each individual element or item.
Examples:

— Provide only necessary and immediately usable data for any transaction; do not over-

load displays with extraneous data.

— Data should not require unit translations.
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3.3.3 Explicit Control

The criterion explicit control concerns both the system processing of explicit user actions,
and the control users have on the processing of their actions by the system. The criterion explicit
control is subdivided into two criteria: explicit user action, and user control.
3.3.3.1 Explicit User Action

The criterion Explicit User Action refers to the relationship between the computer processing
and the actions of the users. This relationship must be explicit, i.e., the computer must process

only those actions requested by the users and only when requested to do so.
Examples:

— Always require a user to take an explicit ENTER action to initiate processing of
entered data; do not initiate processing as a side effect (e.g., updating a file) of some

other action (e.g., printing a file).

— If menu selection is accomplished by pointing, provide for dual activation, in which
the first action (positions a cursor) designates the selected option, followed by a sep-

arate second action that makes an explicit control entry.
— Users’ command entries should be completed with an ENTER action following edit-

ing facilities.

3.3.3.2 User Control
The criterion Explicit User Action refers to the relationship between the computer processing
and the actions of the users. This relationship must be explicit, i.e., the computer must process

only those actions requested by the users and only when requested to do so.
Examples:

— Always require a user to take an explicit ENTER action to initiate processing of
entered data; do not initiate processing as a side effect (e.g., updating a file) of some

other action (e.g., printing a file).
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— If menu selection is accomplished by pointing, provide for dual activation, in which
the first action (positions a cursor) designates the selected option, followed by a sep-
arate second action that makes an explicit control entry.

— Users’ command entries should be completed with an ENTER action following edit-

ing facilities.

3.3.4 Adaptability

The adaptability of a system refers to its capacity to behave contextually and according to the
users’ needs and preferences. The criterion adaptability is subdivided into two criteria: Flexibil-
ity and user experience.
3.3.4.1 Flexibility

The criterion flexibility refers to the means available to the users to customize the interface in
order to take into account their working strategies and/or their habits, and the task requirements.

Flexibility is reflected in the number of possible ways of achieving a given goal.

Examples:

— When user requirements are uncertain, provide users with some means to control

display configuration.

— When interface designers cannot predict which default values will be helpful, permit

users to define, change or remove default values for data entry.
— When some displays are unnecessary, the users should be able to remove them tem-

porarily.

3.3.4.2 User Experience
The criterion user experience refers to the means available to take into account the level of

user experience.

Examples:

— Allow experienced users to by-pass a series of menu selections and make an equiva-

lent command entry or keyboard shortcuts directly.
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— Allow experienced users to key in a series of commands at one time, and inexperi-

enced users only step by step keying.

— Dialogue types must be designed to match the needs of different users.

3.3.5 Error Management

The criterion error management refers to the means available to prevent or reduce errors and
to recover from them when they occur. Errors in this context include invalid data entry, invalid
format for data entry, incorrect command syntax. The criterion error management is subdivided
into three criteria: error protection, quality of error messages, and error correction.
3.3.5.1 Error Protection

The criterion Error Protection refers to the means available to detect and prevent data entry

errors, command errors, or actions with destructive consequences.

Examples:

— When a user requests LOG-OFF and if any pending transaction will not be completed,

or if data will be lost, display an advisory message requesting user confirmation.
— Protect field labels from accidental change by users.

— Fields designed for information display should be protected: users should not be

allowed to change the information contained in these fields.

3.3.5.2 Quality of Error Messages

The criterion Quality of Error Messages refers to the phrasing and the content of error mes-
sages that is their relevance, readability, and specificity about the nature of the errors (syntax,
format, etc.) and the actions needed to correct them.The criterion Error Protection refers to the
means available to detect and prevent data entry errors, command errors, or actions with destruc-

tive consequences.

Examples:

— If the user selects an invalid function key, no system action should result except a

message indicating the functions appropriate for that transaction step.
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— Make the error messages as specific as possible.

— Make error messages brief but informative.

3.3.5.3 Error Correction

The criterion Error Correction refers to the means available to the users to correct their errors.
Examples:
— Users should be allowed to edit an extended command during its composition before
taking an explicit action to ENTER the command.

— Following error detection, require the user to re-enter only that portion of a data/command

entry which is not correct.

— If a data entry transaction has been completed and errors detected, permit users to

make corrections directly and immediately.

3.3.6 Consistency
The criterion consistency refers to the way interface design choices (codes, naming, formats,
procedures, etc.) are maintained in similar contexts, and are different when applied to different

contexts.

Examples:

— Window titles should always be located in the same place.

Use similar screen formats.

Use similar procedures to access menu options.

Consistent phrasing and punctuation should be used in all prompts.

Data entry fields should always be the same.

3.3.7 Significance of codes
The criterion significance of codes qualifies the relationship between a term and/or a sign
and its reference. Codes and names are significant to the users when there is a strong semantic

relationship between such codes and the items or actions they refer to.
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Examples:

— Titles should be distinct and meaningful.
— Make abbreviation rules explicit.

— Codes should be meaningful and familiar rather than arbitrary (e.g., “M” for Male,

and “F” for Female rather than “1” and “2”).

3.3.8 Compatibility

The criterion compatibility refers to the match between users’ characteristics (memory, per-
ceptions, customs, skills, age, expectations, etc.) and task characteristics on the one hand, and

the organization of the output, input, and dialogue for a given application, on the other hand.
Examples:
— When data entry involves transcription from source documents, ensure that form fill-
ing displays match those documents.

— Dialogues should reflect data structures or organizations which are perceived by users

as being natural.
— Calendar formats should follow users’ customs (American vs. European calendar).

— Labels, prompts, and user guidance messages should be familiar to the users and task

oriented.
— Units of measurement should be familiar to the user.

— Displays of textual data, messages, or instructions, should follow design conventions

for printed text [33].
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3.4 Conclusion

Interfacing with a machine is not only mastering the physical interface between the human
user and the system but it is also mastering the mental model implemented in the machine’s
architecture and logic.

In this chapter we talked about HMI, we adduced definition of HMI, and a list of ergonomic

criteria.
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4.1 Introduction

An outline of the areas in which work must be undertaken during the design stage of a project
is presented. It is vital that the project manager should ensure sound decisions are made at
the design stage, as these are likely to determine the success or failure of the project. Design
selection, building up a cohesive project team, project strategy and use of past experience are

analysed as necessary ingredients in the favourable outcome of any project.

4.2 Presentation of our platform

Our platform is an application which enables different users to control different COs collab-
oratively on the Web. Our platform contains two types of consumers:
Admin and users, Admin can create and distribute users accounts, manage users list (add, delete,
update) and COs list (add, delete, update), and communicate with users. Users can invoke ac-

tions, read description of COs, view status and communicate with users and admin.

4.3 Platform architecture

“Figure 4.1 shows the general architecture of our platform:

co1 co2 co3

@

Web|Socket J,*’

Web Soc ké-f e

Web Socket

Server <2 Database

Web Socket __— |
s Web|Socket

——__ Web Socket

,,,,,, D

Figure 4.1: Platform architecure.
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4.4 Development methodology

Successful projects should be managed well. To manage a project efficiently, the manager or
development team must choose the software development methodology that will work best for

the project at hand, because of that we choose Unified Process(UP).

4.4.1 Definition of Unified Process

the UP is a software development process. A software development process is the set of

activities needed to transform a user’s requirements into a software system as "Figure 4.2".

User’s Software

requirement | gofiware development | System
process

Figure 4.2: A software development process.

However, the UP is more than a single process; it is a generic process framework that can be
specialized for a very large class of software systems, for different application areas, different
types of organizations, different competence levels, and different project sizes.

The UP is an architecture-centric, use-case driven, iterative and incremental development pro-
cess. The UP is component-based, which means that the software system being built is made up

of software components interconnected via well-defined interfaces [34].

4.4.2 Unified Process phases

The UP divides the project into four phases, as "Figure 4.3" [35] illustrates:
- Inception Phase.
- Elaboration Phase.
- Construction Phase.

- Transition Phase.
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A

Resources

Time
|

Inception Elaboration  Construction  Transition

Figure 4.3: Unified Process phases

4.4.2.1 Inception Phase

Inception is the smallest phase in the project, and ideally it should be quite short. If the
Inception Phase is long then it may be an indication of excessive up-front specification, which is
contrary to the spirit of the UP. The following are typical goals for the Inception phase:
- Establish a justification or business case for the project.
- Establish the project scope and boundary conditions.
- Outline the use cases and key requirements that will drive the design tradeoffs.
- Outline one or more candidate architectures.
- Identify risks.
4.4.2.2 Elaboration Phase

During the Elaboration phase the project team is expected to capture a healthy majority of
the system requirements. However, the primary goals of Elaboration phase are to address known
risk factors and to establish and validate the system architecture. Common processes undertaken
in this phase include the creation of use case diagrams, conceptual diagrams (class diagrams
with only basic notation) and package diagrams (architectural diagrams). The architecture is
validated primarily through the implementation of an Executable Architecture Baseline. This is
a partial implementation of the system which includes the core, most architecturally significant,

components. It is built in a series of small, timeboxed iterations. By the end of the Elaboration
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phase the system architecture must have stabilized and the executable architecture. baseline must
demonstrate that the architecture will support the key system functionality and exhibit the right
behavior in terms of performance, scalability and cost. The final Elaboration phase deliverable is
a plan (including cost and schedule estimates) for the Construction phase. At this point the plan
should be accurate and credible, since it should be based on the Elaboration phase experience
and since significant risk factors should have been addressed during the Elaboration phase. The
Lifecycle Architecture Milestone! marks the end of the Elaboration phase.
4.4.2.3 Construction Phase

Construction is the largest phase in the project. In this phase the remainder of the system
is built on the foundation laid in Elaboration. System features are implemented in a series of
short, timeboxed iterations. Each iteration results in an executable release of the software. It
is customary to write full text use cases during the construction phase and each one becomes
the start of a new iteration. Common Unified Modeling Language (UML) diagrams used during
this phase include Activity, Sequence, Collaboration State (Transition) and Interaction Overview
diagrams. The Initial Operational Capability Milestone marks the end of the Construction phase.
4.4.2.4 Transition Phase

The final project phase is Transition phase. In this phase the system is deployed to the target
users. Feedback received from an initial release (or initial releases) may result in further refine-
ments to be incorporated over the course of several Transition phase iterations. The Transition
phase also includes system conversions and user training. The Product Release Milestone® marks

the end of the Transition phase [35].

I At this point, developer examine the detailed system objectives and scope, the choice of architecture, and the

resolution of the major risks.
2 At this point, the developer decide if the objectives were met, and if he should start another development cycle.

In some cases this milestone may coincide with the end of the inception phase for the next cycle.
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4.4.3 Unified Process activities
Each phase (lisetd above) consists of a set of predefined activities, as "Figure 4.4"[36] shows:
- Business modeling.
- Requirements.
- Analysis and design.
- Implementation.
- Test.

- Deployment.

Phases

Inception Elaboration Construction Transition

Model

Implementation
Test

Deployment

Configuration Management
Project Management
Environment

Ch

Copyright 2005 Scatt V. Ambler Iterations

Figure 4.4: Unified process lifecycle

4.4.3.1 Business modeling

Business modeling is the domain object modeling and dynamic modeling of the business
processes.
4.4.3.2 Requirements

Requirements are the requirements analysis of system under consideration. Includes activi-
ties like writing use cases and identifying nonfunctional requirements.
4.4.3.3 Analysis and design

Analysis and design covers aspects of design, including the overall architecture.
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4.4.3.4 Implementation

Implementation is the programming and building of the system (except the deployment).
4.4.3.5 Test

Test involves testing activities such as test planning, development of test scenarios.
4.4.3.6 Deployment

Deployment contain the deployment activities of developed system [37].

4.5 Modeling Language

Knowing that the UP requires the use of UML, our modeling will be done using UML dia-

grams.

4.5.1 UML

UML is a visual modeling language for modeling system requirements, describing designs,
and depicting implementation details.
UML emerged as the software industry’s dominant modeling language. UML is not only the
de facto modeling language standard for specifying, visualizing, constructing, and documenting
the components of software systems, but it has also been accepted by the Object Management

Group® (OMG) as a standard language for object-oriented analysis and design [38].

4.5.2 UML diagrams

A UML diagram is a diagram with the purpose of visually representing a system along with
its main actors, roles, actions, artifacts or classes, in order to better understand, alter, maintain,
or document information about the system [39].

UML specification defines two major kinds of UML diagram, structure diagrams and behav-
ior diagrams.

Structure diagrams show the static structure of the system and its parts on different abstraction
and implementation levels and how they are related to each other. The elements in a structure

diagram represent the meaningful concepts of a system, and may include abstract, real world and

3The Object Management Group (OMG) is a consortium geared toward creating a standard architecture for

distributed network objects
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implementation concepts.
Behavior diagrams show the dynamic behavior of the objects in a system, which can be de-
scribed as a series of changes to the system over time [40]. UML vesrion 2.5 diagrams could be

categorized hierarchically as shown in "Figure 4.1" [40].

‘ UML 2.5 Diagram

N

Structure Diagram ‘ Behavior Diagram

il i

Class Diagram L= UseCase Diagram

Information Flow
Diagram

Object Diagram

Package Diagram

Activity Diagram

[

State Machine

Model Diagram g
Diagram

Behavioral State
Machine Diagram

Composite Structure
Diagram

Protocol State
Machine Diagram

Internal Structure
Diagram

Collaboration Use
Diagram

Interaction Diagram ‘

A

Component Diagram

Sequence Diagram

Manifestation Diagram Communication

(W

Deployment Diagram

Network Architecture
Diagram

Profile Diagram —

Diagram

Timing Diagram

Interaction Overview
Diagram

@ uml-diagrams.orgq

Figure 4.5: The hierarchy of UML 2.5 diagrams
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4.5.3 Used UML diagrams

In our work we use three diagrams, which is detailed in "Table4.1" [40]:

- Use case diagram.

- Sequence diagram.

- Class diagram.

Diagram

Purpose

Type

Use case dia-

gram

Describes a set of actions (use cases) that some system or
systems (subject) should or can perform in collaboration
with one or more external users of the system (actors) to
provide some observable and valuable results to the actors

or other stakeholders of the system(s).

Behavior dia-

gram

Sequence dia-

gram

Most common kind of interaction diagrams which focuses

on the message interchange between lifelines (objects).

Behavior dia-

gram

Class diagram

Shows structure of the designed system, subsystem or
component as related classes and interfaces, with their
features, constraints and relationships associations, gener-

alizations, dependencies, etc.

Structure dia-

gram

Table 4.1: Used UML diagrams

4.6 Use case diagram

A use case diagram is generally straightforward. It only summarizes some of the relation-

ships between use cases, actors, and systems. In our systems the actors are:

Admin: His role is to manage of users (add, delete, update, give responsibility to users), manage

of COs (add, delete, update) and to communicate with users in collaboration.

User: His role is to control his COs and to collaborate with other users.

CO: Performs actions invoked by users, shows his status and notify users.
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4.6.1 Identification of the use cases

Actor Use case

Admin/Users 1. Authenticate

Admin 1. Discovers of COs.
. Invokes action to COs.
. Communicates with users.

. Manages Users.

. Manages COs.

A W

Users 1. Discover of COs.

. Invoke actions

W N

. Communicate with users.

COs 1. Performs of actions invoke by users.
2. Show status.

3. Notify users.

Table 4.2: Identification of use cases.
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"Figure 4.6" illustrates the use case diagram that groups the functionalities of our platform.

|
Discover of COs \» %

—

Teel_«include»
\ -..__‘_H_‘ ((mdudel}) co
______
«include» ™+ > Autheticate
>

«include» . -
Perform actions

Delete
winclude»

. «extend» =
search for a user
«extends el g

Management of access rights .~ «include»

Collaborative WoT platform

]\

A

>‘1‘O'_'___-_-_—-_D>§>+O

Admin |

Management of COs
,—-”V

@ ‘ ‘t<inplude>>
......... «nclude» a
___________ > Search for COs

Figure 4.6: Use case Diagram
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4.6.2 Textual description of use cases
In this section, we will mention for each use case a table that contains a textual description
of it:
"Table4.3" for "Authenticate" use case.
"Table4.4" for "Management of users" use case.
"Table4.5" for "Management of COs" use case.
"Table4.6" for "Discover of COs" use case.
"Table4.7" for "Invoke actions" use case.
"Table4.8" for "Notify users" use case.

"Table4.9" for "Communicate" use case.

4.6.2.1 Use case N°1: Authenticate

Actor Admin/user

Objective Admin/user authenticate in our platform
Precondition Admin/user must be registered in our platform.
Scenario 1. Admin/user enter the link

2. As soon as Admin/user launches the application the authentication
window is displayed.

3. He fills in the authentication form (user name, password).

4. He clicks on the button (connect) to send an authentication request to
the application server.

5. The application server check if the Admin/user exist in the Database.

6. Display of the main window.

Alternative If Admin/user contact details are not valid in Database, in this case they

cannot access the session and an error message will be displayed (return

to 3)

Table 4.3: Description of the use case "Authenticate".
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4.6.2.2 Use case N°2: Management of users

Actor Admin

Objective Manages of users

Precondition | Admin authenticated in the platform.

Scenario 1. Access the users management window.

2. Admin performs one of the update operations (add, delete, modify) of
users information.

3. Clicks on one of the buttons (add, delete, modify) to send a request to the
Server.

4. The request is verified by the application server and the Database which

sends a success message.

Alternative If the response to the request sent by the server is unfavorable in this case an

error message is displayed.

Table 4.4: Description of the use case "Management of users".
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4.6.2.3 Use case N°3: Management of COs

Actor Admin

Objective Manages of COs

Precondition | Admin authenticate in the application.

Scenario 1. Access the COs management window.
2. Admin performs one of the update operations (add, delete, modify).
3. Click on one of the buttons (add, delete, modify) to send a request to the
server for processing.
4. The request is verified by the application server and the Database which
sends a success message.

Alternative If the response to the request sent by the server is unfavorable in this case an

error message is displayed.

Table 4.5: Description of the use case "Management of COs".
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4.6.2.4 Use case N°4: Discover of COs

Actor Admin/user

Objective Discover of COs

Precondition | Admin/User authenticated in the platform

Scenario 1. Access the COs management window.
2. Search COs.
3. The request is verified by the Database which sends results to the applica-
tion server which sends the COs list to the Web application which sends it to
the users.
4. Read COs description

Alternative COs not found

Table 4.6: Description of the use case "Discover of COs".

4.6.2.5 Use case N°5: Invoke action

Actor Admin/User
Objective Invokes action
Precondition | 1. Admin/User authenticate in the application
2. Admin/User discover of the COs
Scenario 1. Choose CO.
2. Invoke action.
3. Sends action parameter(action name, arguments of action) .
4. Treats the request by the CO.
5. Sends notification to the users.
Alternative COs is busy, wait a while

Table 4.7: Description of the use case "Invoke actions".
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4.6.2.6 Use case N°6: Notify users

Actor Admin/User

Objective Notifies users

Precondition | Admin/User authenticate in the application

Scenario 1. CO changes his state.

2. The new state value sends to the application server.
3. Updates information in the Database.

4. Sends a notification to the Web application.

5. Displays a notification to the users.

Alternative COs is busy, wait a while

Table 4.8: Description of the use case "Notify users".

4.6.2.7 Use case N°7: Communicate

Actor Admin/User

Objective Communicate and collaborate between colleagues

Precondition | Admin/User authenticate in the application

Scenario 1. Admin/user selects chat window.
2. Admin/user selects colleague.
3. Admin/user choose to send message or to start audio/video call.

4. Sends messages or audio/video call to colleague.

5. Displays messages or audio/video call to colleague..

Table 4.9: Description of the use case "Communicate".

4.7 Sequence diagram

Sequence Diagrams are interaction diagrams that detail how operations are carried out. They
capture the interaction between objects in the context of a collaboration. Sequence Diagrams are

time focus and they shows the order of the interaction visually by using the vertical axis of the

46




CHAPTER IV. DESIGN

diagram to represent time what messages are sent and when [41].

There are different sequence diagrams:

4.7.1 Sequence diagram of the use case ''Authenticate"

When Admin/user wants to access our application, he will be required to authenticate. As

soon as Admin/user launches the application the authentication window is displayed, Admin/user

fills in the authentication form (user name, password) and validates the data that will be sent to

the application server. The application server checks if the user exist in the Database, the Web

application will be informed, and the main window will be displayed otherwise an error message

will be displayed as "Figure 4.7" shows.

interaction Authenticate Sequence Diagram )

/Q\ Web application Application server

Database

User/Admin
: 1: Enter link

- 2 : Request Web page
I 1

S Dispiay Togin page 3+ Login page
loop J
5 ¢ Fill the form ~ _ ' :
6 : Sending data p 1. Check the user data
8:F t processing
alt
[ P R R g g g g A e o B Resuif not empty
[if user exist] B 10 : Main window my
11 Display main window
felse] | 157 R ety
§ <13 Ervor message
14 Dispiay erfor message

Figure 4.7: Sequence diagram of the use case "Authenticate".
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4.7.2 Sequence diagram of the use case ''Management of users''

When the admin wants to manage users, he must first authenticate himself, then access the
user management window, then he consults the list of users and updates (add, delete, modify) a
user and sends the data to the application server, the application server update the information
in the Database, if the request is valid, the Web application will be informed and a validation

message will be displayed otherwise an error message will be displayed as "Figure 4.8" shows.

interaction Management of users Sequence Diagram )

/% Web application Application server Database

Admin

. Authenticate

1 : Access the user management ~.l'.r|ndo~.".|'= {2 Launch the user management window
>

e A e A e g b s L e 3 : The user management window ;

ﬂ) : Add

ref

ﬂ) : Delete
ref )

: Modify

Al

Figure 4.8: Sequence diagram of the use case "Management of users".
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"Figure 4.9" shows add operation:

interaction Add Sequence Diagram )
/Q\ Web application Application server Database
Admin :
1 : Click add button = 2 : Request Web page 1]
LT L*’* """"" JiRad e page L
4 : Display addd user page : ;
AT > 6 : Send data o
: Fill the form L
Ll : Validate data
alt Pl
: 8 : Add request Nar
[If inforination correct] - Jrgatement
: 10 : User added [
: ' SRR R L e e R
i 12 : Display confirmation MEeSSAQJE s --eermrmmmemrzameame i e manas
ﬁpy ________________________ g:: 11 : confirmation message
[ifelse] ’
: 14 : Display error message L O O 1 O
_____ ?‘;';"_'::'_";P;'EI:'_";';"_':%'_";';'f____li:_ELrEr_”leéff‘E‘i____ | o b o
[Else] 15 : Treatement
| 15:Displayemormessage i ... s e e =1
ke ol e e T s s h 17 ¥ Error message | 36+ Hsenexist

Figure 4.9: Sequence diagram of the operation add in the use case "Management of users".

49



CHAPTER IV. DESIGN

"Figure 4.10" shows delete operation:

interaction Delete Sequence Diagram )

% Web application Application server Database

Admin

1: Select user

A J

2 : Click delete button LI 3 : Request Web page

A J

------------------------------------- 4 : Confirmation request

alt

-
\

»— 8 Delete request

(i 6 : Confirm action 7 : Request Web page

A J

10 : User deleted - Treatement

12 ; Display confirmation message | |11 : Confirmation message| he---To---clio i,

_____ i I B g i
[Else]é 13 : Disconfirm action > P14 Request Web page ;
L L L L L L (ERTEERE LI PEEEEPEPEEPRERER -
16 : Digplay user management window + 15 : User management window

Figure 4.10: Sequence diagram of the operation delete in the use case "Management of users".
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"Figure 4.11" shows modify operation:

interaction Modify Sequence Diagram )

% Web application Application server Database

Adrlmn 1: Select user

2 : Click Modify button

3 : Request Web page _

5: D|§|::|a'¢}..r user edit window

6 : Modify infarmation

".=|_i 7 : Send data
alidate
alt g Modiy request |
J: Trpatement
13, Display confrmaton mesae2: COMMANMESE. k55 i i
R R = L ¥
":15 Display error message | ’ 9

Figure 4.11: Sequence diagram of the operation modify in the use case "Management of users".
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4.7.3 Sequence diagram of the use case ''Management of COs"'

When the admin wants to manage COs, he must first authenticate himself, then access the
COs management window, then he consults the list of COs and updates (add, delete, modify) a
CO and sends the data in to the application server, the application server updates the information
in the Database, if the request is valid, the Web application will be informed and a validation

message will be displayed otherwise an error message will be displayed as "Figure 4.12" shows.

interaction Management of COs Sequence Diagram )

% Web application Application server Database

Admin

ref .
—) : Authenticate

1 :iAccess the COs management wingojm

Launch the COs management wind_ghé.r

: 3 : The COs management window
4 : Gispiay of the COS management winfiqw

E) : Add

E) : Delete
ﬂ) : Madify

n

Figure 4.12: Sequence diagram of the use case "Management of COs".

52



CHAPTER IV. DESIGN

"Figure 4.13 " shows add operation:

interaction Add Sequence Diagram )

R

Web application

Application server

Admin
: 1 : Click add button

Database

2 : Request Weh page

€4 T Display addd CO'page |—

5: Fill the form

F T 3:AddCOpage U
6 : Send data L

: Validate data

alt
[If imon;‘nalion correct]
12 : Display confirmation message .:
Fmssssmsmsssssssssssssssssssssmssssssssssass -
[ifelse] :
{ 14:Displayerror message ic...
[Else] : i
18 : Display error message :
20 O O A O O O N i

8 : Add request "
10 : CO added
q ...................
11 confirmation message
__I3:Brormessage 1|
..................................... <16C0t
17 : Error message ’ i

; T@atement

—

|5 : Treatement

Figure 4.13: Sequence diagram of the operation add in the use case "Management of COs".
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"Figure 4.14 " shows delete operation:

interaction Delete Sequence Diagram )

% Web application Application server

Admin

1: Select CO

Database

h 4

2 : Click delete button I...l 3 : Request Web page

h J

4 : Confirmation request

p»— 8 Delete request

alt o
6 : Confirm action
(1]
12 4 Display confirmation message
P8P SR USRS R R 'O NS RUY WOURS S9S FRURY DO
[Else] 13 : Disconfirm action >

7 : Request Web page

10 : CO deleted

11 : Confirmation message | fg..--vwaseimeeronneenns

SO T T R L

14 : Request Web page_ !

S e P

«
16 : Display CO management window

15 : CO management window

k)

: Treatement

Figure 4.14: Sequence diagram of the operation delete in the use case "Management of COs".
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"Figure 4.15 " shows modify operation:

interaction Modify Sequence Diagram )

% Web application Application server Database

Admin . ot co

2 : Click Modify hutton

3 : Request Web page _

------------------------------- e ——

6 : Modify information 7 - Send data

Y

alidate

O Modity request .

alt
(: Trpatement

13: : Display confirmation mesa ?-E-QQF-ﬁ[TﬂtPH mg?ﬁﬂqg-f"ﬁ'{i;jfj';ﬁ'daiﬁgd"'

T T .

| %S Y ]
T e LR T EE PR 14 : Error message :

115 : Display error message |

Figure 4.15: Sequence diagram of the operation modify in the use case "Management of COS".

4.7.4 Sequence diagram of the use case ''Discover of COs"
When the Admin/User wants to discover COs, he must first authenticate himself, then access

the COs management window, then he search for COs and get list of COs to read CO description

as "Figure 4.16" shows.
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interaction Discover of COs Sequence Diagram )

% Web application co Application server Database
Admin/User
ref
—) - Authenticate

5: Access the COs managemem wmdow

8: Dlspiay of the COs managem
9 : Search CO

1 :In connect

: 2 : Update of CO I'ist

3 : Disconnect

4 Update of CO I|§j

: Launch the COs management wmdq_w

o

7 The COs management window
ant window

10: Requ:est Web page

> 42 : Search reque_st:

]iul : Treatement

alt 15: Send list of COs

[If CQ exist]
i 16 : Read description

18 : Error message

':IS : Send result

I 1 A A ? Empty result

Figure 4.16: Sequence diagram of the use case "Discover of COs".

4.7.5 Sequence diagram of the use case ''Invoke action"

When the Admin/User wants to Invoke actions to COs, he must first authenticate himself,

then access the COs management window, then he discovers the COs to choose the ideal CO,

then he sends the actions parameter (action name and arguments of actions), if CO is free then it

performs an action and notifies user, otherwise it records action in FIFO list and notifies user as

"Figure 4.17" shows.
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interaction Invoke Action Sequence Diagram )

% Web application Application server co
Admin/User
ref J )
: Authenticate
ref J )
: Discover of COs
1: Choose CO
2 : Invoke action ¢ 3 : Send acti ! :
"Li - Send action parameter 4 Fl-end action name and; arguments of action

- 5ate ment

alt : : 1L ! 6:Action done
: I . 7 : Send notification to the user il e el s ek e
[if COs free]8 - Notify user e TRSTLREEPIERLELROISERPRS
= :

9 : Salve alction in

IFO

Figure 4.17: Sequence diagram of the use case "Invoke action'

4.7.6 Sequence diagram of the use case ''Notify users'

When the CO changes his state and wants to notify users, the user must first authenticate

himself, then the CO sends the new state value to the application server, the application server

update information of the CO in the Database and sends a notification to the Web application to

display to the users as "Figure 4.18" shows.
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interaction Notify Sequence Diagram )

% Web application Application server Database Cco

Adminluser

ref ) )
. authenticate

1 : State'change

2 : New state value

:‘-3 : Update information

Finformation Uhﬂéié'cj—,l

. —— U= 5 : Send notification
1 6 : Display notification L

Figure 4.18: Sequence diagram of the use case "Notify users".

4.7.7 Sequence diagram of the use case ''Communicate"

When the Admin/User wants to communicate with colleagues, he must first authenticate
himself, then access the chat window, then he selects the colleague that he wants to communicate
with him, then he chooses to send a message or make an audio/video call (the offer includes all
the information about the caller’s proposed configuration for the call, answer is the reply of the
recipient, which is a description of their end of the call and the candidate is the information about

the network connection) as "Figure 4.17" shows.
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interaction Communication Sequence Diagram )

R

Adminluser

Web application 1

Application server

| Web application2

R

Adminluser

ref

- Authenticate

1: Select chat

2 . Select colleague

alt 1
1 3:Sentmessage ! 4. Transfer message | i
] ; " - 08 5: Message received :
! R 7 :Display message _:
qBMBSSﬂgesended """ JE message transfered

12 : Display message i 11: Message received _ 4 10 Transfer reply f 9: Send reply

| - N N . 14 Reply transfer L) 13 Reply sended |
[Elset 16 Create offer :
15 : Choose call parameters !

: 17 : Sent offer . :

: 18 : Sent offer 19 : Inform o

i 22 : Sent answer I:I;—]l' - Create answer

’ g &t el : i
:FE'“ """2'4":'i|'.|'far'r'n'""""" 23 . Sent answer . l

25 : Sent candidate 26 - Sent candidate

27 - Sent candidate

: 28 : Sent candidate :
Po29: Display audio,video st s ; I || 5

: i 30:D Hio.video st :

[ 31 : Flux audio video streams =HT l_g.u g e o
[ i L]

Figure 4.19: Sequence diagram of the use case "Communicate".

4.8 Class diagram

UML class diagram gives an overview of a software system by displaying classes, attributes,

operations, and their relationships [42]. "Figure 4.20" shows class diagram for our platform.
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|
WoT collaborative platform
1

Admin
+manage 1 [+id-admin: int

State variable

1.7 +id: int
Action +name: string
Account pr— +descrition: varchar
+id-account: int +name: string
+name: string 1.7
+perform”, 1. +administre
1 |+have N
1 User h co
+id-user: int +Use +id-CO- int 1.*
*name: string 1.+  L.* |+url: varchar

+password: varchar
+email: varchar

+is-admin: boolean w i /LDOSSESS
1
1 1.*

Webh page

+manipulate;

+url: varchar
+name: string

Figure 4.20: Class diagram.

49 HMI

The basic target of the design of human-machine interface is to reduce errors, improve the
ability to conduct, and enhance the security and comfortableness of operation in the human-
machine interaction. Based on the previous diagrams and HMI Ergonomic Criteria we designs

the following interfaces :

4.9.1 Authentication (Login)

Authentication page is a simple and easy to understand, it contains :
- a username field .
- a password field .

- a clickable link in case of forgetting the password.
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"Figure 4.21" shows the Authentication pages.

Login
Username

I

Password

Forgot password? Click here

Login

Username

]

Password

Forgot password? Click here

(a) login page mobile

(b) login page tablet

User Name

Login

UserName

Password

Password

Forgot possword? Click here

(c) login page desktop

Figure 4.21: Authentication
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4.9.2 Navigation
In order to reach all sections of the platform, we have designed a navbar that enables users
navigate easily. The navbar contains five buttons (icons) and user’s profile image as "Figure 4.22
" shows:
1- Notifications.
2- Mesaages chat.
3- Home page for user dashboard for admin.
4- Video call.

5- Settings.

Video calls  Home Page Messages/chat Notification

Search Profile image

Figure 4.22: Mobile Navbar

When user tap on profile image it will show a drop down menu contains :
- User profile.
- Settings.

- Logout.

4.9.3 Customization
Customization is so important for many users to make their preferable settings :
- user can change font size , font family , direction LTR (left to right) or RTL (right to left).
- user can change buttons positions in CO control page.
- user can choose light Theme , dark theme or even custom colors theme .

"Figure 4.23" shows the Authentication pages.
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Settings

-
Tiny Huge

Segoe Ul v

The quick brown fox jumps over the lazy dog

Font size

Font Family

Theme
O Light
O Dark

@®custom |11

Platform direction
@® LR

ORTL

Apply

Co Camera Co Camera
Zoom in Zoom in
A AN N AT/\
\ ¥ . M
Move Camera Zoom out Zoom out Move Camera

CO Parameters

CO Parameters

(a) Settings

4.9.4 Communication

(b) LTR interface

Figure 4.23: Customization

(¢) RTL interface

Communication is divided into two parts (messages / video calls).

4.9.4.1 Messages

Tapping messages icon will show you members and there last messages "Figure 4.24(a)".

Choosing a member will redirect you to messages chat "Figure 4.24(b)".

4.9.4.2 Video calls

Video calls main page is easy to understand it contains 2 big buttons where user can create

or join a video call rooms or even brows public rooms as shown in "Figure 4.25(c)" .
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|
@—
@—
@—
@—
@—
@—
@—

(a) Messages page

Figure 4.24: Chat section

(b) chat page

Video chat

Create

Join

Public rooms

ChatRoomName H#HHHH
ChatRoomName e
ChatRoomName — ####
ChatRoomName — ####
ChatRoomName e

(a) video call main page

(b) video call 2 users
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(c) video call 3 users

Figure 4.25: Video Call Section
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4.9.5 Home Pages

There are Two types of Home Pages , user home page and Admin Home Page (dashboard) as

shown in "Figure 4.26(b)".

Number of users
(click to show table) ™

Number of COs
(click to show table) __|

Last added users

Last added COs

I

|1

/

EEE

EEE

AN

(a) Admin page Tablet
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" (click to show table)

~ Number of Active COs
(click to show table)

| Add new user

——  Delete user

Edit user
(click to show table)

™~ Show Profile

™~ AddnewCO
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My ConnectedObjects

m CO Name CO Name CO Name m

| |

Objects Statistics

CO Name CO Name CO Name

CO Name CO Name CO Name
o o o
(b) Home page contains (c) home page Tablet (d) admin page mobile

COs

Figure 4.26: Home/Admin pages

4.9.6 Profiles
There are Two types of profiles (User/Admin profile and CO profile ) :

- User/Admin profile contains their information such as images,status(online/offline) and COs
list that can control.
- CO profile contain CO info such as images and description.

"Figure 4.27" shows types of profiles pages.
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COs List

| UserName
/' Status

([

COName

COName

COName

COName

COName

CO NAME

State : Active

R

(a) User profile

(b) CO profile

Figure 4.27: profiles pages

4.10 Conclusion

This chapter is very important, especially to understand the context of our project, and its
content, we made a general presentation and an architecture of our platform, then we added
the development methode. In addition, the general design was made based on the standards of

UML modeling language (use case diagram, sequence diagram and class diagram) and finally

we designed HMI.

The following chapter will focus on the implementation of our application.
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CHAPTER V. IMPLEMENTATION

5.1 Introduction

In this chapter we will present our implementation of our application, we will start by mention
all the used development tools, materials and the different interfaces allowing interaction between

the users and the system. Finally, we will end with a conclusion.

5.2 Software tools

The software tools contain diagram development tool, programming language, servers and

editors.

5.2.1 Languages

Several languages are used to describe our platform.
5.2.1.1 HTMLS

HTMLS (Hyper Text Markup Language 5) is designed to make the development of web
applications easier, more natural, and more logical, where developers can design and build once,
and deploy anywhere. HTMLS5 makes web applications more usable, as well, as it removes the
need for plugins [18].
5.2.1.2 CSS3

Stands for "Cascading Style Sheet." Cascading style sheets are used to format the layout of
Web pages. They can be used to define text styles, table sizes, and other aspects of Web pages
that previously could only be defined in a page’s HTML.

CSS helps Web developers create a uniform look across several pages of a Web site. Instead
of defining the style of each table and each block of text within a page’s HTML, commonly used
styles need to be defined only once in a CSS document [43].
5.2.1.3 JavaScript

JavaScript is a programming language commonly used in web development. It was originally
developed by Netscape as a means to add dynamic and interactive elements to websites. While
JavaScript is influenced by Java, the syntax is more similar to C and is based on ECMAScript, a

scripting language developed by Sun Microsystems [44].
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5.2.2 Servers

We use different servers :
5.2.2.1 Node.js

Node.js is a platform built on Chrome’s JavaScript runtime for easily building fast and scal-
able network applications. Node.js uses an event-driven, non-blocking I/O model that makes
it lightweight and efficient, perfect for data-intensive real-time applications that run across dis-
tributed devices [45].
5.2.2.2 MySQL

MySQL is a freely available open source Relational Database Management System (RDBMS)
that uses Structured Query Language (SQL) [46]. We used Mysql Ver 15.1 Distrib 10.4.13-
MariaDB.

5.2.3 Editors

We use different types of editors
5.2.3.1 Visual Studio Code

Visual Studio Code is a lightweight but powerful source code editor which runs on your
desktop and is available for Windows, macOS and Linux. It comes with built-in support for
JavaScript, TypeScript and Node.js and has a rich ecosystem of extensions for other languages
(such as C++, C#, Java, Python, PHP, Go) and runtimes (such as .NET and Unity) [47].
5.23.2 StarUML

To realize the UML diagrams we used StarUML softaware.
StarUML is an open source software modeling tool that supports the UML framework for sys-
tem and software modeling. It is based on UML version 1.4, provides eleven different types
of diagram and it accepts UML 2.0 notation. It actively supports the MDA (Model Driven Ar-
chitecture) approach by supporting the UML profile concept and allowing to generate code for

multiple languages [48].
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5.2.3.3 Adobe XD
Adobe XD is a tool for helping user experience and user interface designers prototype and
wireframe new mobile and web applications [49], and collaborate on everything from prototypes

to mockups to full designs [50].

5.3 Hardware tools
In this section, we use different hardware tools.

5.3.1 Laptop
we use modele ASUS Zenbook UX305U° core 17 6500U.

5.3.2 Arduino Mega 2560
The Arduino Mega 2560 is a microcontroller board based on the ATmega2560.

a
5
7
.|
5 |
13
]
7
]
il
i3

Figure 5.1: Arduino Mega 2560

5.3.3 Router
We use D-Link DSL-2750U Wireless N 300 ADSL2+ Modem Router , to connect our Local

Network.
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5.4 Platform interface

Based on previous chapter we built the following interface.

5.4.1 Login pages

Login
Username
Mohamed

Password

WoTPlatform 2020

Figure 5.2: Login page mobile Web-application
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Login
User Name

Mohamed

WoTPlatform

Password

sokkokkok

Forgot password? Click here

Control your loT objects through the Web

Figure 5.3: Login page disktop Web-application

5.4.2 Home/Dashboard pages

Dashboard

Statistics

Number of users

Online users

Number of COs

Active COs

+ Add a user

|+ addavser
| +addaco

+ Add a CO

Figure 5.4: Dashboard page mobile Web-application
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WotPlatform

&

Chat with users

My Connected Objects

‘ RGB LED

State : Active

Mohamed .
() [ N
& &

SidAli
online

)

T .

Fathi
online

ﬁ Hicham
'@ offline

ROBOT ARM
31 min
State : disconnected
\ offline 2 days

ft @]

Voltage controle
State : Active

2, Scloh‘ )

Camera 360
State : Active

Info
{8} Controle

Figure 5.5: Home page desktop

WotPlatform

Chat with users

&  statistics

SidAli
online Number of users
Mohamed 5
online
Fathi
online
Last registered users
‘@ Hicham
2@ offline simn  #ID  Image Name
Hamza 05 g Hicham
offline 2 days
06 @ Hamza
Last registered COs
#ID Image Name
&
07 .. RGB LED
g
O 08 @ Voltage control

Online users

Email

Hicham@mail.dz

Hamza@mail.dz

Description

Control LED colors

Controle voltage 0-5V

Phone Number Status COs

03423754683  User 4

03887754683  Admin 6

Last update Status

23/8/2020  connected 4

12/9/2020 connected 2

+ Add a user

r0®
70®

4+ Add a CO

Owners

/7 0@
VT

Figure 5.6: Dashboard page desktop Web-application
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5.4.3 Chat pages

Video chat

Tdoy oo M Hello There ! 3

1‘ Hl SldAll Today MO AM
", How are you Man :D ? REgEre

Create I

Public rooms Room ID rdnozad Im fine 3
Roomy 23345 Join

Meeting 34521  Join

co 85643 Join

Mohamed 34521  Join

(a) Video chat (b) Messages chat

Figure 5.7: Chat pages mobile Web-application
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5.4.4 CO pages

Move Camera

CO Parameters

Zoom out

Figure 5.8: Camera as a CO
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WotPlatform (GRS A5 2 s )

Edit CO

CO Name
LED Colors
Description

controlling LED colors

Platform

Arduino v
Allowed users

Salah v c
Hamza o
CO image

* required

Edit CO

Figure 5.9: Edit CO page Desktop

5.5 Conclusion

In this last chapter, We wanted to respond to what we presented in the design chapter and

give a clearer idea, also describe the different components and interfaces of our application.
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General conclusion

WoT is a technology that has imposed it self on topical research thanks to their applications
and domains, such as smart domestic, transport and health care. This last enables CO to speak
the same language, such as to communicate and interoperate freely on the Web. This work aims
to propose a collaborative platform respecting the ergonomic criteria of the HMI which allow to
manage several connected objects in collaboration.

Every user has a web page that contains all COs that he can use , also he can communicate and
collaborate with other users through it, and every CO object managed by the users, show its
status and notify them. There is also an admin Web page, who can grant access to users and
manage COs.

These web pages respect a number of HMI ergonomic standards to make them easier to use

In the future work, we want to improve the security and simplicity of this platform and use it in

different areas to bring benefits.
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